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BCTYIHHE CJOBO. INTRODUCTORY WORD

IHetrpo Kyaikos

IIpogpecop, 0okmop ekoHoMIUHUX HAVK,

Pexmop Kuiscvrkoco nayionanvrnozo yHisepcumemy 6y0i6HUYM8A i apximexkmypu.
Touecnuii akademix Hayionanvnoi akademii nedacociunux nayx Yxpainu,
Jlaypeam [lepowcasnoi npemii Ykpainu 6 eanysi Hayku i mexmiku.

3acnaysrcenun npayienuk oceimu Ykpaiuu,

lIpesuoenm Cninku pekmopis 3ax1adie suujoi oceimu Ykpaiwnu,

Biye-npezudenm byoigenvroi nanamu ma Axademii 6yoisHuymea Yxpainu

[ITanoBHI yuyacHHKH KOH]epeHtrii!

Mix HamuMmu YHiBepcuTeTaMu TNianucaHi MeMopaHIyMH TpoO CIiB-
npaiio. I cboro/IHi MM MaeEMO Haroly NPUUHITH Y4acTh Y CIIJILHOMY 3aXO0/I1
— KoH(epeHIlii, ssKka opraHi3oBaHa IHII[IaTUBHUMH I'PylaMy HAITUX yHIBEP-
CUTETIB.

Ham yniBepcutet rorye (axiBiiB 3 Oy1IBEIbHUX Ta apXITEKTYPHUX CIIe-
I[1aJTbHOCTEH, a TAaKOXK 3alliKaBICHUN Y MIATOTOBIN (haxiBIlIB 3 TAKUX TepcC-
NEKTUBHUX HAMPSIMKIB, SIK1 CbOTOJIHI OyAyTh OOrOBOPIOBaTUCA Ha KOHJEpe-
Hilii. Tema koHepeHIlii Ha ChOTOIHIIIHIN JIEHb € TY’KE aKTyaJbHOI0, TOMY
10 B OyIBHHUIITBI BIPOBAKYIOTHCSI HOB1 TE€XHOJIOT1, Taki sk “Po3ymHuit
OynuHok”, “Po3ymMHe MICTO” Ta BIPOBAIKYIOTHCS TEXHOJOT1l [HTEpHETY
pedel mpu eKcIuTyaTallli )KUTJI0BUX Ta mpomucioBux OyaiBenb. KHYBA
Mae€ TICHI MapTHEPCHKI 3B A3KU 3 OyAiBEIbHUMH KOMIAHISIMU Ta MOXE 3a-
IPOTIOHYBATH apXITEKTYPHI Ta OyA1BENIbHI PILICHHS Ta TPOEKTH KUTIOBUX
Ta MMPOMHUCIIOBUX 00’ €KTIB.

CrnoniBarochk, M0 poboTa KoH(pepeHIii Oy/ie M IHOK, MU BUCTYITUMO 3
JOTIOBISIMH Ta MOAUIMMOCS Pe3yJIbTaTaMU CBOIX HAYKOBHX JIOCIIIIKEHb.

baxato ycmixy!
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Abstract

Abstract. The paper analyzes the current state and prospects of digital transformation and
IoT technologies in education and science in Ukraine in the context of European integra-
tion. The implementation of the EU-Ukraine Agreement in these areas is analyzed. The
main state initiatives and international projects within the framework of digitalization of
higher education and science in Ukraine are considered. Prospects for the digital trans-
formation of education and science in Ukraine for the implementation of strategic part-
nership with the EU countries are identified.

Keywords
Digitization, digital transformation, IoT, computer technologies, education, science, dig-
ital competence.

Relevance of research

The full-scale war in Ukraine has become a test and a shock for both Ukrainian
society and the Ukrainian education and science system. In the context of the intensi-
fication of hostilities, an important issue is to ensure the continuous and high-quality
functioning of Ukrainian educational and scientific institutions, further implementation
and development of state educational initiatives, as well as compliance with the state's
strategic course towards Ukraine's full membership in the European Union (EU).
Among the approved strategic and operational goals for the development of higher ed-
ucation in Ukraine [1] are the following: integration of the Ukrainian education and
science system into the European Higher Education Area (EHEA) and the world edu-
cation area; creation and implementation of the industry of innovative technologies and
distance learning tools; digitalization of all processes in the higher education system,
as well as ensuring the quality and accessibility of higher education. Thus, it is advis-
able to analyze the current state of the digital transformation of education and science
in Ukraine, which will contribute to the post-war recovery of the sector and the imple-
mentation of the strategic partnership with the EU.

The purpose of the article consists the analysis of the current state and prospects of
the digital transformation and IoT technologies sn education and science in Ukraine
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for the need to speed up the process of integration of the system of education and sci-
ence into the European space of higher education within the framework of Ukraine's
strategic partnership with EU countries.

Presentation of the main research material

Digital transformation (digitalization) is the transformation of existing analog
(sometimes electronic) products, processes, and business models of an organization
based on the effective use of digital technologies [2]. According to the analytical re-
ports of the Davos Economic Forum, the most common modern digital technologies
are the Internet of Things, robotization and cyber systems, artificial intelligence, big
data, paperless technologies, additive technologies (3D printing), cloud and fog com-
puting, unmanned and mobile technologies, biometric technologies, quantum technol-
ogies, identification technologies, and blockchain. This list is not exhaustive and can
be supplemented.

The basic principles of digitization include [2]:

1. Equal access to services, information and knowledge provided on the basis of in-
formation, communication and digital technologies.

2. Creating advantages in various areas of everyday life, improving the quality of ser-
vices, including educational ones.

3. Increasing efficiency, productivity and competitiveness through the use of digital
technologies.

4. Promoting the development of the information society and mass media.

5. Focusing on international, European and regional cooperation with the aim of
Ukraine's integration into the EU and access to the European and global markets.
6. Increasing the level of trust and security.

7. Removing legislative barriers, launching national-level digital transformation pro-
jects and attracting appropriate investments, and stimulating the development of
digital infrastructures.

Digital transformation in education and science is a comprehensive work on building
an ecosystem of digital solutions in education and science, including the creation of a
secure electronic educational environment, provision of the necessary digital infra-
structure for educational and scientific institutions, raising the level of digital compe-
tence, digital transformation of processes and services, as well as automation of data
collection and analysis [3].

IoT in education is the use of digital and Internet smart devices for students and
teachers in educational institutions. Modern educational platforms adapt e-books,
smart boards, voice control systems, tablets and smartphones with educational pro-
grams, virtual libraries, professional training and resource sharing tools.

State initiatives within the scope of digital transformation and [oT in the higher ed-
ucation in Ukraine are the following [3]:
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Submission of applications by entrants in electronic form and corresponding ac-
counting of these applications by the Ministry of Education and Science of Ukraine.

Creation of a new module to display the admission, as well as the electronic office
of the entrants.

Creation of a new module for entering information about foreign students of prepar-
atory departments into the Unified State Electronic Database on Education (EDEBO).

Implementation of registration of diplomas of Doctor of Philosophy / Arts, and Doc-
tor of Science with the assignment of a registration number in the EDEBO by higher
education institutions and scientific institutions.

Implementation of functions for the formation of European-style applications.

Electronic licensing in the field of education (e-licensing).

Implementation in EDEBO of the display of the license examination conducted by
the expert commission of the licensing body, the generation of verification reports of
the licensee's compliance.

EDEBO data exchange with external systems. Expanding the interaction of the
«EDBO» with state automated systems and information resources, including by inte-
grating additional services and clients into the EDEBO (with the help of an application
software interface or tools of the electronic interaction system of state electronic infor-
mation resources « Trembitay).

Monitoring the employment of graduates. Creation and modernization of a single
electronic system for monitoring the employment of graduates to inform stakeholders
about the career trajectories of graduates and make management decisions.

State initiatives of digital transformation and 10T in the field of science of Ukraine
[3]:

Register of Ukrainian research infrastructures (Register of infrastructures). Creation
and full functioning of a digital system of unified information profiles of Ukrainian
research infrastructures (including existing equipment and specialists who work di-
rectly on it).

Open Ukrainian scientific citation index. Improvement of the Open Ukrainian sci-
entific citation index by ensuring the use of a wide range of databases on the publica-
tions of Ukrainian scientists.

E-documents in Diya. Work continues the implementation of electronic documents
about education on the portal and in the «Diya» mobile application. Currently, a draft
resolution has already been developed for the regulatory regulation of the display in
electronic form of information contained in documents about basic secondary, full gen-
eral secondary, professional (vocational-technical), vocational pre-university, and
higher education employing the Unified state web portal of electronic services using a
mobile application «Diyay.

Also, students, applicants, teachers, and educational managers have the opportunity
to use 46 services that help to receive educational services remotely or online.

The Association Agreement between Ukraine and the European Union, in particular
Title V. Economic and Sectoral Cooperation [4] defines Ukraine's commitments in the
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fields of science and technology, as well as education, training and youth to implement
strategic sectoral partnerships.

Cooperation between Ukraine and the EU in the field of science and technology
provides for: exchange of information on policy in the field of science and technology;
joint implementation of scientific programs and research activities; joint study of ac-
tivities aimed at promoting scientific progress, technology transfer and know-how; ac-
tivation of regional and other international cooperation.

Cooperation between Ukraine and the EU in the field of education, training and
youth provides for: reform and modernization of the higher education system; expan-
sion of opportunities of higher educational institutions; activation of mobility of stu-
dents and teachers; simplifying access to higher education; carrying out activities
aimed at intensifying the exchange of information, practice and experience, to encour-
age closer cooperation in the field of vocational education and training.

The progress of the implementation of the Association Agreement between Ukraine
and the EU is carried out on an ongoing basis by the information and analytical system
(IAS) for monitoring the implementation of the Association Agreement «Pulse of the
Agreementy, the system is publicly available [5]. The interface of the information and
analytical system graphically displays the monitoring data of the implementation of the
plan of measures for the implementation of the Agreement and the progress of imple-
mentation.

The overall progress in the implementation of the tasks under the section "Education,
Training and Youth" is currently 94% of the total amount of tasks; under the section
"Science, Technology and Innovation, Space" - 65%.

For the full implementation of the agreement on association and integration of edu-
cation and science of Ukraine into the European Higher Education Area, the following
tasks need to be addressed: information exchange; improving the quality and accessi-
bility of higher education, and intensifying innovation; technology transfer.

Continuing the digitalization and implementation IoT in education and science will
contribute to solving these problems.

Conclusions

The analysis of the state of digital transformation and IoE in education and science
in Ukraine has shown a high level of progress in the implementation of the Association
Agreement between Ukraine and the European Union.

The active implementation of government digital initiatives and continued interna-
tional cooperation will contribute the development of Ukraine's information society,
education and science sectors, strategic partnership with the EU and the integration of
education and science of Ukraine into the European Higher Education Area.
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Abstract

This paper presents the architecture of a multi-agent information-analytical system de-
signed to predict losses following the materialization of threats to a bank's information
security. Integrating diverse mathematical models, including self-organizing Kohonen
maps, k-nearest neighbors, and generalized regression networks, this system enhances the
effectiveness of threat analysis and loss prediction. The findings demonstrate the system’s
potential to not only improve current risk management strategies in banks but also to
serve as a foundation for further development of predictive software tools including ap-
plication of proposed IAS to other subject areas.

Key words
Multi-agent information-analytical system, Agent-oriented approach, Loss prediction,
Bank information security, Neural networks and machine learning

Introduction

A key element in the operation of banks and the banking system as a whole is the
effective resolution of issues related to ensuring information security, as well as the
assessment of consequences and analysis of mechanisms for the materialization of
threats to information security of the bank. The analysis of consequences and efficient
evaluation of losses upon the materialization of threats enable the refinement of exist-
ing systems for countering threats and, additionally, permit the use of this experience
for risk assessment and determination of the acceptability level of various threats. This,
in turn, increases the flexibility of banking processes and enhances the competitive
capability of financial institutions. The results obtained from threat analysis and loss
estimations provide a basis for forecasting the materialization of threats, anticipated
losses, and the creation of mitigation strategies upon the realization of various types of
threats.

For an effective analysis of threats and estimation of expected losses, diverse tech-
nologies must be utilized, providing tools to solve the problems at hand. For instance,
the study [1] suggests the use of scenario-based approach and analysis of expert as-
sessments to determine expected losses from the realization of various threats to a
bank’s information system. Furthermore, many researchers prefer the use of neural
networks and machine learning for detecting and countering threats. The authors of
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study [2] propose an algorithm for identifying fraudulent activities with bank cards
using technologies such as Kohonen’s self-organizing maps (SOM). In study [3], meth-
ods like Random Forest, k-nearest neighbors (KNN), and Support-Vector Machine
(SVM) are examined. Study [4] confirms that neural networks and machine learning
are promising tools with broad applications in various spheres of risk management for
banks and financial institutions.

The application of multi-agent technologies for the analysis and detection of threats
in banks and banking systems deserves special mention, offering possibilities for en-
hancing the expert approach and approaches involving neural networks and machine
learning. For example, in studies [5] and [6], agents are used to identify fraudulent
activities, and in the research [7], the development of an automated decision support
system (DSS) is proposed. This system is capable of self-learning and autonomous
operation and ensures cooperation with both the human expert and between internal or
external components of the system. These principles are implemented through the de-
velopment of a multi-agent system that resolves the stated problem.

Therefore, the aim of this work is to determine the architecture of the proposed
multi-agent system in [7].

Main part

The work proposes the application of an agent-oriented approach to the design of
multi-agent systems, which includes the construction of the following models: an
agent model, an organizational model of the multi-agent system, and a model for agent
interactions. The design process consists of the following steps:

1. Defining roles within the system and their interrelations, that is, constructing a role
model.

2. Constructing an agent model, specifically defining agents in the system based on
the role model.

3. Constructing a service model, namely the functions that the agents perform.

4. Constructing a model of contracts, i.e., the connections between agents.

In the study [1], the steps for the scenario of assessing expected losses upon the
materialization of threats to a bank's information security are defined as follows:

1. Assessment by experts focus group of the probability of possible levels of loss for
each criterion f; € F upon the materialization of a threat to the bank’s information
assets.

2. Evaluation of the expected values of criterion indicators of loss.

Generalized assessment of the group of experts of the expected criterion indicators
of loss.

To automate the proposed scenario, the following architecture of the multi-agent

system is used (see Fig. 1).

W

11



The 3rd International Conference on Emerging Technology Trends on the Smart Indus-
try and the Internet of Thing

Sub-network N

Agent-classifier
Consistency check

!
-

v Summary
i assessment

Agent-
searcher

Basic module

Complex estimate calculation

]

Update historical data

Fig. 1. Multi-agent system architecture

It is also important to note that for the optimization of the proposed scenario, pre-
liminary data preparation is necessary, including information regarding previous in-
stances of threats materialization to the bank’s information security. The available in-
formation should be grouped into certain classes by types of emerging threats.

For existing instances of threat materialization, the actual classes of losses incurred
upon the realization of a given threat should be identified. Moreover, as information
regarding the materialization of threats, threat classes, and losses is updated from time
to time, a tool for collecting and consolidating information is necessary. For this pur-
pose, the use of a agent-searcher is proposed. This agent receives data about the loca-
tion of necessary information at its input, namely databases containing available infor-
mation about instances of threat materialization and threat classes, and provides con-
solidated information about the materialization of threats from various data sources at
its output.

The automation of the approach proposed in [1] is impossible without the automatic
classification of a new instance of threat materialization into a certain type of threat.
For this purpose, the use of a classifier agent built on the basis of Kohonen's self-or-
ganizing maps is proposed. Utilizing the training set of existing instances of threat ma-
terialization, which is normalized and updated by the agent-searcher, the agent-classi-
fier forms profiles for each type of threat and, upon the occurrence of  anew instance
of threat materialization, assigns it to a particular threat profile-cluster.

Following the steps of the scenario, it is necessary to determine the expected level
of loss upon the materialization of a threat for each criterion indicator f; € F. For the

computation of expected loss values, the use of sets of sub-networks of different types
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of agents is proposed. Suppose there exists p; € P,i = 1, N agent sub-networks. In
each sub-network p;, t agents operate: p; = {ag;, ag, ... ag;}. It is important to note
that the sub-networks p; are isolated from each other. After the agent-classifier has
determined the threat realization profile-cluster, information regarding the expected
losses for each case from the given cluster is transmitted to the input of the agent sub-
networks. This information is divided into parts depending on the number of agents set
during the system's initialization. Each agent conducts an assessment regarding the
possible class of expected losses upon the realization of a new instance of the given
type of threat. As mentioned above, the use of different types of agents is proposed in
order to enhance the quality of the evaluation, namely:

« An agent based on the k-nearest neighbors algorithm;

« An agent based on a generalized regression network.

Thus, each agent ag, from the sub-network p; = {ag,, ag, ..-ag:}, where p; €
P,i =1,N, k =1,t, acts as a forecasting agent, which receives information about a
new instance of threat materialization as its input, and using information about the loss
levels of a certain threat profile, issues a probable level of loss for the new case as its
output.

The next step is to perform a convolution of the obtained estimates. For this purpose,
in each sub-network, a convolution agent Ag,, € P, i = 1, N is used, which general-

izes the assessments obtained from the agents ag; € p; for each criteria f;. The con-

volution agent transmits the data to the basic module, which also acts as an agent that
performs the calculation of the generalized assessments of expected criterion indica-
tors. The obtained results are available for review by the Decision Maker (DM) in the
user interface of the system. The basic module also performs updates of historical data
and transmits information to the classifier agent for storage.

Conclusions

The proposed architecture of the multi-agent information-analytical system (IAS)
allows automated assessment based on developed diverse mathematical models and
methods for predicting losses upon the materialization of threats to the bank’s infor-
mation security. For the preliminary processing of data on instances of information
system (IS) threats at the bank and subsequent forecasting of expected levels of losses,
self-organizing Kohonen maps are used, and the k-nearest neighbors algorithm and
generalized regression network are applied for assessment. The automation of the as-
sessment process and prediction of expected losses will enhance the efficiency of the
logical-mathematical apparatus for expert assessment developed in [1]. The developed
logical-mathematical apparatus and the designed architecture of the multi-agent IAS
create a foundation for the development and implementation of corresponding software
that can be applied in practice. Furthermore, there are opportunities for further devel-
opment and optimization of the developed models, methods, and algorithms, for in-
stance, through the use of other types of neural networks and conducting a comparative
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assessment of algorithm efficiency, as well as the tuning and application of the devel-
oped models, methods, and algorithms in other subject areas.

References

[1]

[2]
[3]

[4]
[5]

[6]

[7]

Izmailova, O., Krasovska, H., Krasovska, K., & Zaslavskyi, V. (2020). Assessing the Variety of
Expected Losses upon the Materialisation of Threats to Banking Information. In "Information &
Security: An International Journal," 45, 89-118. https://doi.org/10.11610/is1].450

Zaslavsky, V., & Strizhak, A. (2006). Credit Card Fraud Detection Using Self Organizing Maps.
In "International Journal Information & Security," 18, 48-63.

Gill, M. A., Ahmad, N., Khan, M., Asghar, F., & Rasool, A. (2023). Cyber Attacks Detection
through Machine Learning in Banking. In "Bulletin of Business and Economics," 12(2), 34-45.
https://doi.org/10.5281/zenodo.8310116

Leo, M., Sharma, S., & Maddulety, K. (2019). Machine Learning in Banking Risk Management:
A Literature Review. In "Risks," 7(1), 29. https://doi.org/10.3390/risks7010029

Buoni, A. (2012). Fraud Detection in the Banking Sector: A Multi-Agent Approach. Dissertation,
181 pp. Retrieved from https://www.doria.fi/bitstream/handle/10024/84911/buoni_ales-
sandro.pdf?sequence=1

Amanze, B.C., Inyiama, H.C., & Onyesolu, M.O. (2018). On the Development of Credit Card
Fraud Detection System Using MultiAgents. In "International Journal of Computer Sciences and
Engineering," Vol.6(6), E-ISSN: 2347-2693.

Izmailova, O.V., Krasovska, H.V., & Krasovska, K.K. (2022). Multiagentnyy pidkhid pry pobu-
dovi stsenariyu otsinky ochikuvanykh zbytkiv pry realizatsiyi zahroz informatsiynoyi bezpeky
banku. In Proceedings of The 1st International Conference on Emerging Technology Trends on
the Smart Industry and the Internet of Things (pp. 43-45), January 19th—20th 2022.

14


https://doi.org/10.11610/isij.450
https://doi.org/10.5281/zenodo.8310116
https://doi.org/10.3390/risks7010029
https://www.doria.fi/bitstream/handle/10024/84911/buoni_alessandro.pdf?sequence=1
https://www.doria.fi/bitstream/handle/10024/84911/buoni_alessandro.pdf?sequence=1

The 3rd International Conference on Emerging Technology Trends on the Smart Indus-
try and the Internet of Thing

SPACE INTERNET OF THINGS:
OPPORTUNITIES AND CHALLENGES

! John MAGILL (M.Phil, Control Engineering and Operational Research)
2 Svitlana KONDAKOVA (PhD, Associate Professor)

I Cambridge University, Department of Engineering, Cambridge, England

? Kyiv National University of Contracture and Architecture, Faculty of Automation and Information
Technologies, Department of Cyber Security and Computer Engineering, Kyiv, Ukraine
!'john.magill@cantab.net , 2 kondakova.sv@knuba.edu.ua

Abstract
This paper introduces the topic of "Space Internet of Things" and surveys some of the
literature. It considers the opportunities and the challenges of Space IoT.

Introduction

It is often said that as the internet matures, and becomes more a part of our everyday
lives, the original "Internet of People" is becoming the "Internet of Things". The in-
ternet of things can be regarded as the enabler of "smart" in the context of smart homes,
smart heating, smart fridges etc.

Internet of Things devices usually rely on cellular networks, which can lead to prob-
lems in areas not well served by such networks. Satellite communication offer a means
to overcome some of these limitations. This paper will consider two aspects:

* Use of Space (specifically satellite communications) to enhance Terrestrial IoT
networks

* Extension of Terrestrial IoT to Space applications

This is a new and developing area, in which even the terminology has not been set-
tled, or the boundaries defined, but the following terms can be found in the literature:

“Space Internet of Things” ref [1]

“Internet of Space Things” ref [2]

“Internet of Things in Space” ref [3]

"Satellite Internet of Things" refs [4] and [5]

Doubtless a proper taxonomy, with suitable Venn diagrams, will be developed in
due course.

The figure below, from ref [3] usefully depicts the complete [oT communications
"ecosystem" including how space fits in to complete the picture:

15


mailto:john.magill@cantab.net
mailto:kondakova.sv@knuba.edu.ua

The 3rd International Conference on Emerging Technology Trends on the Smart Indus-
try and the Internet of Thing

; s
E, g Py
¥ W,
2 2 « Sk
2" e
£

Space

Aerial
Network

Ground
Network

Sea
Network

The loT in Space communication ecosystem spanning inter-planetary. space, aerial. ground and sea networks.

Fig 1. Complete [oT communications "ecosystem"

Benefits of Satellite Communications

Satellite communications can offer:

* increased Capacity - in terms of bandwidth

* increased Coverage - Especially over areas not currently well served by fixed line
or wireless services. Typically these would be poorer, more remote areas, which often
have needs to monitor:

Crops, livestock, natural disasters such as floods, earthquakes etc;

BARTSCH ref[4], identifies the following loT-enabled services that would be likely
to benefit from satellite links:

* Marine telematics

* Smart agriculture

* Oil and gas

* Mining

* Construction

* Transportation

Trends in Satellite Communications:

Trends in satellite communications in recent decades have tended to be away from
large, expensive, highly reliable communications satellites in geostationary orbit

16



The 3rd International Conference on Emerging Technology Trends on the Smart Indus-
try and the Internet of Thing

(GEO) and towards large constellations of smaller satellites in low earth orbit (LEO).
The advantages of the former include the fact that only 3 such satellites are required
for coverage of most of the earth (excepting high latitudes), and that as the satellites
appear to be "stationary" in the sky, there are fewer issues with tracking in angle or in
Doppler. Against these advantages are the need for high transmitter powers, high reli-
ability, and latency issues resulting from the inevitable ~80,000km round trip time,
plus any delays associated with signal processing. Smaller satellites in lower orbits
require less transmitter power, but large constellations are required to maintain cover-
age, while users may need to track the satellites as they move across the sky both in
angle and Doppler, and "hand over" from one satellite to another as satellites rise and
set.

Despite lower transmitter power requirements, small satellites always face the chal-
lenge of generating sufficient power to operate successfully. Reliability of such satel-
lites may be lower, but expected lifetimes are shorter as there will be a steady cycle of
launch, replacement and decommissioning of old satellites. But since many satellites
are needed to provide coverage, shorter lifetimes can be tolerated given sufficient re-
dundancy and or replacement launches.

Satellites for [oT

Many of these issues associated with LEO satellites to provide IoT are common to
other applications, such as for mobile communications, so the use of such constella-
tions for space IoT need not introduce any further problems. Possibly latency issues
might be significant, depending on the application — think self-driving cars - while
other 10T applications may be relaxed on latency requirements
Space 10T applications
KUA ref [3] identifies the following emerging or potential "in space" applications:

Smart Architecture and Construction in Space, incl use of Robots;
Data Centres in Space and Data Management Services for In-Space Operations
Robots in Space
Connected Automated Space Vehicles
Networked Wearables and Apps in Space
Space Situational Awareness, Dealing with Space Debris and Space Traffic Man-
agement
7 Colonising Planets (- lest we find ourselves limited in our ambitions!)

These, along with topics more down to earth are well depicted in a "Taxonomy"

diagram from ref[3]:

AN DN B~ W N~
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Taxonomy of the topics covered in this survey paper

Fig 2. "Taxonomy" diagram
Conclusions

Space IoT is an emerging field that offers benefits both to terrestrial IoT applications
and also to extend the scope of [0oT into ever remoter and more distant regions.
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Abstract

Technological solutions based on artificial intelligence (Al) are a powerful tool for veri-
fying the accuracy of information on the internet. They help review vast amounts of data
and perform complex analyses. Al can use various techniques for text analysis, such as
machine learning and neural networks, to build models that show whether a given text is
false or not.

Introduction

With the development of technology and the internet, access to information is easier
and faster than ever. We can search for any topic, watch videos, listen to audio record-
ings, communicate with people from all over the world. The internet is full of infor-
mation that can be easily published and shared without verifying its accuracy. This
sometimes leads to the spread of false or misleading information, which can harm peo-
ple, society, and business.

The goal of the report is to show how Al is used to determine the reliability of
sources of information, the accuracy of facts, and their precision, as well as to reveal
the possibilities of artificial intelligence for automating the process of verifying the
accuracy of information. The study can be useful for media organizations, social net-
works, online stores, and other online platforms that need to control the quality of pub-
lished information.

Traditional methods and technologies for verifying the credibility of in-
formation on the internet

1. Source verification

Who is the author of the information, where is it published and who maintains it. If
the source is authoritative, such as a university, government organization, or well-
known newspaper, it is likely to be more reliable. A participant, observer, or event
analyst is verified as the author. Is he affiliated with a political party or corporation and
whose interests does he protect? [1][2]

2. Fact check
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It is checked whether the information is confirmed by other sources. If no other
sources can be found that corroborate the facts, then it is more likely that there is a
problem with the credibility of the information.

3. Search engines

Search engines such as Google, Bing or Yahoo are used to search for additional
information on the topic. It is checked whether there are sources that support the infor-
mation or there are those that refute it.

4. Date check

The date of publication of the information is checked. If the information is very old,
it may be outdated or already changed.

5. Language assessment

The language and style of the information is checked. If it is written with errors,
absurdities or is biased in a certain direction, then this may be an indication of lack of
credibility.

6. Compare images

Images are checked to see if the photo is actually related to the topic and when it
was first posted. A search with the Google or TinEye tool can be used.

7. Validating the URL

The URL of the page is checked - does it look strange or unfamiliar, does it have a
free domain like .ml, .ga, does it have a lot of ads, etc. A visual assessment of the
overall design of the site is also done.

8. Auxiliary verification sites
e Domain history check https://completedns.com/dns-history/

e Goes back in time and checked for suspiciously deleted information https://ar-
chive.org/

e Checked for previous abuses https://mediascan.gadjokov.com/
https://www.mywot.com/

e The site code is checked for identifiers if the site owner has other sites and what they
are. https://spyonweb.com/

e Author verified — info, links, photos, social networks used https://webmii.com/

All this checking is, of course, slow and laborious. Errors and inaccuracies can al-
ways occur. Therefore, more and more people are turning to artificial intelligence for
help, which in minutes can do a job that takes half a day of searching with the old
methods.

The Potential of Al in Verifying the Credibility of Information on the
Internet

1. Natural language processing (NLP) is the ability of a computer program to under-

stand human language as it is spoken and written -- referred to as natural language. It
is a component of artificial intelligence (Al). [5]
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2. Machine Learning (ML): ML is a type of Al that allows computers to learn from
data and improve their performance over time. [4]

3. Natural Language Generation (NLG): NLG is an Al technology that allows

4. Knowledge Graphs: Knowledge graphs are a way of representing knowledge in a
structured format that can be easily analyzed by computers. [3]

5. Sentiment Analysis: Sentiment analysis is an Al technology that can be used to
analyze the tone and emotion of a piece of content.

These are just a few examples of the Al technologies that can be used to verify the
credibility of information on the internet. By combining these technologies with human
expertise, it is possible to create more accurate and reliable systems for fact-checking
and information verification.

Examples of successful applications of Al in verifying the credibility of
information on the internet. [6]

1. Factinsect

https://factinsect.com/ uses Al to check the credibility of content. The fully auto-
mated tool compares text content with information from selected, trustworthy sources.

2. Vera.ai

DW is a partner in the vera.ai (Verification Assisted by Artificial Intelligence) pro-
ject - https://www.veraai.eu/home. One of the project's aims is to build reliable Al so-
lutions to identify disinformation.

DW is involved in three technological tasks, assisting respective task leaders: mul-
tilingual credibility assessment and evidence retrieval, audiovisual content analysis and
multimodal deepfake and manipulation analysis.

3. The Factual

The Factual — https://www.thefactual.com/index.html provides a newsletter, app,
Chrome extension, and website to users who want to be informed about the credibility
of specific stories. The Factual is powered by an algorithm which rates the credibility
of more than 10,000 news stories each day. Factors it considers include a site’s sourcing
history, the author’s track record, and the diversity of sources in a news article.

4. Check by Meedan

Check 1s a fact-checking tool from technology non-profit Meedan -
https://meedan.com/check. In 2019, Meedan launched a fact-checking project in com-
bination with WhatsApp and Facebook using Check. The Check Platform enabled the
open-source collection of tips through WhatsApp regarding misinformation in Africa,
India, and Brazil.

5. Logically

Founded in 2017, Logically is a free mobile app and browser extension. It provides
fact and image verification services - https://www.logically.ai/. It employs Al as part
of its automated search assistant feature. Logically also relies on human fact checkers
to assist those who use the service.
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Its Al is designed to analyze claims, opinions, and events. It monitors more than one
million web domains and social media platforms in real-time, using the information it
gathers to assess the veracity of information and assertions on the web.

6. Fullfact

https://fullfact.org/about/ai/ is a media company founded in 2009. It offers several
fact-checking tools, including ones that are automated through the use of artificial in-
telligence. It is a winner of the 2019 Google Al Impact Challenge.

7. Grover

https://grover.allenai.org/ is a fake news detection Al model produced by researchers
at the University of Washington. The project was unveiled in 2019, the algorithm takes
on the language of specific publications in order to detect misinformation more accu-
rately.

8. Sensity Al

https://sensity.ai/ is a tool for detecting a relatively new frontier in fake information:
deepfakes. Unlike written information, it may be more difficult for the untrained eye
to determine whether deepfakes are, in fact, deepfakes rather than legitimate images or
videos. (Fig.1)

Founded in 2018, Sensity Al may become increasingly useful as deepfakes become
more sophisticated, and could be used for reputation attacks, false reporting, and other
nefarious ends. Sensity Al assesses and detects the severity of “visual threats”. Its de-
tection API combines video forensics and computer vision to determine whether still
images or videos or legitimate or fake.
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Fig.1. Sensity Al

9. ClaimBuster

https://idir.uta.edu/claimbuster/ is an online tool for instant fact-checking that was
founded in 2017. Using Google Fact-Check Explorer API, ClaimBuster allows users
to check the veracity of their own text. It gathers search results like their written claim
along with determinations of those statements’ relative truth of the falsity. (Fig. 2)
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ClaimBuster also monitors political debates, relying on Al to highlight claims that it
believes are fact-check worthy.
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Fig. 2. ClaimBuster

Conclusion

Based on the analysis of existing methods and technologies, it is concluded that tra-
ditional methods have limitations in verifying the credibility of information on the in-
ternet.

The capabilities of Al in verifying the credibility of information on the internet is
demonstrated through the explanation of Al technologies.

From the presented examples of successful applications of artificial intelligence in
the verification of the credibility of information on the Internet, it can be concluded
that artificial intelligence has a significant potential to help combat disinformation in
the online environment.

The effectiveness of Al in verifying the credibility of information on the internet is
evaluated as highly promising. However, further efforts and innovation are still needed
to ensure that these applications are effective and reliable in the long term.

References

[1] DIMOV, P. (2022) Psychology of Fake News  https://postvai.com/fake/fake-psihologia.html,
28.01.2024.

[2] GUPTA, S. (2018) Sentiment Analysis: Concept, Analysis and Applications, https://to-
wardsdatascience.com/sentiment-analysis-concept-analysis-and-applications-6¢94d6f58c17,
28.01.2024.

[3] IBM TEAM (2022) What is a knowledge graph,  https.//www.ibm.com/topics/knowledge-
graphit:~:text=A%20knowledge%20graph%2C%20also%20known,the%20term%_20knowledge
%20%E2%80%9Cgraph. %E2%80%9D, , 28.01.2024.

23


https://postvai.com/fake/fake-psihologia.html
https://towardsdatascience.com/sentiment-analysis-concept-analysis-and-applications-6c94d6f58c17
https://towardsdatascience.com/sentiment-analysis-concept-analysis-and-applications-6c94d6f58c17
https://www.ibm.com/topics/knowledge-graph#:%7E:text=A%20knowledge%20graph%2C%20also%20known,the%20term%20knowledge%20%E2%80%9Cgraph.%E2%80%9D
https://www.ibm.com/topics/knowledge-graph#:%7E:text=A%20knowledge%20graph%2C%20also%20known,the%20term%20knowledge%20%E2%80%9Cgraph.%E2%80%9D
https://www.ibm.com/topics/knowledge-graph#:%7E:text=A%20knowledge%20graph%2C%20also%20known,the%20term%20knowledge%20%E2%80%9Cgraph.%E2%80%9D

The 3rd International Conference on Emerging Technology Trends on the Smart Indus-
try and the Internet of Thing

[4] IBM TEAM (2022) What is machine learning, Attps.//www.ibm.com/topics/machine-learning,
28.01.2024.

[5] LUTKEVICH, B. (2023) Natural language processing (NLP) Attps://www.tech-
target.com/searchenterpriseai/definition/natural-language-processing-NLP, 28.01.2024.

[6] VAN DER LANS, S. (2021) 13 Al-Powered Tools for Fighting Fake News Attps.//thetrusted-
web.org/ai-powered-tools-for-fighting-fake-news/, 28.01.2024.

24


https://www.ibm.com/topics/machine-learning
https://www.techtarget.com/searchenterpriseai/definition/natural-language-processing-NLP
https://www.techtarget.com/searchenterpriseai/definition/natural-language-processing-NLP
https://thetrustedweb.org/ai-powered-tools-for-fighting-fake-news/,
https://thetrustedweb.org/ai-powered-tools-for-fighting-fake-news/,

The 3rd International Conference on Emerging Technology Trends on the Smart Indus-
try and the Internet of Thing

BLOCKCHAIN TOKENIZATION, ANALYSIS OF TOKEN
STANDARDS, ISSUES, AND PERSPECTIVES

Mykola MALENKO (postgraduate)’
Yevheniia SHABALA (PhD, associate professor)?

T Kyiv National University of Contracture and Architecture, Faculty of Automation and Information
Technologies, Department of Cyber Security and Computer Engineering, Kyiv, Ukraine

? Kyiv National University of Contracture and Architecture, Faculty of Automation and Information
Technologies, Department of Cyber Security and Computer Engineering, Kyiv, Ukraine

! malenko.mv@knuba.edu.ua,  shabala.ieie@knuba.edu.ua

Abstract

This paper aims to investigate and analyze various aspects of blockchain tokenization,
including token standards, their challenges, and prospects. It examines primary standards
such as ERC-20, ERC-721, and their derivatives, their impact on the market, and potential
implementations. The paper also conducts an analysis of issues related to tokenization
and possible solutions. The future prospects of tokenization, their ability to transform
various industries, and create new opportunities for innovation and development are also
considered.

Introduction

In a world where digital technologies are rapidly changing the landscape of business
and finance, blockchain tokenization stands out as one of the most progressive and
discussed phenomena. With the growing popularity of cryptocurrencies and the emer-
gence of various blockchain platforms, tokenization is becoming a key element in re-
alizing the potential of decentralized technologies.

Tokenization is the process of converting rights to assets or access to services into
digital tokens that exist on a blockchain. This process paves the way for the creation of
a digital counterpart to real assets, such as real estate, securities, artworks, or even
intellectual property. Thanks to tokenization, such assets become more liquid, accessi-
ble, and easier to circulate.

The development of tokenization is closely related to the history of blockchain tech-
nology. From the birth of the first blockchain as the technological foundation for
Bitcoin to today's multi-functional platforms such as Ethereum [1], blockchain has
demonstrated its ability to revolutionize the ways in which we interact with digital as-
sets.

Today, tokenization plays an important role in the development of concepts such as
decentralized finance (DeFi) and non-fungible tokens (NFTs). DeFi [2] uses block-
chain to create financial systems that operate without traditional intermediaries such as
banks or exchanges, while NFTs open up new opportunities for digital art and intellec-
tual property, ensuring uniqueness and ownership of digital content.
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Token origin

A blockchain token is a type of digital asset that exists on the blockchain. These
tokens can be used for a variety of purposes, including representing assets, means of
exchange, rights to assets, or access to certain features or services. They are an im-
portant component of the blockchain ecosystem, can serve to create decentralized ap-
plications and systems, and are the basis of tokennomics of any crypto project.

The process of creating a blockchain token is called "tokenization" and consists of
four main stages: choosing a blockchain platform; development of a smart contract;
issuance of tokens; integration with applications and services.

Let's consider each stage in more detail. The first step is to choose a blockchain
platform. Different blockchains have different capabilities and characteristics. Today,
the most popular blockchain for deploying new tokens is Ethereum, thanks to its flex-
ible smart contract system and large community. Tron, Solana, Binance Smart Chain,
and Layer 2 blockchains are also popular choices for creating tokens. The next stage is
the development of the necessary smart contracts - programs integrated into the block-
chain, which are responsible for the mechanisms of creating tokens, the principles of
their distribution among network participants, regulation of the number and other op-
erations specific to a particular token. After the smart contract is developed and placed
on the blockchain, tokens are issued. This process may include the distribution of to-
kens to investors, project founders, or their sale through an Initial Coin Offering (ICO).
After creation, tokens can be integrated with various applications and services on the
blockchain. For example, they can be used within decentralized financial services
(DeF1) and decentralized applications (Daps) for exchange operations, lending or as
part of voting mechanisms in project management.

Blockchain tokens are divided into 4 types: cryptocurrency; utilitarian; security;
non-fungible (NFT). The first are tokens that function as independent currencies, for
example, Bitcoin, Litecoin, Ether. Utility tokens provide access to certain services and
functions within the platform. As an example, ApeCoin [3], which was created for the
Bored Ape Yacht Club, is used for infrastructure purposes and for project management
voting. Another example is the Basic Attention Token (BAT), which is used to thank
and encourage users of applications and services that are integrated with BAT. Security
tokens, in turn, are used as investment instruments. Such tokens are usually regulated
by financial regulators because they contain the characteristics of traditional securities.
An example of this type 1s the BCAP [4] token, it is based on the Ethereum blockchain
and is the first case of venture fund tokenization. The last type are non-fungible tokens,
they are unique and cannot be exchanged for other tokens on equal terms. They are
often used to represent digital art, collectibles, intellectual property rights, and other
unique assets. An example of such a token is the first Quartz News article [5], which
was wrapped in an NFT and sold for 1 ETH.
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According to the token monitoring service Token Sniffer [6], there are currently
about three and a half million different tokens, which indicates the active development
of the crypto industry.

Token standardization

With the increase in the number and functional diversity of blockchain tokens, there
is a need for their standardization. Standards define rules and protocols, ensure unifi-
cation, compatibility of tokens and their interoperability between various blockchain
applications and services. The main aspects of the token standard include:

functionality;
compatibility;
security and transparency;
interoperability;
specific characteristics;
regulatory requirements;
extensions and modifications.
The functional aspect of the standard defines how tokens can be transferred, how
balance information can be obtained, and what actions can be performed with the to-
kens. For example, the ERC-20 standard defines functions for transferring tokens, ob-
taining a token balance, and determining the total number of tokens. The compatibility
of the standard ensures that the token can interact with various smart contracts and
blockchain applications that support this standard. A token created according to a cer-
tain standard will be supported by all wallets, exchanges and other decentralized ser-
vices that support this standard. Security and transparency standards determine how
information about tokens should be stored, and how interaction between different net-
work participants should take place, thus ensuring protection against fraud and abuse.
A token standard may include specifications to enable token interoperability between
different blockchains or layers in a network, allowing for flexibility and wider usage.
Depending on the standard, tokens may have specific characteristics, such as unique-
ness (for NFTs), the ability to delegate rights (e.g. in DeFi standards), or special rules
for issuance and management (as in the case of security tokens. Certain token standards
take into account regulatory requirements , especially in the case of security tokens and
those representing securities or other regulated financial instruments. This may include
rules for tracking token holders, requirements for their sale, or transfer restrictions.
Token standards may also allow for expansion or modification, allowing developers to
add new functions or adapt existing standards to specific project needs.

The most known standards are ERC-20 and ERC-721 [7] on Ethereum blockchain.
The first is a standard for creating fungible tokens that can be used as currency, repre-
sent company shares, or be part of a loyalty system. ERC-20 defines a set of rules that
each token must comply with, ensuring their compatibility with other products and
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services that run on Ethereum. This includes methods for transferring tokens, obtaining
data about total and available tokens, and information about owners and their balances.

The ERC-721 standard is the basis for non-fungible tokens (NFTs). Its difference is
that each token is unique and cannot be replaced by another token. This is ideal for
representing ownership of unique objects such as works of art, collectibles, or even
digital property in virtual worlds.

There are also many standards that are built on the basis of ERC-20, ERC-721 and
created to expand their capabilities, in particular: ERC-223, ERC-777, ERC-809, ERC-
998, ERC-1400 and others.

Each of these standards plays an important role in the development of the blockchain
ecosystem, allowing the creation of various types of tokenized assets and their interac-
tion within various blockchain applications and platforms. They contribute to innova-
tion and expansion of blockchain technologies in finance, digital arts, intellectual prop-
erty and many other areas.

Tokenization issues and perspectives

Blockchain tokenization offers new horizons in efficiency and asset availability, but
also comes with a unique set of challenges.

One of the main challenges of tokenization is the regulatory landscape. Due to the
novelty and speed of development of digital assets, many countries have not yet had
time to develop clear legislation regulating this area. This creates legal uncertainty that
can inhibit the development and adoption of tokenized assets, and increases risks for
investors.

Technical aspects also represent a significant barrier. Integrating blockchain with
existing financial systems requires significant technical resources and expertise. In ad-
dition, security issues are important, as digital tokens, like any other digital asset, are
exposed to the risks of cyber attacks and fraud, according to the Token Sniffer service,
approximately one seventh of all tokens created have a purely fraudulent function.

However, despite these challenges, the prospects for tokenization are quite promis-
ing. One of the main advantages is the reduction of barriers to market entry, which
allows a wider range of investors to invest in a variety of assets. Tokenization also
provides a higher degree of transparency and efficiency in asset management, thanks
to the immutability and transparency of the blockchain.

Another important aspect is the possibility of fractional ownership, which allows
investors to buy shares in assets that were previously inaccessible due to high costs.
This could radically change the investment landscape, making high-value assets such
as real estate or art accessible to a wider range of investors.
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Conclusion

Blockchain tokenization is the transformation of traditional assets or property rights
into digital tokens that exist on the blockchain. This process opens up new opportuni-
ties for investment, democratizing access to assets and ensuring transparency and effi-
ciency of transactions.

Analysis of tokenization standards indicates the need for harmonization and stand-
ardization in this area. Standards such as ERC-20 or ERC-721 on the Ethereum net-
work already provide a certain level of unification, but need further adaptation and
development to cope with the diversity of assets and their specific requirements.

The issue of blockchain tokenization consists in solving regulatory issues, ensuring
a high level of cyber security, and integration with existing financial systems.

Despite these challenges, the prospects for blockchain tokenization remain signifi-
cant. This process offers new opportunities for the global economy, including improv-
ing asset liquidity, reducing transaction costs, and creating new markets for previously
illiquid assets. Innovations in tokenization have the potential to radically change the
way we interact with assets, paving the way for more inclusive and efficient financial
systems.
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Abstract
Air transport is a very important component. It makes life much easier and faster. Because
it has major advantages over other modes of transportation around the world:

- Passengers and their cargo move much faster.

- The travel distance is reduced.
Aviation, as a branch of engineering devoted to the design, modeling, and use of aircraft,
is an important part of air transportation. We owe it to aviation that we are able to travel
between countries in a matter of hours, but unfortunately, regional air service is very
poorly developed in Ukraine.

Keywords

Passengers, air transportation, aircraft, air transportation, airline, aircraft type.
Introduction.

Our modern world is developing every day and is becoming more progressive and
modernized than yesterday. For a comfortable existence, humanity needs a lot of fac-
tors. One of them is transportation. There are five main types of transportation in the
world. Their distribution is determined by the difference in the vehicles used to move
cargo and passengers, as well as the different natural environments in which they are
used for operation. Ukraine's transportation system is a large and complex economic
complex located throughout the country. It consists of: land transport, namely: rail and
road, water transport, including sea and river, air transport and pipeline transport.

The concept of "air transport" exists directly as an alternative to land and water
transport, in the case when it is necessary to quickly change the location of a person or
cargo, but the price of such an opportunity is appropriate, that is, more expensive than
in the use of other modes of transport.

Aviation, as a branch of engineering devoted to the development, modeling and use
of aircraft, is an important part of air transportation. Aviation activities are divided into
civil aviation, which includes general and commercial aviation, and military aviation.

One of the key objectives of civil aviation is to meet the needs for air transportation
by providing safe and economical transportation of passengers, baggage and cargo.
Types of air transportation include domestic and international, as well as scheduled and
non-scheduled flights.
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Scheduled air transportation is carried out in accordance with the published sched-
ule, including additional flights. Irregular transportation takes place on charter flights
under agreements between the customer and the airline.

The special role of air transport is also determined by the frequency and versatility
of transportation, which in most cases is independent of the time of year and climatic
conditions, and when weather conditions interfere with the operation of airports, no
other mode of transport can function due to the same weather-related obstacles.

The term "air transport" is widely used in practice and describes the transportation
industry as an activity carried out in airspace using aircratft.

The term "aviation" is traditionally used to refer to activities in airspace.

Aviation is a branch of engineering that is directly related to the development, mod-
eling, design, and then use of aircraft that are heavier than air. The word "heavier than
air" 1s especially important, because otherwise, knowing physics, it would be impossi-
ble to get up in the air. However, thanks to a large number of scientists and inventors,
most of whom unfortunately never got to experience the same feeling of flight and died
developing and testing their inventions, but thanks to them we have this opportunity.

Aviation activities have different goals, objectives and means of implementation.
One of the most important goals of aviation activity is to meet the interests and needs
of'individuals and legal entities in air transportation, to protect their rights to safe, high-
quality and economical air transportation. This goal is realized through the use of civil
aviation, which in turn is subdivided into general aviation, which is used on a free-of-
charge basis, and commercial civil aviation. The main purpose of commercial civil
aviation is to provide air transportation of passengers, baggage and cargo for a fee.

Air transportation is defined as "transportation of cargo or a person in the airspace,
carried out by means of aircraft movement in the airspace".

International air transportation is a type of transportation in which the points of de-
parture and destination, regardless of whether there is or is not a break in transportation
or transshipment, are located, respectively, either on the territories of several states or
on the territory of one state, if a landing point is provided in a foreign state.

Domestic air transportation, in turn, can be regular and irregular.

Scheduled air transportation - transportation carried out on scheduled flights, i.e. on
flights of aircraft operated in accordance with the schedule published in the prescribed
manner, including transportation on additional flights, i.e. on flights operated in addi-
tion to the schedule on the dates and on the same route as the scheduled flight.

Irregular air transportation - transportation performed on irregular (charter) flights,
1.e. on flights of aircraft operated outside the published schedule in accordance with
the air transportation agreement concluded between the customer and the airline or
other operator.

Domestic air transportation can also be considered and called regional or intra-re-
gional.
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Regional air transportation is domestic air transportation that is carried out according
to regular and permanent schedules established and available to everyone on the web-
sites of airlines and airports.

Airlines in Ukraine have a lot of contracts with other countries and have established
international transportation, but not regional air connections.

Ukraine has a huge base of airports that would be great to restore and start operating
regional air services.

This will primarily bring not only income to the airlines themselves, but also boost
the economy in the country.

So I suggest starting with the airport in Kropyvnytskyi. Kropyvnytskyi, and until
2014 Kirovohrad, is a modern and developing city. It is small, cozy, and most im-
portantly, compact, which will not cause a problem to quickly get to the airport for
your flight. Most importantly, the city is home to a university that has been one of the
best in Ukraine for training qualified civil aviation professionals for over 70 years. This
is the Flight Academy of the National Aviation University. It is a higher education
institution that trains cadets who will become the best pilots, dispatchers, aviation tech-
nicians and aviation production managers in the future. And the most important thing
in this institution is its pride, namely its teachers, who are simply the best professionals
in their field. And to operate flights from Kropyvnytskyi to Kyiv.

In order to determine the cost of such a flight, it is necessary to calculate the ACMI,
which is the cost of a flight hour under ACMI (Aircraft Crew Maintenance Insurance),
which is calculated from the following four steps:

1) A - aircraft is the calculation of depreciation charges for the aircraft for the reno-
vation of the airframe and engines.

This indicator can be determined by the actual hours flown per year (Tg) and the
depreciation rate calculated from the aircraft's service life. This indicator is assumed to
be 25 years of operation or 4% of the depreciation charges of the initial cost of the
aircraft. The annual flight time is: Tg = 1000 hours,

A =0.04 -Vps/Tg=0.04 -55000000 / 1000 = 2200 USD/hour

2) C - crew is an indicator of the need for personnel and the level of wage costs for
flight and engineering staff:
Travel expenses per hour of annual flight time:

C=n-365-Wh/Tg,

where n i1s the number of crew members;

365 1s the number of days in a year;

Bwd is the business trip payment rate per person = $80.

That is, the business trip payment per hour of annual flight time will be equal to:

C=2-365-80/1000=58.4 dollars per hour
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The payroll for the flight crew and engineering and technical personnel involved in
the maintenance of this aircraft will be calculated on average for the year based on the
average salary of a crew member of $3000 without a breakdown by position on average
for the year and will be converted to one hour of annual flight time:

FTE=2-12-3000/ 1000 = $72/hour

So: C=58.4 +72 =130.4 (dollars/hour)

Next:

3) M-maintenance, is an indicator of the necessary costs associated with the mainte-
nance of a given aircraft per hour of flight time. To determine this indicator, it is nec-
essary to calculate the labor intensity of the maintenance process based on the existing
conditions of the design life of the airframe and engines.

M-maintenance is 1/3 of A-aircraft and is measured in dollars/hour:

M =2200/3 =733 USD/hour.

4) I-insurance is an indicator of the sum of all types of insurance per flight hour:
namely, third-party insurance, crew insurance, hull insurance, etc.
The amount of insurance payments is 3% of the initial cost of the aircraft:

[=0.03 - Vps/Tr=0.03 - 55000000 / 1000 = 1650 USD/hour.

You can calculate flight fuel consumption using the following formula:
Let's take the cost of fuel, for example, as USD 270 (excluding VAT), which is a typical price at
Boryspil Airport. In this case, the fuel costs will be:

5.62 x 270 = 1420.2 (dollars)

If the profitability is 20% (or USD 425.9), then the airline's profit from one flight will be equal to
USD 7151.0.

Such a regional flight on the Kyiv-Kropyvnytskyi-Kyiv route can be operated 3 times a week by order
of Sky UP. And in the future, much more. Due to the large number of people who want to save their
time and money.

Conclusions

In this paper calculates whether regional air services are profitable for Ukrainian air
carriers and whether they should be renewed. The analysis of Ukraine's aviation system
showed that it is necessary, because international air travel is well taxed, and there are
many abandoned airports in the rest of the country. Regional transportation should be-
come more important for airlines, as it provides a guaranteed increase in the efficiency
of the airline's operations and access to a higher level of competitiveness and, above
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all, the development of the country. It can also be concluded that the resource costs are
quite affordable for the airline to use.

Based on the calculation of the flight from Kropyvnytskyi to Kyiv, we can conclude
that it is very cost-effective. Passengers spend more than 5 hours traveling between
these cities, which is much less profitable than spending 1-2 hours paying the same
money.
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Abstract

This work focuses on the importance of cybersecurity within the context of the Industrial
Internet of Things (I1oT). The Industrial Internet of Things refers to the application of the
Internet of Things (IoT) in manufacturing processes and industry, where machines and
equipment are networked to optimize production, increase efficiency, and reduce costs.
However, the growth in connected devices significantly increases potential vulnerabilities
to cyber-attacks. The paper examines various threats to IIoT, such as unauthorized access,
data breaches, viruses, and malicious software. Protection strategies are discussed, in-
cluding data encryption, user authentication, and regular security updates. Special atten-
tion is given to the analysis of cyber attack cases on industrial sites and learning lessons
from these incidents. The work concludes with recommendations for developing more
attack-resistant IloT systems and ways to ensure ongoing cybersecurity in a dynamically
changing digital world.

Introduction

It is important to emphasize the rapid development and integration of Internet of
Things (IoT) technologies in the industrial sector. The Industrial Internet of Things
(IToT) 1s becoming a key element in modern manufacturing industry, as it provides
process automation, increases work efficiency, and contributes to the innovative devel-
opment of enterprises. However, alongside the advantages offered by IloT, the risk of
cyber threats is also increasing. These threats can have serious consequences, including
the loss of confidential information, interruptions in manufacturing processes, and even
physical damage to equipment. This work aims to explore the key aspects of ensuring
cybersecurity in I1oT objects. We will consider potential cyber threats and vulnerabil-
ities that industrial systems face, as well as strategies and practices that can be used to
strengthen cybersecurity in this area. An important aspect of the study is the analysis
of current challenges and the development of recommendations for enterprises on
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effective cybersecurity management in the context of rapid technological development.

Main part. Some of the latest events in the global cyberspace, which clearly indicate

the activity of attacks on the Industrial Internet of Things, can be easily analyzed from

open data. Thus, the information about the attack on such objects [1-3], namely:

1. Colonial Pipeline. The Colonial Pipeline company suffered an attack by Russian
cybercriminals from the "DarkSide" group, which led to the cessation of fuel sup-
plies across the entire Eastern US coast. The company had to pay a ransom of 5
million US dollars.

2. JBS USA. The world's largest meat processing company, JBS USA, paid almost
11 million US dollars in Bitcoin after a cyberattack that led to the shutdown of
operations in Australia, Canada, and the US.

3. Kaseya. The company Kaseya experienced a cyberattack at the beginning of July,
which affected numerous managed service providers and their clients. It is esti-
mated that about 1500 small and medium-sized companies suffered damages due
to this attack.

4. Brenntag. The German chemical distribution company, Brenntag, suffered an at-
tack using "DarkSide" ransomware, which targeted its North American division,
resulting in the loss of 150 GB of data.

This is far from an exhaustive list of companies that could be subjected to such types
of attacks. Therefore, this work specifically considers one of the approaches to organ-
izing the security of the Industrial Internet of Things. Growth of IoT and increase in
the number of attacks. According to ThreatLabz research, there is an 18% increase in
IoT device traffic compared to previous estimates in 2021. At the same time, the num-
ber of attacks on [oT devices has increased by 400%. Among the dominant threats are
botnets, such as Mirai and Gafgyt, which account for 66% of all attacks. According to
the study, the manufacturing sector is the main target. The manufacturing sector leads
in the amount of unique IoT traffic, almost tripling the number of other sectors. The
manufacturing sector faces more than three times the number of attacks compared to
other industries, accounting for 54.5% of all attacks on production. The US as the main
target for malware developers. The US attracts most malware authors due to its devel-
oped digital infrastructure. According to certain companies, the main methods are IoT
infections. According to the study, the two main methods of infecting IoT devices are
brute-forcing weak passwords and exploiting vulnerabilities in network services. In the
first half o 2023, 97.91% of brute-force password attempts were targeted at the Telnet
protocol. To ensure cybersecurity in Industrial Internet of Things objects, it is im-
portant to perform a number of basic tasks [1-3]:

36



The 3rd International Conference on Emerging Technology Trends on the Smart Indus-
try and the Internet of Thing

) U 2swads .
( | ”
= | ) ™ =
np.

Network security
accees] control

Monioring and
eecariny

v 2 = - >
&0 : = B
LSE  Emloyee secunnF |
ol access contro |
A a0

Fig. 1. Fundamental tasks for ensuring cybersecurity in I[loT

1. Updates and security patches. Regularly update all devices and systems, including
firmware, to protect against known vulnerabilities.

2. Strong passwords and authentication policies. Use complex passwords and change
them regularly. Apply multi-factor authentication for an additional layer of protec-
tion.

3. Network security and traffic filtering. Install firewalls and intrusion detection and
prevention systems (IDS/IPS) to monitor and control network traffic.

4. Data encryption. Ensure data encryption during transmission and storage to protect
against unauthorized access or information leakage.

5. Monitoring and access management. Use monitoring systems to detect suspicious
behavior and manage access to systems and data.

6. Physical security. Ensure physical protection of critical infrastructure components
to prevent unauthorized physical access.

7. Education and staff awareness. Train staff in cybersecurity basics and best practices
to prevent human errors that could lead to security incidents.

8. Regular audits and risk assessment. Conduct regular security audits to identify and
mitigate vulnerabilities, and assess risks to identify potential threats.

Conclusion. With the increasing implementation of [IoT technologies in various in-
dustrial sectors, the number of potential attack vectors for cybercriminals significantly
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increases. The main challenges facing IlIoT in cybersecurity include protection against
vulnerabilities related to weak passwords, exploitation of network services, botnet at-
tacks, and malware dissemination. Special attention is focused on the manufacturing
sector, which is one of the main targets of cyberattacks. It emphasizes the importance
of regular software updates, the use of complex passwords, data encryption, and the
development of comprehensive cybersecurity strategies that include network monitor-
ing, security audits, and staff training. For more effective cybersecurity in IloT, it is
crucial to integrate multi-layered security measures, including physical protection, net-
work security, access management, and incident response. Additionally, considering
the specificities of particular industries will allow for the development of more precise
and effective cyber defense strategies. In the context of rapid digital technology devel-
opment and the increasing number of connected devices, the importance of cybersecu-
rity 1ssues in IIoT will continue to grow, requiring companies to constantly pay atten-
tion and adapt to new challenges in this area.
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Abstract

This work provides an overview of the integration of Artificial Intelligence (Al) into the
Internet of Things (IoT), with a focus on global trends, applications, challenges, and the
future outlook of these technologies.

Introduction

Artificial Intelligence (Al) and the Internet of Things (IoT) are two cutting-edge
technologies that are rapidly transforming the world around us. Al enables machines
to learn from experience, adapt to new inputs, and perform human-like tasks, while IoT
connects physical objects to the internet, allowing them to collect and exchange data.
The integration of Al into IoT opens up limitless possibilities for automation, data anal-
ysis, and intelligent system management.

Artificial Intelligence is a branch of computer science concerned with creating ma-
chines capable of mimicking human thinking and behavior. Key components of Al
include machine learning (ML), neural networks, deep learning, natural language pro-
cessing, and cognitive computing.

The Internet of Things connects physical objects ("things") capable of collecting and
exchanging data over the internet. [oT devices can range from simple temperature sen-
sors to complex machines that collect vast amounts of data for analysis and decision-
making.

The integration of Al into IoT significantly enhances data analysis capabilities. Ma-
chine learning allows systems to identify patterns and anomalies in data from IoT de-
vices, which can be used for predicting future trends, optimizing processes, and auto-
mating decisions without direct human intervention.

Al can significantly improve the efficiency of automation and control in IoT sys-
tems. This i1s achieved through automated decision-making based on real-time data
analysis. For example, intelligent energy management in buildings can reduce electric-
ity costs, and automating production lines using Al can increase productivity and re-
duce health risks for workers.

The integration of Al into IoT has significant potential to improve system security.
Al can analyze data from IoT devices in real-time to identify potential threats and vul-
nerabilities, such as unauthorized access or anomalous behavioral patterns, allowing
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systems to automatically prevent or respond to these threats. The use of machine learn-
ing algorithms to recognize security patterns can greatly reduce the risk of cyberattacks
and protect confidential data.

Al plays a key role in transforming large volumes of data collected from [oT devices
into actionable insights. Using techniques for intelligent data analysis and machine
learning can help organizations make informed decisions, improve products and ser-
vices, and identify new business opportunities. For example, analyzing energy con-
sumption data can help develop more efficient energy management strategies.

Al and IoT together are transforming residential environments and urban landscapes,
creating smart homes and automated cities. In smart homes, Al is used to manage light-
ing, temperature, security, and other systems to enhance comfort, efficiency, and en-
ergy savings. In automated cities, Al helps manage traffic flows, monitor environmen-
tal conditions, and optimize municipal services, improving residents' quality of life and
reducing environmental impact.

These aspects demonstrate how Al can provide intelligent management and analysis
in [oT systems, offering innovative solutions for security, data analysis, and everyday
comfort. The integration of these technologies continues to open new horizons for in-
novation across various fields.

The Industrial Internet of Things (IloT) represents a significant application area
where Al and IoT converge to revolutionize manufacturing and production processes.
By integrating Al into I10T, industries can achieve unprecedented levels of efficiency,
productivity, and safety. Al algorithms can predict equipment failures before they oc-
cur, optimize production schedules for maximum efficiency, and ensure quality control
through real-time monitoring and analysis. This proactive approach to maintenance and
production management not only reduces downtime but also extends the lifespan of
machinery and reduces operational costs.

While the integration of Al into IoT offers numerous benefits, it also presents several
challenges and limitations. Privacy and data security emerge as primary concerns, as
increased connectivity and data collection raise the risk of personal information being
compromised. Additionally, the deployment of Al and IoT technologies involves sig-
nificant infrastructure and investment costs, and there may be technical challenges re-
lated to interoperability, scalability, and managing the vast amounts of data generated
by IoT devices. Ethical considerations also come into play, particularly in terms of
decision-making autonomy and the potential for job displacement in certain sectors due
to automation.

Conclusion

Looking ahead, the future of Al and 10T is poised for continued growth and innova-
tion. Emerging technologies such as 5G networks, edge computing, and blockchain are
expected to further enhance the capabilities and applications of Al in IoT by facilitating
faster data processing, improved security, and better device connectivity. The
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development of more advanced Al algorithms and the increasing ubiquity of [oT de-
vices will enable more sophisticated and autonomous systems, ranging from self-driv-
ing cars to fully automated smart cities and factories. As these technologies evolve,
they will undoubtedly create new opportunities and challenges, shaping the future of
industries and everyday life.
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Abstract

Unfortunately, it is unlikely that anyone from Kyiv has never encountered heat supply
problems. Cold heating batteries during frost, flooded streets, asphalt collapses, some-
times together with cars, burns to random passers-by, damaged property, the need for
constant investment are just some of the problems that the city faces as a result of acci-
dents on the heating network. As Vitrenko, a member of the Kyiv City Council, reported,
"In Kyiv, 70% of networks are in an emergency state. A burst valve or pipe can happen
anywhere in the capital. We cannot even predict, because of the 2,000 kilometers of Kyiv
networks (hot supply and heat supply pipes), 80% have already served more than their
service life."

Since the beginning of 2024 alone, there have been 5 critical accidents with property
damage and street flooding in the city of Kyiv, namely:

20.01.24 damage on the street Oleksy Tykhoi;

13.01.24 damage on the street Jules Verne;

09.01.24 damage on the street Obolonsk;

07.01.24 damage on the street Jules Verne;

02.01.24 damage on Ave. Desired.

Replacing networks in parts does not give the desired result. Not only new pipes are
needed, but also control of pressure, temperature and flow rate directly inside the pipe.
Keyword

Sensor, smart home system, heat supply system.

Introduction

It is necessary to change outdated networks to those that would provide 24/7 mon-
itoring by sensors, transmitting data to a server.

The scenario of the principle of cable operation:

Sensors embedded in the cable inside the pipes continuously measure the pressure,
temperature and flow rate of water or coolant in the pipe.

The smart cable is located next to the sensors in the pipe. It is responsible for trans-
mitting real-time data from the sensors to the central control system and transmitting
control signals in the reverse direction.

As aresult, the sensor detects an abnormal pressure spike, indicating a potential risk
of a pipe burst, and transmits it to a smart cable, which in turn transmits pressure spike
data to the central control system.
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The data transmission system facilitates communication between the smart cable
and the central control system. The goal is to provide data, such as pressure spikes,
reliably and quickly.

On the side of the monitoring and control center, there should be a remote control
center that analyzes input data, makes decisions, and sends control commands. The
system analyzes pressure data, determines the risk of a pipe burst and solves the issue
of pressure regulation.

Controllers in the pipeline system, located at various control points of the pipeline
system, execute commands received from the smart cable.

The feedback loop ensures the desired effect of system settings. The cable is com-
manded to open the relief valve to reduce the pressure. After adjusting the pressure, the
sensors confirm that the pressure is back to normal and transmit this information to the
control system.

External interfaces provide points of interaction for service personnel, emergency
systems and data analysis tools. Namely, maintenance personnel are notified of an in-
cident for inspection and preventive maintenance.

This scenario illustrates a situation where an intelligent cable system effectively
prevents a pipe burst by quickly detecting, reporting and responding to a pressure
anomaly in the pipe system.

Conclusions

To improve the situation with heat supply, Ukraine can follow three paths.

1) Open own production of pipes.

The current state of the industry indicates that, although Ukraine has a strong base
in traditional pipe manufacturing, the transition to smart pipe manufacturing is likely
to require significant investment in new technology, research and development, and
possibly collaboration with technology companies specializing in smart infrastructure.

From an economic point of view, the feasibility of manufacturing smart pipes in
Ukraine will depend on several factors, including the cost of technological moderniza-
tion, the availability of skilled workers and the potential market demand for such ad-
vanced infrastructure solutions. The initial investment may be high, but the long-term
benefits, such as increased efficiency, reduced maintenance costs, and alignment with
global smart city trends, can make it worthwhile.

2) Using Smartpipe® technology from Smart Pipe Technologies. This system can
be especially useful for Kyiv when restoring old or corroded pipelines, especially in
urban or hard-to-reach areas. Given the complex urban environment of Kyiv and the
challenges of maintaining and upgrading underground infrastructure, Smartpipe®
trenchless technology and the ability to pull through existing pipelines can minimize
disruption and installation costs. In addition, its integrated fiber optic monitoring sys-
tem will increase the probability of error-free leak detection and pipeline safety, which
is crucial in densely populated areas.
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3) Use of SmartProbe technology from Pipelife. This system can be very useful for
improving the management of Kyiv's water supply and heat supply network. The abil-
ity of this technology to provide real-time data on various parameters such as pressure,
temperature and water quality will help to effectively manage the water distribution
system, detect leaks early and ensure water quality. Given the importance of reliable
and safe water supply in cities, SmartProbe can play a significant role in improving the
management of urban water infrastructure.

Smart home technology can help Ukraine improve the infrastructure of cities and
villages, using the example of the city of Kyiv. Taking into account the frequency of
necessary debugging work, the implementation of such technology should become
quite economically profitable. Currently, we have only 2 smart pipeline technologies
in the world.

Countries known for their advancements in smart city technologies, such as Singa-
pore, South Korea, and some cities in Scandinavia, might be exploring or implementing
such smart pipe systems. Smart pipe technology for heating systems represents a prom-
ising area for urban infrastructure development, its widespread implementation is still
in the nascent stages

While the technology for smart heating pipes is available and has been tested in
various capacities, its large-scale application in city-wide heating systems like Kyiv's
is still in the early stages of development.
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Abstract

This study delves into the integration of the Internet of Things (IoT) into Ukraine's mili-
tary affairs system. It explores the strategic implementation of IoT in Armed Forces op-
erations, emphasizing cybersecurity challenges. The article analyzes the optimization of
logistics through IoT solutions and investigates trends in military applications. The re-
search also examines the heightened efficiency of reconnaissance strategies, particularly
focusing on the synergies between unmanned aerial vehicles and IoT. Ethical considera-
tions related to IoT integration into military operations are discussed, alongside an explo-
ration of market dynamics. The findings are exemplified through the modernization ef-
forts within the Ukrainian Armed Forces.

Keywords

Integration of IoT, Strategic Implementation, Cybersecurity Challenges, Logistics
Optimization, Trends in Military Applications, Efficiency in Reconnaissance, Synergies
with UAVs, Ethical Considerations, Market Dynamics, Modernization in Ukrainian
Armed Forces.

Introduction

In the contemporary landscape of military affairs, the strategic use of Unmanned
Aerial Vehicles (UAVs) has become paramount for various applications. This intro-
duction encompasses a comprehensive exploration of the classification, applications,
and challenges associated with UAVs, shedding light on their significance in both fo-
rensic and military domains.

Bilous (2016) provides insights into the classification of UAVs and its pivotal role
in forensic practice, laying the foundation for understanding their applications in di-
verse scenarios [1]. Glotov, Gunina, and Telechuk (2017) contribute by analyzing the
potential applications of UAVs for military purposes, emphasizing the importance of
UAYV technology in modern warfare [2].

Grebenikov et al. (2009) delve into the challenges faced by Unmanned Aeronautical
Complexes in Ukraine, offering a comprehensive perspective on the issues surrounding
UAYV development and integration [3]. Minochkin et al. (2017) explore the use of
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UAVs as retransmitters of tactical mobile radio networks, showcasing their versatility
in military communication systems [4].

Nalivayko et al. (2009) highlight the features of NATO Air Force tactics within sup-
pressed integrated air defense systems, underscoring the strategic implications of UAV
deployment [5]. Stetsenko, Danik, and Pastushenko (2004) provide a handbook on
space systems supporting unmanned vehicles, contributing to the foundational
knowledge of UAV technologies [6]. Kozhedub Kharkiv University of Air Force [7].
Tsimbalistova (2015) explores the development of the UAV services market, reflecting
the innovative progress in modern aviation [8].

Shulezhko (2013) outlines basic directions for the development and application of
UAVs, providing a comprehensive guide [9]. Clothier (2011) contributes to the effec-
tive classification of UAVs, emphasizing airworthiness and operational regulations
[10].

Hlotov et al. (2018) focus on the development and investigation of UAVs for aerial
surveying, presenting advancements in this critical application area [11]. Meyer-Fujara
(n.d.) explores the broad applications of military and non-military UAVs, contributing
valuable perspectives [12].

Watts, Ambrosia, and Hinkley (2012) delve into the role of UAVs in remote sensing
and scientific research, providing a comprehensive classification and considerations
for their use [13].

Collectively, these references form the foundation for a thorough exploration of
UAVs in both forensic and military contexts, setting the stage for a detailed analysis of
their classifications, applications, and emerging trends.

Methods of Applying Unmanned Aerial Vehicles (UAVs) in the Ukrain-
ian War

Given the ongoing conflict in Ukraine, unmanned aerial vehicles (UAVs) have be-
come a crucial element in military operations. Their application involves various meth-
ods aimed at enhancing efficiency and reducing risks for both military and civilian
populations.

1. Reconnaissance and Monitoring

UAVs are used for gathering reconnaissance information and monitoring the move-
ment of enemy forces. Micro-UAVs, in particular, can discreetly track enemy posi-
tions, providing essential data for strategic planning.

2. Tactical Strikes
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Armed UAVs can be employed for precise targeting of enemy objects, such as tank
convoys. This enables effective tactical strikes while minimizing the risk to friendly
forces.

3. Evacuation and Medical Aid

UAVs are utilized for delivering necessary supplies and medical aid to inaccessible
or hazardous areas. This is especially crucial in conflict situations where traditional
delivery routes may be limited.

4. Counterintelligence

Specialized UAVs are used for detecting enemy reconnaissance sources, offering
protection against hostile intelligence efforts and aiding in identifying hidden threats.

5. Electronic Warfare

UAVs can engage in electronic warfare to disrupt enemy communication signals and
halt their activities.

6. Humanitarian Missions

In humanitarian crises, UAVs can be employed to deliver aid to crisis zones. They
ensure swift and efficient humanitarian aid delivery without exposing human personnel
to high risks.

The integration of UAVs into [oBT brings transformative synergies to modern mil-
itary operations.

UAVs with 0BT capabilities become intelligent nodes in a network of intercon-
nected devices, facilitating real-time data collection, analysis, and communication on
the battlefield.

Equipped with sensors and communication modules, these UAVs not only improve
situational awareness but also work seamlessly with other [oBT-enabled units such as
ground robots and smart wearables worn by soldiers. This interconnected ecosystem
allows militaries to respond dynamically and agilely to evolving threats, redefining
strategic approaches to warfare. Nevertheless, the merger of UAV and his [oBT high-
lights the importance of robust cybersecurity measures.

As these technologies evolve, it becomes increasingly important to securely ex-
change sensitive information to ensure the effectiveness and reliability of networked
systems.

The continued evolution of this symbiotic relationship between UAVs and [oBT
continues to shape the future of military operations, requiring a measured approach to
security challenges while providing opportunities for innovation. The integration of
UAVs into military operations in Ukraine has become a key factor in the development
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of strategies and tactics. They enhance operational efficiency and accuracy while re-
ducing threats to both military and civilian populations.

Conclusions

Contexts, as evidenced by the referenced studies, reveals their diverse applications
and significant contributions to modern operations. The classification methodologies
and analyses provided by various researchers, such as Bilous, Glotov, and Tsimbalis-
tova, offer comprehensive frameworks for understanding the structural features, capa-
bilities, and purposes of UAVs.

The Ukrainian war has underscored the strategic importance of UAVs in enhancing
military capabilities. The methods of application discussed, including reconnaissance,
tactical strikes, evacuation, counterintelligence, electronic warfare, and humanitarian
missions, showcase the versatility of UAVs in addressing various challenges on the
battlefield. These methods not only contribute to military success but also play a crucial
role in minimizing risks to both military personnel and civilian populations.

The ongoing conflict has prompted Ukraine to rapidly adapt to the evolving land-
scape of modern warfare, leveraging UAV technology for surveillance, reconnais-
sance, and strategic advancements. The collaborative efforts of educational, scientific,
and manufacturing sectors in Ukraine have contributed to the development of indige-
nous UAVs, marking a significant stride in aligning with global leaders in military
aircraft manufacturing.

As the use of UAVs continues to evolve, it is essential for Ukraine and other nations
to stay abreast of technological advancements, address cybersecurity challenges, and
navigate ethical considerations. The insights gained from the referenced studies lay the
groundwork for future developments, ensuring that UAVs play a pivotal role in shaping
the landscape of defense capabilities, not only in Ukraine but globally.
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AHoOTaLisA

VY po06oTi 1oCIiIKEHO BUKOPUCTAHHSI HEHPOHHUX MEPEK, a caMe, 3TOPTKOBOT HEHPOHHOT
Mepexi, ISl BUPILICHHS 3a/1a4l KOJIopu3alii 300pakeHb. ABTOpaMy TPOBEACHO aHaIi3
MIpoIIeCy KOJIOpH3allii, 3aITpoIoHOBaHa apXiTEKTypa 3aCTOCYHKY, 1110 Oy/Ie CKIaaaTucs 3
TPHOX MiJICHCTEM, PO3POOIIEHO MporpaMHe 3a0e3MeueHHs Ta MPOBEACHO aHalli3 HOro po-
6oTH.

Kurouogi ciioBa
Heiipomeperka, komopu3ailist 300paxeHb, 3ropTKoBa Mepeka, HeMpoMepeKHUi 3a-
CTOCYHOK.

Beryn

Konopwuzanis - 1e, no cyTi, Ipolec OTpuMaHHA iH(opMalii po Koxip Tam, 1€ BOHA
BiICyTHS. TeXHIYHO 1€ CKJIAIHUI MPOIIEC TPUCBOEHHS TPUBUMIPHOI KOJIpHOT 1H(OP-
mariii RGB (uepBonwMii, 3e5IeHNH, CHHIIM) KOKHOMY IMIKCEII0 3 YpaxyBaHHIM 1HTEHCH-
BHOCTI HaIlIBTOHOBOT'O 300paX€HHS y BI3yaJIbHO MPUHHATHUM, TPaBIONO110HHI CITO-
c10. /{7151 3MeHIIIeHHs CKJIaJHOCTI 3a/1a4l B IPOIIEC] KOJIOPHU3aIlii BAKOPUCTOBYETHCS T1e-
PETBOPEHHSI B 3pYYHHMM KOJIpHHUM mpocTip "sckpaBicTb-xpomaTudHicTh". YUV Ta
CIELAB - ue xomnipHi npoctopu, noxigai Big RGB. CIELAB - nepuentuBHO 01HOPI-
JTHUM KOMpHUM mpocTip, orpumanuii 3 RGB msixom HeniHiliHUX nepeTBopeHb. PiB-
HomipHa 3MiHa komnoHeHTiB Yy CIELAB BignoBizae piBHOMIpHiM 3MiHI KOJIPHOTO
CHOPUUHATTS JIOAUHU. 3 I1l€i NMPUYMHU CIOCTEPEKEHHS JBOX PI3HUX KOJBOPIB B
CIELAB moxHa anpoKCMMyBaTH €BKJIIJIOBOIO BIJICTAHHIO MK BIAMOBIIHHUMH TOY-
Kamu B kostipHomy mpoctopi. YUV orpumyethes 3 RGB nuisixom niHIHHUX mepeTBO-
penb [1]1He € ogHOpiaHUM 11t cipuidHATTS. Sk YUV, Tak 1 CIELAB Bi1oKpeMITIOI0ThH
KOMITOHEHT SICKPaBOCTI BiJ 1H(pOpMaIIli Ipo KOJIip, 110 T03BOJISIE€ BAKOPUCTOBYBATH 1H-
(dbopmariiro Mpo IHTEHCUBHICTD 1 MOJIETIIYE MPOrHO3YBaHHS JBOX 1HIIUX KOJIPHUX Ka-
HaiiB. Komnonent Y B YUV npencrasnsie sickpaBicTb, B Toi yac sik U 1 V € koMioHe-
HTaMu KoJb0poBOCTIl. Y CIELAB L - 11e KOMIOHEHT ICKpPaBOCTI, TO/I1 IK KOMIOHEHTH
ab HecyTh 1H(pOpMAILitO PO KOJIIP - a MPEJCTABIISIE BICh 3€JICHUNH-UYEPBOHUM, a b - BiCh
CUHIN-KOBTHI. Pi3HI MeToaum KoJjopu3alii MpamioTs 3 PI3HUMH KOJIPHUMH
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nmpocTopaMu. Xoua JesiKi aBTOPH aHaII3yIOTh BIUIUB PI3HUX KOJIPHUX MPOCTOPIB Ha
npoiiec kosiopu3zarlii [2], 6arato xTo BUOUpae 3pydHuil jis cede 1 pO3BUBAE METOJ 3
00paHUM KOJIIpHUM IIpocTopoM [3, 4].

Konopuzariisi 300paxkeHb € CKJIaJHOI MPOOIEMOI0 Yepe3 pi3HI YMOBU OTPUMAaHHS
300paxxeHb, Ki HE00X11THO 00pPOOIISATH 32 TOTIOMOTOI0 €JUHOTO anropuTmy. [IpobGiema
TaKOX Jy’e OraHO MOCTaBJIeHAa, OCKUIBKHU JIBa 3 TPHOX BUMIPiB 300pa’KeHHS BIICYTHI,
X04Ya CEMaHTHKa CIIEHH MOKe OyTH KOPHUCHOIO B 0araThOX BWIAJKaX, HAMPUKIA],
TpaBa 3a3BHYail 3eJeHa, XMapH 3a3Buyaii 0im, a Hebo OmakuTHe. OHAK, TaKi CeMaH-
TUYHI IPIOPUTETH € Ty>KE€ PIIKICHUMU JIJIs1 0araThOX MITYYHUX Ta TPUPOTHUX 00'€KTIB,
HaIPUKJIIaJ], COPOUOK, aBTOMOOLIIB, KBITIB TOIIO [5].

31 CTPIMKMM PO3BUTKOM METOJIIB IMIMOMHHOTO HAaBYaHHS 3'SBWIMCS PI3HOMAaHITHI
MO/IeJI1 pO3Mi3HaBaHHs 300pakeHb 1 MOBIOMIISETHCS PO iXHIO HAllCy4YacHIIYy Mpoay-
KTUBHICTh Ha TOTOYHUX HA0Opax AaHuX. Pi3HOMaHITHI MojieJi TTIMOMHHOTO HaBYaHHS,
MMOYMHAIOYM BIJ] PAHHIX MEPEX rpy0o0i CHIIM /10 HEIIOAABHO PETEILHO PO3POOJIECHUX
reHepaTuBHUX 3MaraabHUX Mepex (GAN) (Hanpuknan, [6]), Oyau yCHIIIHO BUKOPHUC-
TaH1 JIJIs1 BUpILIEHH npobyieMu kosopu3anii. L1 mepexi po3dpapOoByBaHHs BiAPI3HS-
I0ThCS 32 OaraThbMa OCHOBHUMH TTapaMeTPaMH, BKITFOYAIOYH apXITEKTyPy MEPExKi, TITHU-
OuHy Mepexi, QyHKIIT BTpaT, CTpaTerii HaB4YaHHS TOIIIO.

MeTo1o nocaigaxeHHs € po3poOKa HEMPOMEPEKEBOTO 3aCTOCYHKY ISl KOJIOpH3aITli
300pakeHb

Pe3yabTaTH D0CTiIKEeHHS

Mertoro konopu3aiiii € orinka koyibopiB RGB HamiBTOHOBOT0 300pa)keHHsI, SKe 3a-
3BUYail 3HIMAJIO0CS KOJLOPOBUMH KaMepamH JI0 TOT0, SIK KOJIbOPOBI KaMepH CTaJIH -
POKO JIOCTYITHUMH, @ TEXHOJOTTUHUM TIporpec OyB oomexenum. OTxe, 11eH mporiec €
ckopiie ¢opMOr0 MOKpaIIeHHS 300pakeHHs, HI’K HOro BiTHOBJIEHHS. [HIITUM 3acTocy-
BaHHSAM KOJIOpHU3allii 300pa’ke€Hb € BIAHOBJICHHS KOJIbOPOBUX 300pa’KeHb MICII iX Ie-
PETBOPEHHS y BIATIHKHU Ciporo abo Y-kaHall KosibopoBoro npocropy YUV, Hampu-
KJIaJ, 171 EKOHOMIT MiCIls Ha HOcisX iH(opMarllli abo MPOIMyCKHOI 31aTHOCTI KaHaTy
3B's13Ky. ToMy B JaHOMY BUIIaJIKy TpHBiaJibHa (hopMyIia Moke OyTH 3amucaHa sik Gpop-
Mmyna (1):

[=D(L,1) (D)

ne O(-) - pynkis, ska nepetBoproe RGB 300pakeHHsT B 300pakeHHS Yy BiATIHKAX
ciporo , HanpukJa, hopmyna (2):

1,=0.2989-1,+0.5870-1,40.1140-I, )
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SIK mpaBMII0, METOIM KOJIOpHM3allii CIIPSIMOBaH1 Ha BiJHOBIEHHS KOJIBOPY B IPOCTOPI
YUYV, ne monenb NOBUHHA MPOTHO3YBATH TUIBKU ABa KaHayiu, To0To U 1 V - 3aMicTh
Tpbox KaHaiB B RGB [7].

Jlns peanizaiiii HEMpOMEPEKHOTO 3aCTOCYHKY OyaeMO BUKOPUCTOBYBaTH po3dap-
OyBaHHS 300paKeHb, IKUI € METOJIOM TJTIMOOKOTO HaBYaHHS, 10 BUKOPUCTOBYE IIITY-
YH1 HEHPOHH1 Mepexi JUIsl aBBTOMaTUYHOTO po3¢papOoBYBaHHS BX1AHOTO 300pakKeHHA y
BIJITIHKAaX CIpOT0 y MPUPOIHI KObopH. Lle BimOyBaeThCs MIITXOM BUBUCHHS BiJIITOBI/I-
HOCTI MK IHTEHCHBHICTIO PIBHS CIPOTO BX1JIHOTO 300paskeHHs Ta 3HaueHHIMH RGB
BHX1THOT'O 300paKCHHS.

[Ipouec po3dapOoByBaHHS 300paxeHb CKIAAA€THCSA 3 YOTUPHOX OCHOBHUX €TaIliB:
nonepeiHs 00pooKa 300pakeHb, BUILICHHS 03HAK, po3(apOyBaHHs, TOCT-00poOKa.

[Ipouec konopu3alii 300pakeHb 3 BUKOPUCTAHHSIM HEUPOMEPEKHOTO 3aCTOCYHKY
HaBEJICHO Ha puc. 1.

ANFOPUTMN NEPETEODEHHA
RGE to Lab

Oaxi HeobxigHi anA
npouecy Konopuaadi

O6pobnexe
BxigHe 3obpaxeHHA 306pANKEHHA

———»|MNonepeaHa obpobka Daracet
1

ButaArkyTi paHi
BuaineHHA a3HaK ANTopMTMM ANA 06pOGKK
2

Dani
PO KONLOpH KepisuuTeo pofoTu 3 AaHumK AnA L

PoatpapbysasmHa
3
BuxigHe
306pakeHHA
MocT-06pobka —|»
4

f

3BiT npo HWA Npouec

36epeneHHn NaHux B
5

HeiipoxHa mepexma

T

CKpUNT 3aBaHTaxeHHA naxnux 8 B,

Puc. 1. IIpornec xonopu3aiiii 300pa’keHb 3 BUKOPUCTAaHHSIM HEUPOMEPEIKHOTO 3aCTOCYHKY

JlaHuii 3aCTOCYHOK OyJi€ CKJIaJJaTUCS 3 IEKUIbKOX MiICUCTEM, a CaMe:

1. Iligcucrema B3aeMOZIl 3 KOPUCTYBAUYEM - 1€ OCHOBHA CTOPIHKA CUCTEMH, SIKa
MICTUTh MOJYJIb 3aBaHTAXXEHHS 300paKeHb, MOAYJIb OTPUMAHHS BUXIJTHOTO
300pakeHHsI Ta MOYJIb 30€pEKCHHS TaHUX B 0a3y JaHUX.

2. Iligcucrema poOOTH 3 300paKEHHSIMHU CKIIAJAETHCS 3 MOAYJISl MOMEPEAHbOT
00poOKHU, MOTYJIsI KOJIOpH3alii 300pakeHb Ta MOJTyJIA MICIs 00pOOKH.

3. OcobucTuii kabiHET KOpUCTyBaya MICTUTh MOJTYJIb iH(OpMaIlii Ipo KOPUCTY-
Baya Ta MOAYJIb OTOYHUX MPOEKTIB KOPUCTYBaya, siKi 3’ €IHYIOThCS 3 023010
JaHUX.

Jliist konmopu3zariii 300pakeHb y 3aCTOCYHKY OYJIO MPUUHSTO PIIICHHS BUKOPH-
CTOBYBATH 3rOpTKOBY HelpoHy Mepexxy(CNN) oCKUTbKH i BUKOPUCTAaHHS JO3BO-
JUTh 3MEHIIMTH KIJIBKICTh TApaMETPIB SIKI MOTPIOHO TPEeHyBaTH, 0€3 MIKOU JIJIs
MPOJYKTUBHOCTI. 3rOPTKOBA HEMpPOHHA Mepexa — L€ HEMpOHHA Mepexa, sKa
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BUKOPHCTOBYE IIap 3TOPTKH 1 map o0'eqHaHHS. 3TOPTKOBUH MIap 3ropTa€ThCs B
MEHIIy 00JIacTh /I BWJIYYEHHS O3HaK, B TOM 4ac sk map o0'eTHaHHS BUOUpae
a1 3 HAWOUIBIINM 3HAYEHHIM B MekKax oOJsiacTi. BoHH BUMararoTb MEHIIIOI I10-
nepeHboi 00pOOKH B MOPIBHAHHI 3 IHIIUMH AJITOPUTMaMU Kitacudikallii 1 31aTHi
HaBYaTHCS (PUIBTpaM 1 XapakTepucTukam [8].

Pob6oTta po3pobiieHoro HEHPOMEPEIKHOTO 3aCTOCYHKY JIJIsl KOJIopi3allii 300pa-
YKeHb HaBEJICHO Ha puUC.2.

Konopuayitte 306paxeHHs OHnaitH

Halu poacapbosysay 306paxeHb Ha OCHOBI LUTY4HOTC IKTENEBKTY AOMOMOXE BaM po3dapboByBaTi YOpHO-0ini 300paxeHHs aBTOMATUYHO |
Be3KoLLTOBHO. JJoaifTe peanicTA4HMX KOnbopie 40 CBOX HOPHO-Binux datorpadii.

Konopusysati e ¢oto 3aBaHTaXUTH 300paXeHs ‘

Puc. 2. [Tpuknag po60TH HEHPOMEPEKHOTO 3aCTOCYHKY

[IpoBenemo aHasi3 poGOTH PO3POOICHOTO HEHPOMEPEKHOTO 3aCTOCYHKY ISt
KoJIopH3allii 300pakeHb 32 HACTYITHUMHU KPUTEPISIMHU: TOUHICTh, IIBUIKICTh, 3a-
rajbHa CTaOblIbHICTH (Ta0M. 1).

Tabmnus 1
Pe3ysabTaT po60TH HEHPOHHOI Mepexi

Kpurepiit Pe3ynbTar

TounicTs Haiikpami pe3ynpTaT Kojopu3auii ¢pororpadiii 3adikcoBaHi y mpu-
POJIHUX CIIEHAX, 30KpemMa HeOa, MOps Ta TpaBH, OCKUIbKH BOHH Xapa-
KTE€PHU3YIOTHCS YITKUMH KOJIOPAMU Ta TEKCTYyPaMHU.
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Konopuzariis ¢hotorpadiit nrogelt BUKIMKaHa CKIAAHICTIO Mepenadi
PaBUJIbHUX BIATIHKIB IIKIPH Ta JIeTaJIed 00Iraus.

Konopuzariist pororpadiii TBapuH OyJia yCIHIIIHOK, X04Ya CKJIATHIIII
a00 He3BHUAlHI MaJTIOHKHA MOXXYTh MOTPEOYBAaTH JOJATKOBUX 3yCHUITh
JUISL TOYHOTO BIITBOPEHHS KOJIBOPIB.

[IBupkicts | Jlo 100Kb-2c¢, 10 500Kb-3¢c, 701 Mb-7c, 10 6 Mb - 10 c.

3arajibHa ITi yac MOBTOPHUX 3ayCKiB OTPHUMYEMO OJTHAKOBI pe3yJIbTaTH.
CcTa011b-
HICTH

OTxe, pe3ynbTaTH pOOOTH CHUCTEMHU € 3aJIS)KHUMHM BiJI XapakTepy 300pakeHHS Ta
Horo ckiagHocTi. binbin ckianHi GoTo, KOTpl MalOTh BETUKY KUIBKICTh IpiIOHUX JeTa-
Jel, MOXYTh TOTpeOyBaTH TOAaTKOBOI 00p0oOKM ab0 HanmamTyBaHb CUCTEMH JJIS J0-
CSITHEHHS OUTbII TOYHUX PE3yJIbTaTiB.

BucHoBku

Y po6oTi 6yJ10 pO3rIIIHYTO ITpobJieMy KoJIopH3allii 300pakeHb 3a JOMOMOT OO HEl-
poMepex Ta po3po0JICHO 3aCTOCYHOK ISl KoJopu3allii 300pakeHb, SKUi BUKOPUCTO-
BY€E 3TOPTKOBY HElpoHy Mepexxy. OTpuMaHi 3a TOMOMOTOI0 3aCTOCYHKY Pe3yJbTaTH
KOJIOpH3allii MOKa3ali, 10 HalKpallli pe3yabTaT Oy JOCATHYTI Ha MPUPOIHUX Clie-
HaX, IpoTe Kojopu3auisa ¢ororpadiii oaei He Oya HACTIIBKU TOYHOIO, 30KpEMa €
npoOemu mpu po3dapoyBanni obmuyus. [lig gac TectyBaHHs cucTeMU OyJIO BUSIB-
JICHO, IO CKJIaJH1 300paxeHHs 3 6araTbMa APIOHUMH JETAISIMH MOXYTh TOTpeOyBaTH
J0JJaTKOBO1 00pOoOKM a00 HajaIITyBaHb AJIsl JOCATHEHHS KpalliuX pe3yJbTaTiB.

HesBaxatouu Ha 111 HEIOJIIKK KOJIOpHU3aIlis 300pakeHb 3a JJOTIOMOTOI0 HEUPOMEPEK
Ma€ MEePCHEeKTUBU Ta MOTEHITIAN U1 PO3BUTKY.
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AHAJITI3 HAITPAMKIB PO3BUTKY TA ITPOBJIEM
SAXUCTY loT

Jmutpo TAPACIOK (acucrent)!
Boaoaumup BUIITHAKOB (xanauar TeXHIYHUX HAYK, JOLEHT)?

Kuiscokuil nayionanvuuil ynisepcumem 0yo0ienuymea i apximexkmypu, (paxyiomem agmomamusayii i
iHghopmayitinux mexnono2il, kageopa Kibepbesnexu ma komn'romepHoi inxcenepii, Kuis, Ykpaina
I'D.Tarasiuk+TTSIT@membrama.com, % volodymyr.vyshniakov@gmail.com

AHoOTaLisA

Hetiponni mepexi B iHppacTpykTypi [aTepHeTy peueit (IoT) po3mmpsaroTs i MOKIMBO-
CTi, YCKJIaJHIOIOTh Ta MepcoHi(iKyIoTh ii moBeninky. Taki cucremu loT iHKancCymo0TH
0araro 4yTJIMBOI MPUBATHOI 1H(GOpPMAIIil TPO KOPUCTYBaUiB, sika moTpedye 3axucty. Ha-
SIBHI CTaHJAPTH 1€ TO3BOJITIOTh HEXTYBaTH Oe3nekoro. HaBoautbes npukinan moOymaoBu
«PO3YMHOTO» OpaHaMayepa 11l KoMIIeHcallii 0e3MeKOBUX PU3HKIB.

Kurouogi ciioBa
IaTepHer peueil, HelipoHHA Mepeka, TYMaHHI OOUMCIIEHHS, PO3YMHHI» OyAUHOK, «pO-
3YMHHH 3aBO», «PO3YMHE MICTO», O€3TeKa, «pO3yMHUI» OpaHaMayep.

Abstract

Neural networks in the Internet of Things (IoT) infrastructure extend its capabilities,
complicate and personalize its behavior. Such IoT systems encapsulate a lot of sensitive
private information about users that needs to be protected. Existing standards will still
refuse to neglect safety. An example of building a "smart" firewall to compensate for
security risks is given.

Keywords

Internet of the things, neural network, fog computation, smart house, smart factory, smart
city, security, “smart firewall”.

IHocTanoBka npodaemMu

InTepuer peueit — e chepa, sika OJHIEIO 3 MEPIINX 32 CBOEIO MOOYI0BOIO T4 MOXK-
JMBOCTSIMU BKJIFOYA€E B c€0€ JOCATHEHHS IITYYHOro 1HTeNeKTy. OuikyeThes, 1o IHTe-
pHET peuelt mpusBeae 10 YeTBepToi MPOMUCIOBOI PEBOJIOIIT Ta JOKOPIHHO 3MIHUTh
OaraTo rajy3ei eKOHOMIKU Ta moOyT JroAeH y Haommxkyil 10-20 pokiB. He momivaTu
MEePCIEKTUB PO3BUTKY [HTEpHETY pedeit HemoximBo. B iHdpacTpykTypy [HTEpHETY
pedeli BXOJIUTh MHOKMHA aBTEHTH(IKOBAaHUX MPUCTPOIB, IO MOE€JHAH] Y Mepexy. Ha
nepumetpi [HTEepHETY pedeil 3HaxoAUThCS AreHT. B HalmpocTilioMy BHMAJKY Ii€
MOe OyTH BeO-CTOpIHKA, Ha SIKiM 310paHi BC1 MMOKAa3U CEHCOPIB Ta BIHKETH IS KEPY-
BaHHS BUKOHABYMMH MPUCTPOSIMHU.

Ocb neski TeHAEeHIT pO3BUTKY [HTEepHETY peuel, ki MOKHA nepe0auuTu BKe 3a-
pas:
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e [lomanpiie cTpiMKe 3pOCTaHHS KUIBKOCTI MIAKIIOYEHUX 10 MEPEeXl MPUCTPOIB Ta
0o0CsTIB JaHUX, IO TeHEepylThecsa. IIporHosyerbcs aecsatku MinbsipaiB loT-
MPUCTPOIB Bxke 10 2025 poky [1].

e JlommpeHHs KOHIEMIII «PO3YMHOTO CepeloBHIla» - Koiu [HTepHeT peueit
IHTErpy€eThCs 3 IHQPACTPYKTYPOIO MICT, Oy/11BEIb, 3aBOIIB.

e Mepexi 5G, XMapHi Ta TyMaHHI OOYUCJIEHHS CTaHYTh OCHOBOIO JIJII MacIITaOHUX
3aCTOCYBaHb [HTEPHETY peUen.

e [lITyyHuil iHTeNneKkT Oy/e Bce aKTHBHIIIE 3aCTOCOBYBATUCA ISl aHAII3Y JaHUX 1
npuitHaTTa pimeHs B loT. g iX mATpUMKHU 3 SBIATUMYThCS CIELiani3oBaHi
OJIHOIIaTHI MiKpokoMI'rorepu?! Ta TexHouorii iHTerpauii poboTn HeHpOHHHUX
MepeX B icHyrounii o0uncmoBanbuuii mapk (Raspberry Pi, cmaprdonn)i®,

e Amnanorosi o6uuciaeHHsY mpyu nepeMHOKEHHI TEH30piB HEHPOHHHMX B KOMipKax
nmam’a1il®! 3HaYHO 3MEHINAaTh E€HEpProcnoKUBAHHSA Ta MPUIIBHALIATE POGOTY
HEUPOHHUX MEPEK.

e biiok4eitH 103BOIUTH MOKPAIIUTA O€3MeKy Ta JOBIpY A0 JaHuX 1 mpuctpoiB loT
[UIIXOM JICLIEHTPAJi30BAHOTO KOHTPOJIIO.

BropoBamxenns [oT mae He nuiiie TO3UTUBHUMN BIUIUB, aJI€ i MOB'SI3aHO 3 BUHUKHEH-
HSIM PU3HKIB KibepaTak 3 BUTOKOM KOHGiAeHIIHNX naHuXx. [lopymHuk Moxe ai3Ha-
TUCh, JI€ 3HAXOJUTHCS BIACHUK, HOT0 HaMipu, pO3KJIAJl Nii, 3aJ€XKHOCTI, CTaH 3J10-
poB’s. Takok MO>ke BUHUKATH 3aJICKHICTh JIIOJUHU BiJ poOoTH npuctpoiB [oT. Ocki-
aeku y cucteMi [oT 36epiraerbest 6arato iHGopmarili, ika Ma€e 3aXUIIATUCH BiJ] BUTOKY
3a mepuMeTp IHTepHery peueit. i mpoOaeMu noTpeOyr0Th BUPIIICHHS, SIK HA TEXHIY-
HOMY, TaK 1 Ha 3aKOHO/IaBUOMY PiBHI.

Meta nonosBizai

MeTor0 10TOBI/Il € HalaHHS MPOIO3UIIIH IIOA0 PO3B'I3aHHS MEpeiYeHUX MpodieM
3a PaXyHOK BIPOBAKEHHS TEXHIYHUX PINICHB, K1 JO3BOJISIIOTH 3a0€3MEUNTH 3aXHUCT
cuctemu loT Bijg kiGepaTak.

OrJsja Ta aHAJII3 HOPMATUBHUX JJOKYMEHTIB Ta cTaHAapTiB moao loT

JI1s mATpUMKY TEXHOJIOT1H [HTepHeTY peueil B raity3i OyAiBHUIITBA pO3pO0IeH] Ha-

CTYTIHI CIIeIliaibH1 CTAaHIAPTH Ta KOHIICMIIT «PO3yMHUX Oy 11BEIIbY:

e [SO/IEC 30141 «InTepHer peueit». CTangapTu3allis Ta BIPOBAIHKEHHS «PO3YMHE
MICTOY.

e [SO/IEC 21823-1 «IutepHuer peueit». [nTeponepadenbHicTh [0T cucrem. Yactuna
1: PamkoBa cTpykTypa.

e [EEE 1934-2018. Cranaapt s npuitHATTS eTanonHoi apxitektypu OpenFog s
«TYMaHHHUX OO0YHCIICHb». Taki 00YMCIeHHs 3a0€3MeUyI0Th JIOKaIbHy 00pOOKy Ta
aHasi3 JaHux, QUIbTpaliio Tpadiky, TO3BOJISAIOTH ICTOTHO 3MEHIIMTH OO0CITU
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JAHUX, 110 TepeaaroThCsl Ha IEHTpalIi3oBaHy OOpOoOKy, 3a0e3MeuyloTh HHU3bKY
3aTpuMKy Ju1st Kputnuaux [oT 3actocyBanb.

e [ETF STD RFC 7452. ApxiTeKkTypHi IpUHIUIH 11 TPOTOKOIIB 1 popMaTiB JaHUX
«pO3yMHHX 00’ €KTiB» [HTEpHETY peueii.

e [EEE P2413 Cranmapt apxiTeKTypHOi OCHOBHM IHTepHeTy peuell. Buznauae
apxiTeKTypHY CTpyKTypy i IntepHety peueii (IoT), Bkiirouaroun onucu pizHUX
nomeHiB loT, Bu3HaueHHsa aOctpakiiiii fomeHy loT Ta igeHTH(IKALIO CHIIBHOTO
MK pizHUMU gomeHamu [oT. Hamaethcsi eTajoHHa Mojenb, sKa BHU3HAYAE
B3a€MO3B’SI3KM MIXK pI3HUMU BepTUKaiaMu [oT 1 3araJbHUMH eleMeHTaMu
apxitektypu. Hamae cxemy mist aGeTpakiiii JaHUX 1 «4€TBEPHOI» TOBIPH J0 SKOCTI,
[0 BKJIIOYAE 3aXUCT Ta Oe3meky. 3abesneuye eTalioHHY apXITEeKTypy, sKa
0a3zyeTbcsi Ha €TaJIOHHIM Mojeni. BoHa o0XoImioe BHU3HAYEHHS OCHOBHUX
apXiTEKTypHUX OyaiBeIbHUX OJIOKIB Ta 1iX 3JaTHICTh IHTETPyBaTUCS B
0aratopiBHEB1 CUCTEMH.

e ETSI TS 103 645. KibGepbesneka mji1 CHOXKHUBYOTO I[HTEpHETY peUei:
ba3zoBi Bumoru.

i cTrangapTv BU3HAYAIOTH BUMOTH, apXITEKTYpY, mpoTokonu Ta API s inTerpartii
cucteM [HTepHeTy peuell B IHPpacTpyKTypy po3yMHUX Oy/I1BeIib, MICT, 3aBO/I1B, TOLLO.
Bonu cripsiMoBaH1 Ha 3a0€3MeUeHHsI CyMICHOCTI, O€3MEeKH Ta HAaJIMHOTO 3B’ A3KYy MK
[oT npucrposimu.

HaBeneni crangapTy 3aki1agar0Th BAXKIMBY OCHOBY JJisi O€3MeKH pilieHb [HTepHeTy
pedeil, ane He MOXHa CKa3aTH, 10 LbOTO JOCTaTHBO. i1 KOMIUIEKCHOTO 3abe3Ie-
YeHHs 0€e3MeKU NOTPIOEH CUCTEMHUI OararomapoBHii MiAX1J, Y BiAMOBIAHOCTI O PH-
3MKIB Ta KPUTUYHOCTI 3acTOCyBaHb. Lleit miaxig Mae OyTv He TUIBKU TEXHIYHUM, a ¢
oprasizaiiifHuii, B TOMy 4MCJIi TOTPIOHO BU3HAYATH BUMOTH J10 OOCITYyTrOBYBaHHs, MO-
JIepHi3allii, peMOHTY, IHTErpallii 31 Ty4YHUM 1HTEJICKTOM, yTHIII3a1lii, KO FOBaHHS, Mi-
HIMaJbHUN PIBEHb AYOJIOBAHHS KPUTUYHUX MIJCUCTEM, YMOBHU JOCTYITy MPaBOOXO-
POHHMX OpPTraHiB, T03BOJICHI 3aCO0M 3aXUCTY BiJl BTPy4aHb.

OTxe, cyyacHi Ta MaifOyTHI cTaHIapTH 3aKJIaJal0Th OCHOBY, ajie Oe3neka — 1€ KOM-
IJIEKCHA MpeAMETHA 001acTh, AKa NOTpedy€e 0cOOIMBOI OCTIMHOI yBary.

IIpomno3umuii 11010 BIPOBA/KeHHS PO3YMHOI0 OpanaMayepa

BuxopuctoBytouu popmainizoBanuii onuc [oT y BUTTIsA1 CUCTEMH PIBHSHD MOXKE OyTH

3a/laHa MaTeMaTUYHY MOJIeNIb cucTeMu. Lle no3Bosisie anani3zyBatu ii poOoTy 1 Mooy ay-

BaTu OpaHamayep oOMiHY AaHMMH B 1HGpacTpykTypi [HTepHeTy pedeil, ckopucTaB-

ITUCh HACTYITHUM TI1IXOJ0M:

1. 1yt KOXKHOTO MPUCTPOIO BU3HAYAEMO HOPMOBAHUM 00CST TaHUX, SIK1 BIH MOKE TIe-
penaBatu y BUTIIs I MHOKHUHH (N1, No, ..., Ny).

2. BBoaumo 3MiHHI, 10 BIJNOBIAAIOTh BIAXWICHHIO TpadiKy BiJl HOPMHU ISl YCIX
IIPUCTPOIB:
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D1:P1-N1
D2:P2'N2

3. @opMyIr0eMO MPaBUIIO OJIOKYBaHHS aHOMAJbHUX MIAKIIOYEHb Y HACTYITHOMY BH-
TIISI
Axmo Di > MAKC BIAXWJIEHHS, to 6mokyBatu P,
ne MAKC BIAXWJIEHHS — ue rpaHuyHe 3Ha4€HHS.
Takuii miaxia 103BOJIsIE KOHTPOJIIOBATH OOMIH JAaHUMU MK MPUCTPOSIMH 1 pearyBaTH
Ha CIpOoOM HECAHKI[IOHOBAHOTO JIOCTYITY HA OCHOBI MaTe€MaTUYHOT MOJICII.
MatemaTnuHa Mo/eNb MOXKe OyTH 3aCTOCOBaHa JUIsi aBTOMAaTUYHOT'O MAIIMHHOTO

(mo)HaBuaHHS HeWpomepexki abo TMpaioBaTH OJHOYACHO 3 HEW B cuMOi031 3a

HACTYITHUM CIIEHapieM:

1. 30uparoThCcs AaHI MPO HOpPMaIbHY MOBENIHKY Tpadiky B Mepexi (po3mip Ta
ocobmmBoCTI maketiB, IP anmpecu, mpoTtokonu, uyac 3'€elHaHb, PEKUM POOOTH,
po3IMi3HaHI 0CO0n).

2. OtpuMaHi JaHl BUKOPUCTOBYIOTHCA JUIsl (7I0)HABYAHHS MOJENl (HAMPUKIA,
HEHWPOHHOI Mepexi abo MoJenl, 10 6a30BaHa Ha ONIOPHUX BEKTOpax abo Ha JiepeBl
(mici) pimenb. [lepeBary ciaig HaxaTy MOJIE, sSiKa T03BOJISIE KpaIlle MOSCHUTH CBIA
BHOID.

3. Mopaenb 3 yacOM HaBYA€ETHCS BIPI3ZHATH HOPMaJIbHUM Tpadik Bl aHOMAJIbHOTO Y
pasi aTak 3JIOBMUCHHUKIB.

4. Ilicna HaB4aHHS MOJENb BOYJAOBYEThCSA O€3MOCEPEAHBO HA MApPLIPYTU3ATOPU UM
THIIT IPUCTPOT KOMIT'FOTEPHOT MEPEKI.

5. Monens B pexXuMi peaJbHOTO 4Yacy aHallidye MepexeBuil Tpadik 1 OJOKye
MOTEHIIITHO HeOE3IeUH1 3aliTH Ta 3'€JHAHHS, 10 BIIAXUISIOTHCS BiJl HOPMHU.

6. Taka cucrema Haja€ MOXKJIMBICTD MO0y IyBaTH €(PEKTUBHUIM 3aXUCT BiJ KibepaTak
Ha PiBHI MepexeBoi B3aeMoii mpuctpois [oT.

BucHoBku

BnpoBamkenns cuctem [oT mo3Bossie BupinmyBaTy CKIaaHi 3aa4i TO-HOBOMY, aJjie
BOJHOYAC 3’ SIBJISIIOTHCS MPOOJIEeMH, IO MOB’s3aH1 3 Oe3meKkor0, 00 3T0OBMHUCHE BTPY-
yaHHS B poO0Ty cucteM 0T mMae HE3piBHIHHO OUIBIINM HETaTUBHUHN BILJIUB B MOPIB-
HSIHHI 3 PO3PI3HEHOI0 MHOKUHOIO OKPEMHUX 3JI0BKUBAHb.

[cHytoui cTannapTu y ramysi [oT BuU3Ha4aroTh BUMOTH, apXiTEKTypy, MPOTOKOJIU Ta
API nns inTerpauii cucteM [HTepHeTy pedeil B iHpacTpyKTypy pO3yMHHX Oy/iBEb,
MIIIPUEMCTB Ta MICT, ajie Oe3rneka — 11e KOMIIEKCHA MpeIMeTHa 00J1acTh, SKa MoTpe-
O0ye 0co0JIMBOT MOCTIMHOT yBaru.
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3anponoHoBaH1 y JOMOBII TEXHIYHI PIIICHHS I03BOJISIIOTH 3a0€311EUNTH 3aXUCT CH-
crem loT Big kibepaTak 3a paxyHOK BIIPOBAIKEHHS PO3yMHOT0 OpaHaMayepa 3 BUKO-
PUCTAHHSIM HEHPOMEPEXKi Ta €JIEMEHTIB IITYYHOTO 1IHTEIEKTY.
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INPHHIUIIN CUCTEMHOCTI YIIPABJIIHHA PUSHKAMU
CKIIAJHUX THOOPMAIINMHUX CUCTEM
3 3ACTOCYBAHHAM IoT

Oabra IBMAMJIOBA (k.T.H., Jo1eHT)"
I'anna KPACOBCBKA (k.T.H., 10LEHT)

T Kuiscoxuii nayionanonuil ynisepcumeme 6yoienuymsa i apximexmypu, (paxyivmem agmomamu3a-

yii' i inghopmayivinux mexuonoeii, kageopa Kibepbesnexu ma Komn tomepHoi indcenepii, Kuig, Vk-

paina
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XHon021U, Kagedpa inmenexmyanvrux mexronoziu, Kuis, Yxpaina

! izmailova.ov@knuba.edu.ua, ? hanna.krasovska@knu.ua

AHoOTaLisA

VY po6oTi mpoaHali3oBaHO KOHIENITYaIbHI OCHOBH TTOOYOBH CUCTEM YIIPABIIHHS PU3H-
KaMU CKJIaJHUX iH(OpMaliifHUX cucTeM 3 3acTocyBaHHsAM loT Ha OCHOBI CHCTEMHOTO
nigxony. Pe3ynpraTi 1OCTiKEHb MPECTaBICH] Y BUTIISAAl CYKYITHOCT] IPUHITUITIB CHC-
TEMHOCT] YIPaBJIiHHS PU3UKAMH.

Kurouosi ciioBa
VYrpaBiiHHS pU3UKaMH, IPUHIIMIN CUCTEMHOCTI, CUCTEMH 1HTEpPHETY peuel, nudpona
TpaHchopMarlisi KOMIaHii, apxXiTeKTypa CUCTEMHU.

Beryn

besneka iHTepHETY peuelt Mae CBOIO Cenu(iKy 1 3a3BUYall CTA€ TOJIOBHUM MPIOPH-
TETOM B iHGOpMaIITHUX crcTeMax. J[0CBi BUKOPHUCTAHHS CBITYUThH, KOJIH JI0 BXKE Tpa-
TUIIHHOT 1HGOPMAIIMHOI CHCTEMH J01af0Th KOMIOHEHTH 10T, To mopsia 31 3HAYHUM
MOIIMPEHHS MOXJIMBOCTEH Ta MOCIYT, BOHU O€pyTh Ha ceOe pOoJib MOTEHIIHO KPUTH-
YHO BpPa3InBOi CUCTEMH. B X yMOBax Ha pi3HUX YNPaBIIHCHKUX PIBHIX pOOOTH KOM-
naHii 3 3aCTOCYBaHHS CKJIQJHUX CUCTEM 3 BUKOpUCTaHHsIM [oT 3pocTae akTyanbHICTh
PO3B’s13aHHS NPOOJIEMHU yIOCKOHATICHHSI CUCTEMHM YIIPaBJIiHHS pyu3uKamMu 1HdopMaliii-
HOT O€3MeKH 3 CUCTEMHOIO TpaHCPOpMAIlI€I0 ICHYIYNX HAapOOOK B T€Opli 1 MPaKTHIIl
(YHKIIIOHYBaHHSI Cy4YacHUX KOMIMAaHIN yHIBEpCalbHUX €(DEKTUBHUX CHUCTEM YIpaB-
JiHHS pu3uKamu [1-5] 3 BpaxyBaHHIM 0COOIUBOCTEH BUMOT JI0 CUCTEM TaKOTO KJIacy
Ta crenudiku cuctem 3axucty loT.

MeTo10 A0CTiIKEHHS € aHalli3 KOHIIENTYaIbHUX OCHOB MOOYIOBU CHCTEM YTIPaB-
JHHS PU3MKaMU CKJIQIHUX 1H(OPMAIIIHHUX cHCcTeM 3 3acTocyBaHHsIM [0T Ha ocHOBI
CHUCTEMHOTI'0 MiAXO0AY Y BUTJISIII CYKYTTHOCTI MPUHITUIIIB HOTO peani3aliii.
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Pe3yabTaTH X0CJIiIKEHHS.

CknanHi cuctemH 3 3actocyBaHHsAM [0T ¢hopmyroTh HOBHIT 1OJATKOBUIA CBIT BIPTY-
aJIbHOT peabHOCTI (YHKITIOHYBaHHS 1HGOPMAIIMHOI CUCTEMH 1 Pa30M 3 TUM HAJaI0Th
MHOXXHHY HOBHX 3arpo3, 10 MOB’sI3aH1 SIK 3 OKPEMUMU MPUCTPOSIMH, 1 IIaThopMaMu
iX ¢pyHKIIIOHYBaHHS, 3aco0aMu TpaHchopMallii, mepepoOKu Ta repeaadi JaHuX JIJis pe-
amizarii nporeciB iHpopmariiiHoi TexHosorii. CkiIagHi CUCTEMHU 3 BUKOPUCTAHHSIM
IoT pizHOMaHITHI 3 TOYKH 30py BUMOT TPO(DIUII0 PI3HUX MPEIMETHUX 00JIacTeH, CyT-
HOCTI Ta ITUThOBUX YCTAaHOBOK (DYHKITIOHYBaHHS, aji¢ MalOTh 3arajbHl THIIOBI PUCH, 3
BpaxyBaHHSIM SKUX MOKHA TIPOaHAII3yBaTh JOUUIBHICTh Ta €EKTUBHICTh, BA3HAYUTH
3arajbHl NUISTXW yJAOCKOHAJIEHHS CHCTEM YTPABIIHHS PU3WKaAMU Ha OCHOBI CHUCTEM-
HOTO Tiaxoay. CUCTeMHUN MiIXiJ yIpaBIiHHS pU3UKAMH Mepeadadac HeOOX1THICTh
BpaxyBaHHS YCiX B3a€EMO3B’SI3aHUX B3aEMOJIIIOUMX Ta 3MIHHUX Y 9acl pi3HOACTIEKTHUX
KOMITOHEHTIB apXiTEKTypU CUCTEMHU, YMOB Ta (PaKTOPiB IS BCIX pekuMax (PyHKIIIO-
HYBaHHS, Ha BCIX €Tamax >KUTTEBOTO LMKy 3 BpaxyBaHHSM 3B’A3Ky CUCTEMHU Ta
00’€KTy 3aXMCTY 3 30BHIIIHIM cepeoBuiiieM. CUCTEMHUN TIAX1 Y TOCTIKEHH] yII-
PaBJIIHHS MOKHA MPEACTAaBUTH B CYKYIHOCTI MPUHIUIIIB, IKUM HEOOX1HO CIiyBaTH
1 5IK1 B1IOOpaKaroTh SIK 3MICT, TaK 1 OCOOJIMBICTh MIAXOAY /10 YHPABIIHHSA PU3UKAMHU
CKJIQJIHUX CUCTEM 3 3aCTOCYBaHHAM [0T.

IIpuHOUN CHCTEMHO-ULILOBOIO MiAX0Ay PO3poOKkM cuctemMu. Ile ocHOBHMIT
IIPUHIIAI CHCTEMHOTO I AXO0Y, 10 Iepeadavyae BCTAHOBJICHHS rOJI0BHOI (TJ100aIbHOT)
T yIpaBTiHHS KiOepOe3meKor KOMITaHii, 110 MOJIsITae€ B HAWTOYHINIOMY BUSBIICHHS
MOXKJIMBHX BIJIXWJICHB B1JI 3aIJJaHOBAHHUX PE3YJIbTATIB Ta YIIPABIIHHS ITUMHU BiIXHJICH-
HSIMH 3 METOTO TiABUIIEHHS e(heKTUBHOCTI podoT KommaHii. [{e mpuHIMn nependa-
qae:
® BHU3HAYCHHS Ta 3MICTOBHE TIIYyMau€HHs rj00aJIbHOI I YMpaBIiHHS KiOepOesme-

KOO KOMIIaHIii;
® OIIIHKY OCHOBHHX (DAaKTOPIB, III0 HEraTUBHO BILIMBAIOTH HA KIIIOYOB1 PU3UKH KOMIIa-

Hii Ta JOCATHEHHS TJIO0ANBHOI 1T KibepOe3neku (3arpo3u, akTUBH, YPa3IHBOCTI,

IIIHHOCT1 aKTHBIB);

e BHSBIICHHS Ta aHAII3 YaCTKOBHX IILJICH Ta 3ac001B 3a0e3neueHHs Ki0epOe3neKku cu-
CTEMHU JIJISl ONTUMI3AIlil IOCATHEHHS MOCTaBJIEHOIO MEepPe]] HEI0 TOJOBHOT (TJ100aITh-
HOT) IT1Ti;

e JIOMIHYBaHHs IJ100aJIbHOI 11T KibepOe3nekn CUCTEMHU B TTOPIBHSIHHI 3 JIOKATbHUMHU
noTpebamMu Ta MOMKJIMBOCTSMH 3aXUCTY OKPEMUX ii KOMIIOHEHTIB (peai3allis OKpe-
MHUX HECUCTEMHHUX 3aXO0/I1B, CIPSIMOBAaHUX Ha 3HUKEHHS! HETaTUBHOTO BILJIUBY OKpe-
MOTO (haKTOpy PU3HKY, HE T03BOJISIE OTPUMATH CUCTEMHY ONTHUMI3aIliio);

e ¢(DEeKTUBHICTH YIIPABIIHHS PU3UKOM 3 YpaxyBaHHS BHYTPIIIHIX 1 30BHIIIHIX B3a€-
MO3B’sI3KIB KOMITOHEHTIB (DYHKI[IOHYBaHHSI CHCTEMHU Ha PI3HUX PiBHAX ii MO0y 10BU
Ta 3aXUCTY — PIBEHb MEPEXIi, pIBEHb OMepaliifiHoi CUCTeMH, piBeHb 0a3 NaHUX Ta
3HaHb, PIBE€Hb 3aCTOCYBaHb (ITpOrpaMHi MOIYJIl Ta KOHKPETHI anapaTHi 3aco0u, Ie-
pCcoHa)., Mij] BIVIMBOM SKUX 3A1HCHIOEThCSA (QyHKITIOHYBaHHS KoMmaHii. OcobirBa
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yBara npuIisieTbes anmapaTHuM 3acobam [oT, 1110 mparrorTh 3 BETMKHMH 00CATaMH

JTAaHUX, SIKI 30UParOThCS 3 BIAMOBIAHUX MPUCTPOiB-maTuukiB RFID Ta mMoOuibHMX

IIPUCTPOIB;
® 3B’SI30K YIPABIIHHS PU3UKAMHU 13 CTPATETIYHUMU IIJIIMA KOMITaHii yIIpaBIiHHS PH-

3WKaMHU, 10 € HEB1JI’€MHOIO YACTHHOIO MPOIECY MPUIHSITTS PIllleHb HA BCIX PIBHIX

il pyHKIIIOHYBaHHS.

IpuHmun onTuManbHOCTi. J[aHWI TPUHITUT MIIKPECTIOE MOXKIIUBICTD PO301KHO-
CT1 JIOKAJILHUX ONITUMYMIB OKPEMHUX ITiJIeH ONTUMI3aIlii pu3uKiB a00 OKPEeMHUX aKTHBIB
CUCTEMH 3 IJI00abHOIO LU0 CUCTEMHU. TOMy BiH BKa3zye Ha HEOOXIIHICTh B LIJISAX
JOCSITHEHHS II100alIbHUX IIJILOBUX PE3YJIbTATIB MPUMMATH PIIICHHS 1 BECTH PO3POOKHU
3 YJIOCKOHAJICHHSI CUCTEM HE TUIHbKM Ha OCHOBI JaHUX aHaTI3y JepeBa luiel , ajne i
CHUHTE3y MOKJIMBUX 3aC001B ONTHUMI3aIlll KIOep3aXuCTy.

IIpuHoun BpaxyBaHHs CHCTEMHHMX BHMOI nudposoi Tpancopmaiii 0izHecy
komnanii. [{udposa Tpancdopmariiist 3apa3 € oJHI€I0 3 HAUTAPAUIIINX O13HEC-TEM CY-
gacHoi komnanii. CknaaHi cucteMu 3 3actocyBaHHsAM [0T € BUpilIaTbHUM BaroMuM
dakTopom 1udpoBoi Tpancopmarliii KommnaHii. YpaBaiHHS pU3HKAMUA B yMOBaX ITH-
¢dbpoBoi Tparchopmallii KoMnaHii TOBUHHO Oa3yBaTHCS Ha aHaTI31 1 CHHTE31 PIllIeHb, iX
omTHMi3allii Ha Pi3HUX PiBHAX mU(poBOi Tpanchopmariii. Tak, B po6oTi [6] 3amporio-
HOBaHI B SKOCT1 0a30BUX TPH PiBHI: opraHizaiis, Oi13Hec-mporiec, iHdhopmaliiiiHa Tex-
Houtoris (puc.l).

The Digital Transformation pyramid

@
Corporate Corporate Corporate
layers building blocks goals
. . Define business
gtus;ness Business O target and
rategy Model corporate objectives

Operations
Toward the
market

Inside the
company

| Manuisclufing Achieve business

Corporate : « Supply Chain v LG
ExegutiOn Operating 7 /Coctice Go-to @ objectivesthrough
Model - Planning Market execution
o
I3
+ ERP * Smart Machines gi::bot )
Enabling » Robotic Process S Haeu oot . API Ease business
; i - Additive s © execution through
Automation (RPA) . N . [¢]
Technologles : Manufacturing * Big Data analytics tech solutions
) ' i:‘_la?:i(:‘ i il * AGV » Digital channel (app, web,
@ ?ﬁﬁgﬁ,“ 8 * loT and Sensors social net + media)

Puc.1. Ilipamina nudpooi Tpancopmarii 6i3Hec-kommaHii [6]
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VYrpaBiiHHS pU3MKaMU BEAEThCS HA PIBHSAX OopraHizailii, O13Hec-1poliieciB Ta 1H(o-
pMalIiHUX CUCTEM, IIPU L[OMY CJiJ 3a0e3MeuyBaT B3a€MO3B’ 130K Ta 0OMIH 1H(Op-
MaIll€r0 MIXK LIUMH PIBHSIMH 3 METOIO O€3MePEPBHOTO MMiJIBUILIEHHS €()eKTUBHOCTI 3111~
cHIOBaHUX il Ha BepxHbOMy piBHI (PiBHI OopraHizaiii) 3/[IHCHIOETHCS YXBAJICHHS Pi-
IIIEHb 11010 BU3HAYCHHS PU3UKIB, IO O€3MOCEPEIHBO BILTMBAE HA TIPOIIECH, IO BEAYTh
Ha HUOKYHX PiBHAX (Oi3HEC-TIpoIIeciB Ta iHPOPMAIIIHHUX CUCTEM).

Hpunuun cucremarusanii ingopmauniiiHux akTuBiB, 0i3Hec-npoueciB, Mpole-
ciB ynpasJliHHs, IOB’A3aHUX 3 00POOKOI0 PU3UKIB. 3a0€3MEUEHHS y CIEIaTICTIB 3
Ki0epOe3neKn CHCTEMHOT0 YABJIEHHS PO NMpPeAMeTHY 00J1acTh PO3POOKH 32 paxy-
HOK aHai3y pi3HOACMEKTHUX, 3B’S3aHUX Yy LJIICHE MPEICTaBICHH MoJIe]e (yHKIIi-
OHYBaHHs 1H(OpMaIITHOT CHCTeMH, 110 MPOEKTYEThC a00 (PYHKIIOHYE, iX MpU3HA-
YEHHS Ta 0COOJMBOCTI (PYHKITIOHYBAaHHS 3 METOIO BU3HAYEHHSI 00’ €KTIB 3aXUCTY, TUITIB
MO>KJIMBHX 3arpo3 Ta 3aco0iB 3axucTty. [IpornoHyeTbcst cucremMa mojeseil apxiTek-
TYpH CHCTEMH, siKa BigoOpaxae CTpYKTypHHI acnekT (pyHkiionyBaHHs. CTpyKTyp-
HUMN acreKT nependayae moOyA0By 00’€KTHOI CTPYKTYPH, 1110 BiIOMBA€E CKiIaja B3ae-
MOJIIIOUHX B IpoIlecax MaTepiaibHUX Ta 1HPopMaIiiHuX 00’ €KTIB MPEAMETHOI 00JIa-
cTi, B ToMy unciii cucreMu [0T; pyHKIiOHAJBLHOI CTPYKTYPH, IO BiIOMBA€E B3ae-
MO3B’ 130K (DYHKIIIH (JT1H) 111010 IEPETBOPEHHS 00’ €KTIB B IIPOIECax, B TOMY YHCII il
cuctemu loT, 1m0 moB’s13aHi 31 300poM, aHaIi30M, 00pOOKOIO Ta Iepeaadcto iHhopma-
11ii 3 BUKOPUCTAaHHIM 0a31 JaHUX Ta BIMOBIAHOTO MpOrpaMHOTo 3a0e3neueHHs, J0/1a-
TKIB UM TEXHIYHUX 3aC001B; CTPYKTYPH yIpPaBJIiHHS, 1110 BiJoOpakae mo/ii Ta 6i3Hec-
IIpaBHIIa, K1 BIUIMBAIOTh HA BUKOHAHHS IPOIISCIB; OPraHi3aliiHOl CTPYKTYpH, IO
B1I0MBA€ B3a€EMO/I1I0 OpraHi3aifHuX OJMHHITHL KOMIIAHI1 1 TepCOHAITY B MPOIiecax, BU-
3HAa4a€ posib KOPUCTYBAaua; TEXHIYHOI CTPYKTYPH, 5IKa OMUCYE TOIMOJOTII0 PO3TAIILy-
BaHHS 1 CIOCOOM KOMYHIKaIlli KOMIUIEKCY TeXHIYHHMX 3aco01iB [oT, B ToMmy uncii cuc-
TeMa JIaTYMKiB Ta MIPUCTPOIB IHTEPHETY pPeueii, OCHOB Iepeayl JaHUuX B 1X MEPEKeBin
CTPYKTYPI.

3aBepiiagbHAM €TaroM MOJIEIIOBAHHS € M00Y10Ba MPOLECOBHX Mojeeii. [X 3Ha-
YEHHS MOJISATa€ B BiIOOpaKeHH1 (PYHKIIIH, 1110 OTpUMaH1 Ha eTarll CTPYKTYPHOTO MO/1ie-
JIOBaHHS, B MOyl 1HGOPMAIITHIUX CHCTEM.

IpuHIMI cHCTEMHOTO0 ysABJIeHHs CTPYKTYpH cucTteMu loT. 3abe3neuenns y cre-
IIAJTICTIB 3 KiOepOe3neKkn CUCTEMHOr0 YsIBJIEeHHS MPo CTPYKTYpy cuctemu IoT sk
CKJIAJIOBOI YaCTHHU 3 METOIO BH3HAUEeHHS 0co0anBocTei akTuBiB 0T sk 00’ €kTiB 3a-
XHUCTY, THITIB MOXKJIMBUX 3arpo3 Ta 3aco0iB 3axucTy, nputamanaux cuctemi [oT. Oc-
HOBH OMHCY CTPYKTypu cuctemu loT € Momeni 11 apXiTeKTypH, 10 SK MPABUIIO, BKIIO-
4aloTh TpaHUuHy 001acTh (puc.2) [7]:
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rpaHuyHa obnactb (Edge)  06pobKa nopji i aHaniTMKa  KiHLEBI 3aCTOCYHKM

Real-time Mobile Apps
Message

loT Brokering
Gateways (pub / sub)

Sensors

Storage

Web portals

Actuators

Complex Event Device

Processing Registry AP| Gateways

Local Protocols

Analytics &
Smart Machine App

Devices Learning Backend

Smart devices

Puc. 2. Mogemni apxitektypu cuctemu loT [7]

B3aemomis indopmariitaoi cuctemu 3 [oT BinOyBaeThcs uepes AaTUnKH (SEnsors) Ta
BHKOHaB4l MexaHi3Mu (Actuators). I1i maTanku pa3om 3 yciero iHQpacTpyKTyporo s
iHTerpaiii 3 piBHeM 00pOOKHM MO, K PaBUIIO Yepe3 Mepexy Internet, opMyroTh
Tak 3BaHy rpannyHy o0nacts (Edge). Jlani, o moctynaioTs 3 rpaHuyHOI 001acTi 30e-
piraroThcsi 1 0OpOOJISIFOTHCS BIAMOBIIHO A0 3ajaadl (piBeHb 0OpoOKH MOJii 1 aHami-
TUKH, event processing, Platform). Ha nromy piBHI monii (mani) 30epiraroThbes
(storage), obpobssitorbest (Event Processing), mepeHanpaBisitoTbCs AJiE 0OpOOKU B
npoiiecax ckiaanoi cucremu (Real-Time Message Brokering, Stream Processing). Jlo-
JTATKOBO Ha IIbOMY PIBHI B1I0OYBAEThCS aIMIHICTPYBAHHS Ta KEPYBaHHS MPUCTPOSIMHU 3
rpannuHoi o6sacti (Device Registry, Edge Device Management). OTpumaHHs pe3yJib-
TaTiB, KOHTPOJb, Bi/IaJiecHEe KEPYBaHHS Ta aJIMIHICTPYBAaHHS CHUCTEMHU MPOBOIUTHCS
4yepe3 KIHIIEB1 3aCTOCYHKH.

Hpunuun edpekTUBHOCTI. O3Hauac HeobOXIOHICMb NOULYK)Y PAYIOHATbHO20 CHIBBIO-
HOWLeHHST MIdIC 8UMPAmMamuy Ha CMEOPEHHs CUCEMU 3aXUCY Ma Yilbosumu egex-
mamu 3axXucmy, 00CASHYMUMU 3A80AKU ii (PYHKYIOHYBAHHIO.

I[Ipunuun 6e3nepepBHOCTI nependayae, MO aHaNI3 PU3UKY 1 TOLTYK METO/IB 3HU-
YKE€HHsI HOTO HEraTUBHUX HACIIIKIB IOBUHEH BECTHUCS MOCTIMHO 3 BpaxyBaHHS BiJIIO-
BIIHMX YCTAaHOBOK MOJIITUKU O€3MEeKH KOMIIaHii, ICHyIOUMX CUTYyaIlliHUX YMOB IIPUI-
HATTS PillIeHb, IPaBUJI Ta IPOTOKOJIB 1i peanizarii. [Iporiec ynpaBiaiHHS pU3UKOM I10-
BUHEH OYTH BKIIFOUCHUH B €JMHUM KOHTYP YIIPaBIIHHSI pOOOTH KOMITaHii.

IIpuHIMN AiarHOCTUKU KPUTHYHHUX NMapaMeTPiB PU3UKY. YTIPaBIiHHS MIIIPU-
€MCTBOM MOBHHHE CITUPATUCS HA HAYKOBO OOTPYHTOBAHE MPOTHO3YBAHHS MOMXJIHBUX
HACJIAKIB 1 BUSIBJICHHS MOTEHUIMHO HAHOUIbII CEPHO3HUX JHKEpEN 1 YMOB PU3UKY Ta
OIIHKU SIKICHUX Ta KUIbKICHUX IMOKA3HWUKIB PHU3UKY BIAMOBITHO 31 BCTAHOBJICHOIO
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IIKQJIOIO OIIHIOBAHHS Ta CHUTHAJI3AIIEI0 MPO TMOSIBY iX KPUTUYHUX 3HAYEHBb — cepu
HETPUITYCTUMOTO Ta KPUTUYHOTO PU3UKY.

Ipunuun 6araToBapiaHTHOCTI KOHIICHTPYE yBary Ha 3a0€3Me4eHHI Ha KOXKHOMY
eTarll yIpaBJIiHHS PU3UKOM IOIIYKY 1 aHAII3y ajJbTepHATUB MOMJIMBUX PIIIEHb, 110
HaWO1IbIT €(DEKTUBHO BIAMOBIAAIOTH CUTYAI[ITHUM YMOBaM YIIPABIIHHS 3 METOIO ede-
KTHBHOTO JOCSATHEHHS MOCTaBIICHUX ITiel. [TpuHIun peamisyerbes 3a paxyHOK Oara-
TOBapiaHTHOCTI MOJIEJICH Ta METOIIB OIIIHKH PU3HKIB Ta BHOOPY 3aXOIB X 3HUKEHHS
3 METOI0 CHCTEMHOI IIJIECIIPSMOBAHOT ONTUMI3allii PIIIICHb.

IIpyHUMIT BpaxXyBaHHSA HECTPYKTYPOBAHOI Ta CJIa0KO CTPYKTYPOBAHOI MPO-
0J1eMu NPUHHATTA pillieHb. YTIPaBIiHHA PU3UKAMU, 3 OJTHOTO OOKY, TOBUHHO 3a0€3-
MEYUTHU CUCTEMHICTh OI[IHIOBAHHA 3 BpaXyBaHHSAM PI3HOACIEKTHOCTI BUMOT J0 MipH
dhopmaizarliii mporeciB Ta yJI0CKOHAJICHHSI MaTeMaTHYHOTO amapaTy peajizarlii, mij-
BUILICHHS PIBHS JIOCTOBIPHOCTI Ta JIOCTYITHOCTI peati3allii Ta, 3 1HIIOro 00Ky, Bpaxy-
BaHHS HE301XKHOCTI pealIbHUX YMOB HECTPYKTYPOBaHOT MPOOJIeMH MPUNHSATTS PIllICHb
Ta KOHIIETITyalIbHOI HeBM3HaYeHOCTi. HecTpykTypoBaHa mpobiaemMa NpuiHATTS PilllcHb
yIPaBIiHHS PU3UKAMHU XapaKTePU3y€EThCS TUM, III0 HEMOKIIMBO Ta B 0aratb0X BHIIAI-
KaX HEJOIIJILHO 3aCTOCYBAaHHS TUIBKM aHAITHYHUX KITBKICHUX PO3paxyHKIB. B 1mux
YMOBax BpaxyBaHHS Ta 3a0€3MEUYECHHsS] KOMIT FOTEPHOTO 1HCTPYMEHTapil0 BUKOPHC-
TaHHS JOCBIAY Ta 3HAHB «JTIOJIMHW» T03BOJISIIOTH YAOCKOHAIIOBATH MPUWHATI PIICHHS
Ta Pe3yJIbTATH iX peaizarlii.

IIpuHoun 6araToacneKTHOCTI OWIHKM HiHHOCTI 00’ekTiB 3axmcry. [IpuHumn
KOHIICHTPYE yBary Ha HEoOX1JHOCTI BIIXOUTH BiJl CTAHAAPTY BpaxyBaHHS TUTbKH (]i-
HAHCOBUX 30MTKIB MPHU peatizallii 3arpo3 MmopymeHHs KOH)1IeHIIIHHOCTI, IIJTICHOCTI
Ta JOCTYITHOCTI JaHUX, 1 MOTpeOy€e yIOCKOHATIEHHS pe3yibTaTiB OI[IHIOBaHHS Ha OC-
HOBI CTPYKTYpH3aIlli OLIHOK BTpaT 3a OaraTbMa KpUTEPisSIMH Ta BpaxyBaHHs X TTOPIB-
HSUTBHOTO TIPIOPHUTETY.

BucuoBxu

Ponp Ta 3HaUyIIiCTh CHOPMYITHOBAHUX TMPUHIIHITIB MiATBEPKYETHCS aKTUBHOKO JTi-
SUTBHICTIO MI>KHApPOJHUX OpraHi3alliid Mo CTaHmapTH3allii B bOMY HampsMi, po3po0-
KOO Ta HAKOTIMYCHHSIM B TIPAKTHUIll (YyHKIIOHYBAaHHS Cy4YaCHUX KOMITaHIi yHIBepCalb-
HUX €EKTUBHUX CHCTEM yMPaBIiHHS PU3UKAMHU, B TOMY YHUCIII B CKJIAJHUX CHUCTEMax
3 3actocyBanHsM [0T [1-6]. Lle mo3BosI€ 3pOOMTH BUCHOBOK MPO aKTyaJIbHICTH MO1a-
JBIIOTO PO3BUTKY MOXJIMBOCTEH CHCTEM YIPaBIIHHS PU3UKY CUCTEM TaKOTO KJacy Ha
OCHOBI PO3BUTKY Ta yIOCKOHAJIEHHS JIFOJIUHO-MAIIMHHOTO IHCTPYMEHTApII0 peati3alii
€TamiB yInpaBiIiHHS PU3MKaMU B KOHIICTIIIT peai3allli MpUHIUIIB o0y 10BU BU3HAYE-
HUX CHUCTEM.
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AHoOTaLisA

Konnenist Smart School - rHydKicTs, o nepeadadae HassBHICTh BEIMKOT KUTBKOCTI JIXKe-
pes, MakCUMallbHa PI3HOMAHITHICTh MYJIbTUMEIIa, 3MaTHICTh MIBUAKO 1 TIPOCTO HaJlalll-
TOBYETKCS TIiJT PIBEHb 1 MOTpeOU ydHs. B ymMoBaxX moCTiHHOTO 3pOCTaHHS 1 OHOBJICHHS
3HaHb 0e3MepepBHUN PO3BUTOK KOMIIETEHIIIH MPOTATOM BCi€i Kap'epu cTae HAHO1IBII aK-
TyaJbHUM B CHUCTEMIi Cy4acHOi OCBITH. /IJI1 pO3BUTKY OCBITH B)KE€ HEIOCTaTHHO BILIMBY
JocbKoro Kamitany. HeoOXiHO 3MiHIOBATH caMy OCBITHE CEpPEIOBHIIE, HE IPOCTO Ha-
poIIyBaTH OOCSATH yYTBOPEHHSI TPYIOBUX PECYpCiB, Ma€ SKICHO 3MIHUTHCS CaM 3MICT
OCBITH, HOTO METO/M, IHCTPYMEHTHU Ta CepeloBHINa, HeoOXiqHuH nepexin 1o SMART-
YTBOPEHHSL.

Abstract

The Smart School concept is flexible, which implies the availability of a large number of
sources, the maximum variety of multimedia, and the ability to quickly and easily adjust
to the level and needs of the student. In the context of constant growth and updating of
knowledge, the continuous development of competencies throughout a career is becom-
ing the most relevant in the modern education system. The influence of human capital is
no longer enough for the development of education. It is necessary to change the educa-
tional environment itself, not just to increase the volume of labor resources, the content
of education itself, its methods, tools and environments must change qualitatively, and a
transition to SMART education is needed.

Beryn

Po3ymue MicTo — 11e Habip neBHUX 1H(POpMAIIHKX Ta HUPPOBUX TEXHOJIOTIH, K1 pO-
OJISITH JKUTTS JIETIIAM, ACIIEBIIUM 1 KOM(POPTHIIINM y Cy4aCHUX MICTaX, 1110 CTUKAIOTHCS
3 OararbMa BUKIKMKaMu. L{poMy cripusiia yxBana Konuernii po3BuTKy 1udpoBoi eKoHO-
MiKH Ta cycrniibcTBa Ykpainu Ha 2018-2020 poku Ta 3aTBEpHKEHHS IUIaHY 3aXOZ1B 111010
ii peamizami [1].

Sk Bi1OMO po3yMHE MicTO (Smart city) — 11e MiCTO, sIKe BUKOPUCTOBYE Cy4acHI TEXHO-
JIOT11 1711 MOKpAIeHHS AKOCT1 KUTTS [2]. TexHomorii po3yMHOro MiCTa IHTEIpYIOThCS Y
BIJIMOBI/IHI CTPYKTYPH JIJIsl TIIABUIICHHS SIKOCTI HAJaHHS TOCTYT, 3MEHIIICHHSI BUTPAT 1
CIHOXHUBAHHSI PECYPCIB, MOKPAILIEHHS! KOMYHIKAIIil Ta B3aEMOPO3YMIHHS 3 HACEJIEHHSIM.
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Excnieptu 3 apxiTekTypH [2] BUALTHIM HACTYIIHI XapaKTEPUCTUKUA TEXHOJIOTII, MOB's-
3aHi 3 «Smart City»:

11e Mae OyTH MPUKIIAIHA €JIEKTPOHHA a00 1TMpoBa TEXHOJIOTS, sSIKa MPaIltoe Ha MICTO;

PO3poOKa MOXKE BUKOPUCTOBYBATH 1H(POPMAIIHO-1TH(DPORBI TEXHOJIOTII /7151 TpaHcho-
pMallii JKUTJIOBUX Ta pOOOYHMX YMOB Y PETiOHI;

TEXHOJIOT1S MOXe OYTH 1HTETPOBAHOIO /ISl TOKPAIEHHS pOOOTH MICIIEBOI BJIa/IH;

rpoMajia Ta MiChKi CTICIIaTiCTH MOKYTh BUKOPHUCTOBYBATH 111 TEXHOJIOTII 32 TEPUTOPI-
TLHOIO O3HAKOIO JIJIS 37100y TTSI HOBHX 3HAHb Ta IMOYATKY IHHOBAIIMHOTO PYXY.

Anie po3yMHI MiCTa 3apa3 Ha3WBaIOTh TAKOK METralpOeKTaMHu, 1110 CTBOPIOIOTH HOBI Mi-
cta 3 HyJs1. [l{onpasya, )koIeH 3 IMX 1HBECTULIIHHUX TPOEKTIB I1I€ HE peaTi30BaHuM MOB-
HICTIO, aJIe BOHU € PE3yJIbTATOM BEJIMKUX MUKYPSIIOBUX yrojl. JIto/ichka B3I Ha-
MaraeTbCsi BUPILIMTH MPOOJIEMH MacoBOi ypOaHi3allii - TPEHAY MUHYJIOTO CTOJITTS - CITi-
JHHUMU 3yCHJUIIMU Ta PECYPCaMHL.

HanpartoBanHsi po3yMHOI0 MICTa MOXYTh OyTH BUKOPUCTaHI B Oaratbox cdepax ym-
PaBIiHHS MiCTOM, TaKHX SIK TPAHCIIOPT, €JIEKTPOHHE YPSTyBaHHs, EHEPreTHKa, OXOPOHA
3JI0pOB's, OY/IIBHUIITBO Ta TPOMAJCHKE KUTTS Ta 3aKJ1aJlaX OCBITH B TOMY YUCJHI B IIIKO-
nax. Y KOHIM 3 IUX cep IHHOBAILIIIHI pO3pOOKU MOXKYTh OyTH 3aCTOCOBAHI ISl CKOPO-
YCHHS BUTPAT 1 ONTUMI3allli BUKOPUCTAHHS PECYPCIB.

[Tpeamerom HaIIOTO JTOCIIHKEHHS € 3’CyBaTh MOHATT Smart School B koH1emnii iH-
dbpactpykrypu smart city. Hanmpuxinazg konneniieto mpoekty Kyiv Smart City [3] Bu3Ha-
Yae MPIOPUTETHI PIICHHS JJIsl PO3BUTKY MICTa: Oe3reKa, Mpo30piCTh BIalu, POZYMHHI
TPAHCIIOPT Ta eJIEKTPOHHI cuctemH (puc. 1).

BnpoBamkennst mepex Wi-Fi. Smart City marots 0yTr MOOUTEHUME. ToMy mepimm
KPOKOM € 3aIpOBa/IKEHHS 0e3K01TOBHOI Mepexi Wi-Fi. [HTepHeT noBUHEH MOKpHUBaTH
IPOMAJICBKI MICLS, BKJIFOYAIOUX Ha MOJIBIP 1 IIKOJIA, METPO, aBTOCTOSTHKH, IBOPH Ta Ia-
PKH.

Cucremu BizeocmocTepeskeHHsI 3a MPUJIEIVIOK TEPUTOPIEI0 Ta B MPUMIILIEHHSX
mKoJau. [IpornonyeTsCst MABUIMUTH O€3MEKy B MICTI IUIIXOM 3alpOBaHKEHHS CUCTEM
BiJeocnocrepexeHHs. Kamepu OylyTh BCTAHOBJIEHI B METPO, HA BYJIULISX, IEPEXPECTSIX,
y mia'i3aax KUTIOBUX OyIUHKIB Ta IBOpax, MapKax 1 MICISIX MacCOBOTO CKYITUEHHSI JIFO-
neit. Bineoindopmaiiis 30epiraTUMETHCS HA OKPEMOMY CEpBeEpi Ta 3a OTpedH repeiaBa-
TUMETHCS TIPABOOXOPOHHUM OpraHaM.
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Puc. 1. Smart School B konuenmii inppactpykrypu Smart City

Po3ymue napkyBanHs 0is mkoJm. CTaTucTHKa okasye, 110 nonaj 30% 3aropis Ha
JIoporax CIpUYMHEH1 TUM, 1110 BOJIIT IIyKalOTh MICIIS JIJIsl MTApKyBaHHA OUIs IIKOJHU. 3a-
BIISIKU «PO3YMHOMY NTApKyBaHHIO» BO/I1i 3MOXKYTh BIICTEKYBaTH 3aBaHTAKEHICTh TapKO-
BKHM HaBKOJIO 000paHO1 IIIKOJIX 1 IIBUJIKO J13HABATHUCS, YU € BUTbHI MICIIS.

Kamepu 3untyBaTuMyTh HOMEPHI 3HAKU MTPUIIAPKOBAHKX TPAHCIIOPTHUX 3aCO01B, a CH-
CTeMa BUITMCYBaTUME IITpad, SAKIIOo oruiata He Oy ie 3/iicHeHa OlibIie He0OX1HOTO Yacy
IUTA BUCAIKW/TIOCAIKHA JUTUHUA.

Po3ymHe ocBiT/IeHHSI NPUIIKIJIbHIH TepuTOPii Ta y npuMinleHHsX. 3BUYaiiHi Jia-
MIIM 3aMIHSTh Ha CBITJIOJIOJHI Ta BCTAHOBJIATH CUCTEMY YNpPaBIIiHHS OCBITJIEHHSM. Lle
3HAYHO 3MEHIITUTh BUTPATH MICTa Ha BYJIMYHE OCBITJICHHS Ta eleKTpoeHeprito. Hapasi Ha
OCBITJICHHS BUTpavaeThes Bizl 18 10 30% MichbKOTo OOKETY.

KHonkn excrpeHoro pearyBanisi. BcTaHOBIICHHSI KHOMIOK €KCTPEHOTO pearyBaHHS
JI03BOJIMTSH IIBU/IIIE TIEPEAABATH 1H(POPMALIIIO PO MPABOMOPYIIEHHS, 110 MOKYTh BUHU-
KHYTH B IIIKOJIaX.

Smart School — cuctema aBromaTuzarii sl 3aKiajliB 3arajibHOT CEPEIHbOI OCBITH,
npogeciitHo-TexHIUHMX HaBuanbHUX 3akiaaiB Ta BH3 I - II piBHiB akpeaurarii. Takum
YMHOM PO3yMHA IIKOJIa — 1€ Ha0ip crienianizoBaHux iHpopmaliitHux ta nudpoBUX TeX-
HOJIOT1i, SIK1 MOKPaITytOTh KOM(POPTHICTh HABYAHHS LIKOJISIPIB, PpOOOTY Ta OOCITYTOBYIO-
YOro MepcoHay.

Smart School mae 3anponoHyBaTi BCIM Y4aCHUKAaM OCBITHBOT'O MPOIIECY OCBITHIO 11~
dbpoBy 1Iatopmy, sika MAKCUMAJIBHO PO3KPpHUE IXHIM OCBITHIN noTeHItian. Bonu npsimy-
BaTUMYTh IUISIXOM, Ha SKOMY OyIyTh KPUTUYHO MUCIUTH Ta 3 JIETKICTIO JIOJIATH YC1 BU-
KJIMKU CTAHAAPTIB OCBITH CHOTOJICHHSI, TT1ABUIIYBATH SIKICTh OCBITHBOTO TIPOIIECY .

JIo MO3UTHUBHUX aCIMEKTIB 3aCTOCYBaHHS Smart-TeXHOJIOT1 B HAaBYAJILHOMY MPOIIECi
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IIKOJIM BITHOCUTKCS HACTYITHE:

MO>KJIMBICTD X BUKOPUCTAHHS IT1]] YaC BUKJIAIaHHS AUCUMIUTIH IPUPOTHUYO-MaTEMa-
TUYHOTO LIUKITY;

T1JIBUIIICHHS IHTEPECY YUHIB 10 HAaBYAHHSI,

CYYaCHICTb TEXHOJIOT1H, pO3yMIHHS Ta CIIPUHMAaHHS 1X YYHAMU SIK IPUPOTHOT CKIIa10-
BO1 MOJIOJTUX JIFOJIEH, 110 pOOUTH X JKUTTA 3pyYHUM 1HCTPYMEHTOM JIs1 PO3BUTKY TBOP-
YOro MOTEHINay;

MOMipHA JIETKICTh TIOETHAHHS Smart-TeXHOJIOT1H 3 KOMYHIKaTUBHUM IT1JTX0JIOM JI0 BH-
KJIaIaHHS TUCITUTUTIH PUPOTHAYO-MATEMATHYHOTO ITUKITY;

3MiHY mpodeciifHol AISUTEHOCTI 3 (PI3UYHOT IJIONTMHM Y BIpTyaIbHUN TpocTip [4].

B ymoBax BiiiHu y Smart School mpocrTiiie peanizyBaTi 6e3nepepBHICTh OCBITHBOTO
MPOIIECy B YMOBaX BUMYIIICHOT IEPEPBH BHACTIIOK MOBITPSHUX TPUBOT [5].

OT1xe, pO3BUTOK LIU(PPOBHUX TEXHOJOTIM HACTUILKHA CTPIMKHIA, III0 BYEHI LIE HE 3PO3Y-
MUTH MOKITUBOCTI Ta MEXI iX 3aCTOCYBAHHS 1 PO3POOMIN KOHUEMIII0 PO3YMHHX MICT SIK
TYMaHITapHOTO MPOEKTY JJIs IHKITFO3UBHOTO Ta OE3MEYHOT0 PO3BUTKY JItOCTBA. BripoBa-
JDKEHHS Smart-pillieHb y MOJITUKY CyYaCHUX MICT Ta LKL € BaXJIMBUM COLIAIGHUM 1 TO-
JTUYHUM TpoekToM. Smart School MOXKyTh BIAMOBICTH Ha BUKJIMKH, TOB'A3aH1 31 3pOC-
TaHHSM IIUTHHOCT] HACEJIEHHS Ta MO0 MOCTIMHUM BIUTUBOM Ha KUTJIOBY 1 TPAHCIOPTHY
1HpACTPYKTYypy. Y Mipy TOTO, SIK EKOHOMIKA CTa€ BCE OUIBIIT ITU(PPOBOIO, 3'SIBIATUMETHCS
BCe Oublie 1 OUIbIIE eleMeHTIB po3yMHUX MicT. Jliist Toro, mo6 Smart School gocsirna
Bcix cBoix muteH, IKT moBuHHI akTHBHO pO3BUBATHCS, HE Oy Iy4H «BIAPi3aHUMI BiJ 1H-
IIMX €JIEMEHTIB PO3BUTKY MICBKOI IHPPACTPYKTYypH [6, C.63].
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ABTOHOMHUM HABITAIIMHUM IPUCTIN
ITHEPIIAJIBHOI'O THUITY

Baaum JYIEHKO (x.1.H., 1oueHT)!
Oaexcanap TABPIOKOB (n.1.H., npodecop)?
Oabra BOHJIAPYYK (x.1.H., 101€HT)?

Kuiscoxuil nayionanvruil ynisepcumem 0yoisHuymea ma apximekmypu, paxyiomem agmomamu3sa-
yii i inghopmayitinux mexnonoziu, kageopa asmomamu3ayii mexnonoziunux npoyecis, Kuis, Yxpaina
Hutsenko.viu@knuba.edu.ua, > havriukov.ov@knuba.edu.ua, 3 bondarchuk.ov@knuba.edu.ua

Abstract

The analysis was carried out and a list of the main requirements and functions of an au-
tonomous navigation device of the inertial type was formed. The structure of the data
logger was proposed. Work modes were determined and the work algorithm was created.
The software is developed and the circuit board is built.

Beryn

Hagirariiai cucTeMu 1HEPIIHHOTO TUITY — I1€ CUCTEMHU, 1110 BUKOPUCTOBYIOTHCS JIJIs
BU3HAYCHHS MOJIOKEHHS, IIIBUAKOCTI Ta opieHTaIlli 00'ekTa B IPOCTOpi O€3 BUKOPUC-
TaHHS CUTHAJIIB CYITyTHUKOBUX HaBITaI[IfHUX CUCTEM a00 Ha3eMHHX MasKiB.

Li cuctemu MaroTh HIMPOKY 0OJacTh 3aCTOCYBaHHS B aBialliifHii MPOMHCIOBOCTI
JUI YOPaBIiHHS MOJFOTOM Ta HaBIralii JiTakiB, KOCMIYHHUX anapariB, y MOPChbKii Ha-
Birarisi Jyist BA3HAYCHHS IMOJI0’KEHHS KOpaOJIiB Ta MiABOIHUX YOBHIB, B CKJIaJ[i aBTOHO-
MHUX TPAHCIOPTHHUX 3aCO0IB JJIsI BUPIIIICHHS 3a7a4 CAMOHABEJCHHS Ta KEPyBaHHS.
Takuii MUPOKUNA CHEKTP HAMPSIMKIB 3aCTOCYBAHHS 0OYMOBJIEHUN MOMXJIUBICTIO aBTO-
HOMHO1 pOOOTH, BUCOKOIO TOUHICTIO MTO3UIIIOHYBAaHHSI Ta OpPl€HTAllll HA HEBEJTUKHUX BiJl-
CTaHSX, BUCOKOIO IIBUJIKICTIO PEaKIlii Ha 3M1HU TOJIOXKEHHSI 00'ekTa.[1]

VY Toil ke yac cucTeMaM 1HepUIHOI HaBiraiii NpuTaMaHHEe HAKOIMUYEHHS] TOMHJIOK
IIpY TPUBAJIOMY BUKOPHUCTaHHI, YyTJIMBICTb O BiOpalliii, TeMrepaTypHUX 3MiH Ta 1H-
IMX 30BHIMIHIX (pakTopiB. CTBOPEHHS 1 BAOCKOHAJIEHHS HAaBITaALITHUX CUCTEM 1HEp-
IMHOTO TUIY MOTpPeOy€e JOMAATKOBUX AOCIIKEHb, PO3POOKHU SIKICHO HOBUX MoOJieiel
Ta MIIX0JIIB 10 MPOEKTYBAHHS, 110 B CBOIO YEpry Iepeadadae po3poOKy Ta BUKOPHC-
TaHHSA OJIOKIB Il BUMIpIOBaHHA Ta (pikcallii CUTHaJIIB HaBIraliiHUX AaT4uKiB. Takui
MIPUCTPI HA3UBAETHCS AATAIOITEPOM, a HOro po3podOKa 3/iiiCHEHa B XOJIi MpOBe/e-
HOTO JOCIIHKCHHS.

EdexTuBHEe 3acTocyBaHHs JaTajorrepa nependadae BUKOHAHHS Ta 3a0e3MeueHHs
psy BUMOT 1 (DYHKIIIM, OCHOBHUMU CEPEJL AKUX €:

1. Tudopmarris B IHEpUIKHUX AATUYMKIB MOBUHHA 30€pIraTUcs Ha 30BHIIIHBOMY HO-
cii nanux (Hanpukiana, SD-kapTi).
2. 3abe3neyuTd BUCOKY MIBUAKICTH 300py JaHUX.
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3. 3abe3ne4yuTH MATPUMKY JIOCTaTHHOI €MHOCTI MaM'saTi, IO JO3BOJUTH 30epiraTu
1H(opMaliro 3a TpuBaji MEepPioAN Yacy poOOTH.
4. 3abe3neyuTd CHHXPOHI3AIl0 JaHUX 13 30BHINIHIMU JHKEpesiaMH yacy abo Teoro-
3UIIIOHYBaHHSI, IO T1JIBUIIIUTH TOYHICTh Ta 3pYUHICTh MOAAJIBIIIOTO aHAJI3Y JaHUX.
KomnaktHuit po3aMip Ta HaJiiHICTb.
6. Maru HeoOxiaHi iHTepdeiicH Ui BUBAaHTAXEHHS TaHUX HA KOMI'IOTep abo 1HII
MPUCTPOI TSI TOJANBIIIOTO aHaJi3y, OOPOOKH Ta Bizyami3ailii.
7. 3abe3nmedynTH CTIHKICTh Ta 3aXUIIEHICTD BiJ] BiIOpaIliii, eKCTpeMaIbHUX TEMIIEPaTyp
Ta 1HIINX BIUIMBIB.
Bubip enemeHTHOI 6a3u MPOEKTY MPOBOJIUBCS 3 ypaxyBaHHAM 3a3HAU€HUX (PYHKIIi-
OHAJIbHUX BUMOT, IOTIOBHEHUX KPUTEPIEM MIHIMAIIbHOT BAPTOCTI.
VY SKOCTI MIKPOKOHTpOJIEpAa BUKOPUCTAHO 32-X po3psaaHuil ARM MIKpOKOHTpoOJIEp
Nuvoton M051, mo BimHOCHTECS 110 cimercTBa Cortex MO.
Jlo ckiay MiHIMaabHOTO HAOOPY HaBITAIMHUX JATYMKIB BBIAIILIN:
- LSM 9DSO0 — 3-x ochoBH#l aKCcEeIEPOMETP Ta MarHiTOMETP;
- L3GD20H — 3-x ocb0oBuU TIPOCKOIT;
- BMP 180 — gaTunk abCOMOTHOrO aTMOCHEPHOTO THCKY.[2 ]
JI1s1 oTprMaHHS MITOK 4acy, IO BIJMOBIIATUMYTh IIPOBEACHUM BUMIPIOBAHHSIM 0
CKJIaJy JaTajorrepa BKIIOUYEHO TOJMHHUK peaJbHOTo Yacy Ha Mikpocxemi DS3231.
JlroquHo-mammHHOTO 1HTEpdEiic KopucTyBada Oysi0 OpraHi3oBaHoO Ha 0a3i MiHIaTIO-
puHoro OLED nucnuiest po3mipom 128x68 Ha 6a3i apaiisepa SSD 1306 ta enekrpome-
xaHiyHoro enkojiepa PEC-11R.
Jlnst 30epexeHHss OTpUMaHoi BUMIproBaibHOI iHpopMartlii Bukopucrtano flash kapty
nam’s1ti popmaty microSD emuicTio 161°6.
VYci nepudepiitHi npucTpoi, 3a BUKITIOUYECHHSIM KapTH maM’siTi, TiAKIIOYEeH] 10 MiK-
poxoHTponepa o muHi [2C, mo npairoe Ha gactoti 400l Flash makonmayBay mif-
kimoueHo no muH1 SPI. CtpykTypHa cxema gaTtanorrepa HaBeJeHa Ha puc. 1.

)}

73



The 3rd International Conference on Emerging Technology Trends on the Smart Indus-
try and the Internet of Thing

VDD 33V
2 : X2 5 pin X5 4 pin
£ gul | 2pin Ice Interface
PP Prog UART
3 2
Y
U5 NUVOTON Mo51 SPI
X3 3 pin 3 32-bit RISC ARM Cortex-M0 4 X6 10 pin
—> +) SRAM: 4K Bytes +) SD card —
Encoder CPU clock: up to S0MHz 16 Gbyte
Flash(ROM):
[—
2
Ul 24 pin Us 16 pin
»-| LSM 9DS0 DS 3231 B SE——
81 x REGs [2C Addr: 19 x REGs  12C Addr:
X4 4 pi
1) 16 pin S pmn
»| L3GD20H o <
24 x REGs 12C Addr: i
U3 7 pin
P BMP 180

7x REGs 12C Addr:

Puc.1. CtpykTypHa cXemMa aBTOHOMHOT'O HaBIraIiifHOro mpucTporo iHepLialbHOTO TUITY.

Anroput™ BUMIpIOBaHb Mepeadayae, 110 BUMIPIOBaHHS BUKOHYIOThCS cepismu. Ko-
’KHa cepisi pO3MOYMHAETHCS 32 CUTHAJIOM BiJl TOAMHHUKA PEAIbHOTO 4acy, 4acToTa
akoro ckiaaae 1I'm. Crnovarky mani 3uuTyroThes 3 Mikpocxemu LSM 9DS0 motim
L3GD20H ta BMP 180. V kiHIli KOXHOTO 34UTyBaHHS 1HIIIATI3yETHCS MTPOIIEC 3AMTUCY
OTpUMaHMX JTaHUX Ha KapTy mam sTi. [licas goro mporec BuMiproBaHHs Oyie€ MOBTO-
PIOBAaTUCh XK JI0 MOSIBU YEPrOBOT0O CUTHAIY BiJl TOJMHHUKA peajbHoro yacy. Koxna
cepist BUMIproBaHb MiCTUTh 0yin3bk0 1000 pe3yabTaTiB JyIsl KOKHOTO MapameTpy.

JlaHi, 110 3aMuCyOThCs HAa KapTy mam’siTi JOMOBHIOIOTHCS MITKaMU 4acy, siki (op-
MYIOTBCS 3 BUKOPHCTAaHHSM IMOTOYHOTO Yacy, IO OTPUMYETHCS BiJl MIKPOCXEMH
DS3231.

AnropuT™M po0OTH JaTajorrepa nepeadayae IeKiabka pekuMiB poOOTH.

1. Pexxum aBTOHOMHOTO (DYHKIIOHYBaHHS 3 (pIKCAIllEI0 OTPUMAHUX JaHUX. Y LbOMY
pexuMi BIIOYBAaIOThCA BUMIPIOBAHHA Ta 3aIUC iX PE3yJibTaTiB Ha KapTy HaMm’ sTi.
BuBijg naHux Ha qucIiel He rmependadyaeThes.
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2. PexuM aBTOHOMHOTO (pyHKIITIOHYBaHHS 3 (piKcaIli€ro JaHUX, 1110 IEPEBUIIYIOTh 3a-
JaHe MoporoBe 3HaueHHs. [loporosi 3HaueHHs 334a10THCA M0 KOXKHOMY IapaMeTpy
okpeMo. BuBia JaHWX Ha AUCIUIEH HE Mepe0adaeThesl.

3. CepBicHuii pexum 1 mepenbadae MpoOBEACHHS BHUMIPIOBaHb 3 BiA0OpaKEHHSIM
OTpUMAaHMUX Pe3yJIbTaTiB Ha JuCIUIe] 6e3 iX 3amucy Ha KapTy mam ATi.

4. CepBicHu# pexuM_2 J03BOJIA€ MPOBECTH HANAIITYBAHHS MOPOTIB CIPALIOBaHHS,
BCTAHOBHUTH 3HAUEHHS OTOYHOI 1aTH Ta yacy, o0paTH pexXuM poOOTH.

[Iporpamue 3a0e3nedeHHs narajgorrepa po3pooseHo Ha MoBl C 3 BUKOPUCTAHHSIM
npoiexypHoro miaxomay. CTBOpeHO okpeMi PYHKITIT, 10 peani3yloTh OMUTYBaHHS Ja-
TYUKIB, HaBITAIIIO TI0O MEHIO, B1JIOOpa)KEHHS BUMIPIOBaJIbHOI 1HPOpMAIIii B peaIbHOMY
yaci. OKkpeMy 4aCTUHY MPOTPAMHOTO 3a0€3MEUCHHS CKJIAJIal0Th TPU CIIYKOOBHX MO-
TyJii: MOJYJib, IO peani3ye iHdopmaliiauii 0o0MiH no mmHi1 [12C; Moay:b, o 3a6e3-
neuye BUBIJ AaHux Ha OLED aucnuedt; Ta MOysib YUTAHHSI-3aMUCY JaHUX Ha KapTy
nam’sTi. BigzHauumo, 1110 po3pooKa mporpaMHOro 3a0e3neueHHs MPOBOIUIIACh B Ce-
penosuii Keil uVision 4 3 BUKOpUCTaHHSIM TPOTOTUNIB QYHKILIHA 115t pOOOTH 3 MEepu-
bepiitHIME TPUCTPOSIMH MIKPOKOHTpPOJIEPA, K1 yTBOprotoTh — Board Support Package
(BSP).[3] Takwuit migxin 3abe3nedye NeBHUIM piBEHb a0CTpakilii Ha amapaTHOMY piBHI
1, 0€3yMOBHO, CIIPUSIE MIABUIIICHHIO IIBUAKOCTI pO3POOKH.

3 Bukopuctanusim CAIIP Altium po3po0iaeHO0 KOMIUIEKT KOHCTPYKTOPCHKOI JJOKY-
MEHTaIlii Ji1 BUTOTOBJICHHS JBOIIIAPOBOI JAPYKOBAHOI IJIATH JATaorrepa. 3 METo
3a0€3MeUeHHs] 3PYYHOCTI MOHTaXY Ta HEOOXITHICTIO MIABUIICHHS BIOPOCTIMKOCTI
[IUISIXOM 3aIIOBHEHHS MIPOCTOPY MK €JIeMEHTaMHU BOJIOTOCTIMKMM KOMIAYHJIOM, MiK-
POKOHTpOJIEp, YacH PEAbHOTO Yacy Ta JaTYUKHU PO3MIIIECHI Ha BEPXHIM MOBEpPXHI
JIaTH, B TOW Yac sSK KapMaH KapTu MaM’ STl 3HaXOJAUThCS Ha HUKHINA. Takoxk Ha 1uiati
PO3MIIIIEHO OKPEMi PO3’€MH IS TTiIKIIFOUCHHS )KUBJICHHS, TUCIUICS Ta eHKoaepa. Po-
3po0JIeHHI MPUCTPI Ma€ aBTOHOMHE aKyMYJISITOPHE KMBIICHHS 3 MOKJIMBICTIO 1H/H-
Kamii Ha gucruiel piBHA 3apsay. Ha puc.2 npencraBineno 3D momens po3po0iaeHOTro
MPUCTPOIO.

Puc.2. 3D mogens naranorrepa

HagiramiiiHi cuctemMu 1HEpUIHHOTO THUITY € BaXXJIMBUM €JIEMEHTOM CHCTEM YIIPaB-
JISTHHSL TPAHCIIOPTOM, 110 3a0e31evuy€e aBTOHOMHE IMO3ULII0HYBaHHS Ta OPIEHTAIIIIO0 00'-
€KTIB y TipocTopi. Po3pobOka Ta BIOCKOHAJIEHHS TaKUX CHUCTEM MOTPEOYy€e OTPUMAHHS
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1H(opMarlii mpo mapameTpu pyxy. 3a0e3neyuTy B pealbHOMY 4acl TAKUH MOHITOPUHT
KYTOBOI IIBUJIKOCTI, JIIHIHHOTO IPUCKOPEHHSI, MAarHITHOTO TOJISI Ta aTMOC(EPHOTO TH-
CKY BJIQ€ThCS 3a JOTIOMOTOIO CHEIIaIbHUX MPUCTPOIB — JIaTAJIOITEPIB, 1110 MICTATH Bi-
nnoBiHI AaTauku. Ciij BIA3HAYUTH, 10 IPAKTUYHE BUKOPUCTAHHS PO3POOJICHOTO J1a-
TaJorrepy moTpedye M0AaTKOBUX JAOCIIHKEHB, METOIO SIKUX € BU3HAUCHHS HOTO pea-
JHHUX METPOJIOTIYHUX XapaKTEPUCTHK.
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METOAU I IHCTPYMEHTH CTATUYHOI'O AHAJII3Y,
MOAVIBHOI'O TA IHTET'PAINIMHOI'O TECTYBAHHA Y
BbYIOBAHUX CUCTEMAX

Ouaexciit ITABJIFOK (ctyaeHT)

Kuiscokuil nayionanvuuil ynisepcumem 0yo0ienuymea i apximexkmypu, (paxyiomem agmomamusayii i
iHopmayitinux mexnono2iu, kageopa Kibepbesnexu ma komn romeproi indicenepii, Kuis, Yxpaina
alexpavluk10@gmail.com

AHoTaNIA

Mera 1i€i po6oTH 0XapakTepu3yBaTH OCHOBHI METOH 1 IHCTPYMEHTH, SIKi BAKOPHCTOBY-
I0ThCS y BOYZIOBaHMX CHUCTEMaXx Ul MPOBEJCHHS CTATHYHOTO aHaJli3y, MOJYJIBHOTO Tec-
TYBaHHA Ta IHTErpaliifHOro TecTyBaHHs. TakoXX PO3IIIAHYTO SIK Il METO/IU Ta IHCTpyMe-
HTHU IHTETPYIOTHCS B KOHIIETIIIT V-MO/Ieii Ta KepOoBaHiil TeCTaMu pO3poOIIi.

Abstract
The purpose of this paper is to describe the main methods and tools used in embedded
systems for static analysis, unit testing, and integration testing. It also describes how these
methods and tools are integrated into the concepts of the V-model and Test-Driven De-
velopment.

Beryn

BOynoBani cucremu (3 anri. «embedded systems») € HEOOXiTHOIO CKJIa0BOIO Oa-
raTb0X IPUCTPOIB, Bl TOOYTOBUX €JIEKTPOHHUX MPUCTPOIB O aBTOMOO1IIB Ta ME/IU-
YHUX MPUCTPOIB, SIKI B3aEMOJIIFOTh B KOHIIEMIIIT [HTEpHETY peueit. Y 3B'I3Ky 31 CTPIM-
KUM 3POCTaHHAM 1HAYCTpii BOYJOBAaHUX CUCTEM, SIKICTh KOAY BOYJIOBaHUX IIPUCTPOIB
cTaja OJHIE€I0 3 TOJOBHUX MpobsieM. BpaxoBytouu cnenndiky po3pooku BOY0BaHUX
cucTeM (CKJIAIHICTh HAJIaro/KCHHS, BUCOKA I[iHA MOMMJIKH TOIIO), PO3POOHUKAM He-
00X1JJHO BUKOPUCTOBYBATH CII€L1aJIbHI IHCTPYMEHTH JJIA MiJIBUILIEHHS SKOCT1 KOJY.

MeToau i iIHCTPYMEHTH JJI CTATUHYHOIO0 aHAJI3y Y BOYJIOBaHMX CHCTe-
Max

CraTuyHMii aHaJi3 - 116 METO, 110 T03BOJISIE aHAJI3yBaTH MPOrpaMHUii Ko 63 Horo
BHUKOHAHHS 3 METOIO BUSIBJICHHS TIOMUJIOK, aHOMAaJii Ta MOKJIMBUX mpoOiem. [HcTpy-
MEHTH CTaTUYHOT'O aHAJI3y BUKOHYIOTh IIIHOIITY NEPEeBIPKY BUX1THOTO KOJY, HI’K KOM-
OUIATOpH. 3a3BUYail KOMIUIATOPU 3HAXOATh JIUIIE CHHTAKCHUYH1 TOMUIIKH.

CraTu4Hi aHaji3aTOPU MOXKYTh BUKOHYBaTH IIMPOKHI CIEKTp 3aBiaaHb. Jleski 3
HaUnomyJsipHIIMX Taki [1]:

1. BUSBJIEHHS MOMUJIOK Y MPOrPaMHOMY KOJil. Y 1bOMY BUMAJKy CTaTUYHHUI aHami3
3HAYHO JIOTIOBHIOE OTJISAT KO .
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2. TIABUIICHHS SAKOCTI KOAY B IIMPOKOMY CEHCi. SKicTh KOy MOKe BKIIFOUATH YNTa-
OeNBHICTD, ONTHUMI3alli10, CKJIAJIHICTh KOJy, PIBE€Hb 3B'SI3HOCTI Ta 1HIII ACTICKTH.

3. anam3 koay K yacthHa mexaHizmy Quality Gates (Bua KOHTPOJIIO 3a SIKICTIO, B
SIKOMY TIPOIIEC TIEPEBIPKHU MPEJICTABICHUN Y BUTJISAII HAOOPY «BOPIT» 13 CIIUCKOM
3aBaanb/BuMor) B CI/CD (Continuous Integration/Continuous Delivery).

4. BOHM 3yNUHSIOTH Oe3MepepBHY pO3pOOKY KOy, SIKIIO PIBEHb SIKOCT1 HE BIATIOBIIA€E
3aJIaHUM BHUMOTaM.

MeToau i iIHCTPYMEHTH JJISI MOYJIbHOI'0 TECTYBAHHSA Y BOY/IOBAHUX CHU-
cremMax

MonynbHe TecTyBaHHs (3 aHIJI. «unit testing») o3Havae 1301b0BaHE TECTYBaHHS He-
BEJIMKUX YaCTUH MPOTPaMHOTO 3a0e3MeYeHHs BiJl OLIBIIOT CHCTEMH 3a JOTIOMOTOIO aB-
TOMaTU30BaHMX TECTIB. Lle 7103BOIsIE TECTYBATH X OKPEMO BiJ] IHIINX YACTUH CUCTEMH,
K1 MOXYTb OyTH I1I€ HE TOTOBI1. 30KpeMa, J1Jisi BOYJJOBaHUX CHCTEM L€ O3HAYa€ TeCTy-
BaHHS HE Ha IIUIbOBOMY 00JIaIHaHH1, @ Ha XOCT1 po3poOku abo ceppepi 30ipku. Cyuac-
HOIO BEPCI€I0 MOAYJBHOIO TECTYBaHHS € KEpOBaHa TeCTaMM po3poOka (3 aHri. «Test-
Driven Development») [2].

B sKOCT1 1HCTPYMEHTIB MOXYTh BUKOPUCTOBYBATHUCS TaKl CUCTEMHU:

1. ®peitmBopku. Lle mporpamui 610J10TEKH Ta IHCTPYMEHTH, K1 JOTIOMAaratoTh PO3-
poOHMKaM CTBOPIOBAaTH Ta BUKOHYBAaTH MOJYJIbHI TecTyBaHHs. [Ipuxmamamu €
Google Test, Unity, Ceedling Toro.

2. 3acobu aBTOMaTH3aIlli TeCTyBaHHs. BoHU q0omoOMaraioTh aBTOMaTU3yBaTH MPOIIEC
CTBOPCHHs, BUKOHaHHsA Ta aHam3y. Hampukman, Jenkins, Azure DevOps,
TeamCity Tor10.

MeToau i iIHCTPYyMEHTH VISl IHTerpaniiiHOr0 TECTYBAaHHS Y BOY/I0BAHUX
cucTeMax

InTerpariifine TectyBaHHs (3 aHIJI. «integration testing») — 11e MpoLeC TECTyBaHHS
B3a€MO/I1i MI>)K KOMIIOHEHTAMU CUCTEMH, 11100 MEePEKOHATUCS, III0 BOHU NPALIOIOTH pa-
30M MpaBWIbHO. [HTerpalliifHe TecTyBaHHS BOYJOBaHMX CHUCTEM Mepeadadae 00'e]i-
HaHHS OJIOKIB y MOJTyJII Ta TECTYBaHHS ITUX MOJAYJ1B 200 rpyn MoayiaiB. MeToro iHTe-
IpaliifHOrO TECTYBaHHS € BUSABJICHHS HEJOJIKIB, OCKUIBKMA MOJYJII TECTYIOThCS B IO-
€THAHHI.

OxpeMux METO/IIB JUIsl IHTETPAIIfHOTO TeCTyBaHHS HeMae. J[J1s1 KO)KHOTO OKPEMOTO
BUIIAJIKy CUCTEMHU MOXYTh TECTYyBaTHCs Pi3HI HAOOPU KOMIIOHEHTIB cuctemH [3].
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3acTocyBaHHS METOMIB I IHCTPYMEHTIB TeCTYyBaHHA Y V-Mojeti

V-Mojenp — 11e MeToA0JIOoTisl po3poOKu BOYJOBAaHUX CHUCTEM, JiIe poOOUUid Mpoliec
PO30MBAETHCS HA €TAIIH, 1 JIJI1 KOYKHOTO €Tany BUKOHYETHCS TIEBHA MOCIiJOBHICTh Te-
cTyBaHHA. Y V-MoOJieni TeCTyBaHHS BUKOHYETHCS Ha Pi3HUX €TaIax:

1. CratuuHuii aHaJ13 BUKOPUCTOBYETHCSA Ha MOYATKOBUX eTanax po3poOKy /sl BUSIB-
JICHHSI Ta BUIPABJICHHS IOMUJIOK MEpe Mepexo oM J0 HACTyNnHux eramis. Lle me-
pIINi eTan TeCTyBaHHS B MOJIEIIL.

2. MopynbHe TeCTyBaHHS MPOBOAUTHLCS HA €Tari Po3pOOKH OKPEMUX KOMIIOHEHTIB.
Ko’keH KOMIIOHEHT TeCTYEThCS 1HAUBIAYATBHO JIJIsl IEPEKOHAHHS B MOTO TIPABUIIb-
HOMY (DYHKI[IOHYBaHHI.

3. IHrerpariiiHe TECTyBaHHs BKJIIOYAE B ce0€ TECTYBAaHHS B3a€MO/Ii1 M1’)K KOMIIOHEH-
TaMU. 3aCTOCOBYETHCS MIEPE]l OCTAHHIM CUCTEMHUM TECTYBaHHSIM.

3acTrocyBaHHsl MeTOIB i iHCTPyMeHTIB TecTyBaHHsA y KTP

Keposana trecramu po3podxka (KTP) — me metogosnoris po3poOku, /ie mporpamicTH CIio-

YaTKy CTBOPIOIOTH TECTU JUIsl PYHKIIOHATY, SIKUH IIIe HE ICHY€, a TOTIM PO3pOOJISIOTh

KOJ, AKUI MPOMIIOB O Il TECTH.

Po6ounii mpouiec KTP BinOyBaeThest 32 MPOCTUM LIUKIOM:

1. HanumiiTe HEBEIMKUM TECT JJIS MEPEBIPKU MOBEATHKH.

2. CTBOpITH 1 3aIyCTITh HA0IP TECTIB, 0O MOOAYMTH, III0 HOBHM TECT HE MPOMIIIOB,
MO>KJIMBO, HABITh HE CKOMIIIJTFOBABCH.

3. BHaeciTh 3MiHU 70 KOy, HEOOX1IH1 JI MPOXOJPKEHHS TECTY.
4. 30epiTh 1 3aMycTITh HaOIp TECTIB, 00 MOOAYUTH, 1110 HOBUM TECT MPOMUIIIOB.
5. IlpoBenith pedakTOpuHTr, 00 BUAAIUTH TyOIIOBaHHS 200 MOYUCTUTH TECT.

Jl71s1 Toro, 106 el MUK OyB MBUAKUM (B1J KUTBKOX CEKYH A0 KIJTBKOX XBHJIMH),
KOJXKHA 1Tepallisi IOBUHHA MICTUTH MIHIMQJIBHO MOKJIUBY KIJTbKICTh Koxy. Komu Tect
HECITO/IIBAaHO HE MPOXOAUTH (200 MPOXOAUTh, KOJIU OYIKYyBaJIOCh, 110 BiH HE TIPOUIE),
BU YITKO 3HA€TE, IO MpodIeMa 0OMEeKeHa I11€10 HEBEJIIMKOIO KUTBKICTIO KO .

CratuuHuii aHasi3 MoXke OyTH BUKOPUCTAHUM JJIsl IEPEBIPKH SIKOCTI HOBOTO KOIY
Ta BUSIBJICHHS TOMIJIOK HA PaHHIX eTarax.

Monynbnae TectyBanHs 1 € KTP, ockinbku 11e HOTO OTIEPETHUK.

[HTerpaniiine TecTyBaHHs MOKe OyTH BUKOPUCTaHE JIJIsl TECTYBaHHS B3a€MOJIT HO-
BOT0 (DYHKIIIOHATY 3 THIIMMU KOMIIOHEHTaMHU CUCTEMHU.

BucHoBxku

VY BOyZOBaHUX CHCTEMax BaKJIMBO 3aCTOCOBYBATHU METOAM 1 IHCTPYMEHTHU CTaTHUY-
HOTO aHai3y, MOJIYJILHOTO TECTYBAaHHS Ta IHTErpalliHOTO TECTYBAaHHA AJis 3a0e31e-
YeHHs AKOCTI Ta HafiiHocTi. IX 3acTocyBanns y V-mozeni ta KTP 103Bosisie BUSBIATH
Ta BUIIPABJISITH IIOMUJIKK Ha BCIX €Tanax po3poO0KH, 3MEHIIIYIOUH PU3UKH Ta BUTPATH.

79



The 3rd International Conference on Emerging Technology Trends on the Smart Indus-
try and the Internet of Thing

[IpaBuiibHE TOEHAHHS 1IUX METOIB 1 IHCTPYMEHTIB JJOIIOMarae CTBOPUTH BUCOKOSIKI-
CHI1 BOy/I0BaH1 CUCTEMH, SIK1 BIJIIOBIIAI0TH BUMOT'aM Ta OYiKyBaHHSM 3aMOBHUKIB 1 KO-
pHUCTYBayiB.
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IHTEPHET PEYI TA PO3YMHUM JJIM
Jmutpo AIYAUHEID (cTtyaeHT)

Kuiscokutl nayionanvuuil ynisepcumem 0yo0ienuymea i apximexkmypu, ¢haxyibmem asmomamu3ayii i
iHopmayitinux mexnonoail, kageopa xibepbesneku ma komn tomepHoi indcenepii, Kuis, Ykpaina

AHoOTaLisA

CucremMu po3yMHOT0 OyJIWHKY HaOyJIM BEIHKOI MOMYJSAPHOCTI B OCTaHHI JECATUIITTA,
OCKIUJTBKY BOHH MABHILYIOTH KOM(MOPT 1 SIKICTh KUTTS. BiIbIIicTh CUCTEM pO3yMHOTO OY-
IMHKY KOHTPOJIOIOTHCS CMapTPOHAMHU Ta MIKPOKOHTpojepamu. JlomaTok Iuisi cMapT-
(oHa BUKOPUCTOBYETHCS I KOHTPOJIIO Ta MOHITOPUHTY JOMAIIHIX (DYHKIIIH 3a 1omo-
MOTOI0 0€3pOTOBUX METOIIB 3B'sA3Ky. KoOHIENIis pO3yMHOT0 OYIMHKY 3 IHTETpaIli€lo B
Hboro cepaiciB [oT 1 XxMapHUX 00UYNCIIEHb, NUITXOM BOYTOBYBaHHS 1HTEJIEKTY B JaTUYHKU
1 BAKOHABY1 ME€XaHi3MH, 00'€THAaHHS PO3YMHUX peueii B MEPEXKYy 3 BUKOPUCTAHHSIM BiJl-
MOBIIHOT TEXHOJIOT11, MOJIETTLIEHHSI B3a€EMO/Iii 3 PO3YMHHMHU peYaMH 3a JOMOMOTOI0 XMa-
PHUX OOYMCIICHB IS JIETKOTO JAOCTYIY B PI3HUX MICIISIX, 301IBIICHHS 0OYUCITIOBAITBHOL
MOTYXHOCTI, IPOCTOPY IJIsi 30epiraHHsl JaHHUX 1 MiABHUINEHHS e(pEKTUBHOCTI OOMiHY /1a-
HUMH. Y Ii# T71aB1 MU MPECTABIIEMO KOMIIO3HIIIIO 3 TPhOX KOMITOHEHTIB JIJIs1 TOOYI0BH
HaJIIHOTO MiIX0AY A0 KOHIIETIII] Ta peaizailii mepe1oBoro po3yMHOT0 OyIUHKY .
Kuarouosi ciioBa

Posymunii nim, IoT, xmapai o6urciieHHs, 00poOKa Mo, moOyToBa TexHika, 00poOKa
MOJIiff Ha OCHOBI NPaBHJI.

Beryn

Knacuunuii po3ymMHuii OyJIMHOK, 1THTEpHET peueil, XMapHi o0uuciIeHHs 1 00poOKa
MO/Ti HAa OCHOBI MPABUII - 1I€ Oy/I1BEIIbHI OJIOKHU 3aIPOTIOHOBAHOI MHOIO KOMILIEKCHOT
CUCTEMHU PO3yMHOTO OyanHKY. KOXXeH KOMIIOHEHT BHOCUThH CBOi OCHOBHI aTpUOYTH 1
TEXHOJIOTIi B 3alponoHOBaHy KoMmo3uilito. loT 3abe3neuye miakIO4eHHs 10 1HTEp-
HETy Ta JUCTaHIliTHe KepyBaHHS MOOIJILHUMH MPUCTPOSMHU, TTOETHAHUMU 3 Pi3HOMA-
HITHUMH JaTYUKaMu. J[aT4uKd MOXYTh OYTH MPUKPITUJICH] O MOOYTOBUX MPHUIIAIiB,
TaKUX SIK KOHAUI[IOHEPH, OCBITJICHHS Ta 1HIII €KOJOTriYHI MpUcTpoi. TakuM dnuHOM,
XMapHi 004K CIIeHH BOYAOBYIOTh KOMI'IOTEPHUI 1HTEJIEKT Y AOMAIHI TPUCTPOT, 11100
3a0€3ne4YnTH CIOCOOM BUMIPIOBAHHS JJOMAILIHIX YMOB 1 MOHITOPUHTY (DyHKIIIOHAJILHO-
CTl MOOYTOBOI TEXHIKKM. XMapHI OOYMCIEHHS HAIal0Th MAcIlITa0OBaHy OOYMCIIOBA-
JBHY TOTYXKHICTh, IPOCTIP JJI 30€piraHHs JaHuX 1 JOJATKU JIJIs PO3POOKHU, 00CITyTO-
BYBaHHsI, 3aIlyCKy JOMAIIHIX CEPBICIB 1 JOCTYITy /10 JOMAIIHIX MPUCTPOIB 3 Oy/Ib-
SAKOTO Micld 1 B Oynb-skuii yac. Cucrema oOpoOKH TOIii Ha OCHOBI MpaBuII 3a0e311e-
qy€e KOHTPOJIb 1 OPKECTPOBKY BCIET CKIQJHOI CUCTEMH "PO3YMHOTO OYIMHKY".
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1. Knacuuynuit orJisii pO3yMHOr0 OyAMHKY

Po3ymHu# 1M - 11€ )KUTJIOBE PO3IIUPEHHS aBTOMAaTH3allli OyAiBil, 10 BKJIOYAE B
ceOe KOHTPOJIb 1 aBTOMATHU3aIli10 BCIX BOYJOBAaHUX TEXHOJIOT1H. BiH BU3HAYA€ KUTIIO,
B SIKOMY € TOOYTOBAa T€XHIKa, OCBITJCHHS, OMMAJICHHS, KOHAUIIOHEPH, TEJIEBI30PH, KOM-
M'IOTEPH, PO3Ba)KajbHI CHUCTEMH, BEJIMKa MOOYTOBa TEXHIKA, Taka SK IpajbHI/Cy-
ITUJIBHI MAITUHHU 1 XOJI0IUJIbHUKHA/MOPO3WIBHUKH, CUCTEMH 0€3MEKH 1 BiJIeOCIIOCTepe-
KEHHS, 37]aTHI B3a€MOJIISITH OJMH 3 OJHUM 1 yIPABJISATHCS TUCTAHIIIAHO 32 PO3KIIATIOM,
TenedoHOM, MOOUTHHHUM 3B'SI3KOM a00 depe3 mepexy [urepuert. 1li cucremn ckiana-
IOTHCSI 3 TIEPEMUKAUIB 1 TATYUKIB, TAKIIOYEHUX 10 IIEHTPAIILHOTO BY3JIa, IKUM KEpPY€
MEIIKaHelb OYyJAWHKY 3a JOMOMOTOI0 HACTIHHOTO TepMiHaIy a00 MOOUIHHOTO TMpH-
CTpOIO, MIJIKJIIFOYEHOTO IO XMapHUX IHTEPHET-CEPBICIB.

Po3ymHuuii 0y inHok 3a6e3neuye 0e3neKy, eHeproeeKTUBHICTh, HU3bK1 eKCILTyaTa-
L1{HI BUTPATH Ta 3pYy4YHICTh. BCTaHOBIEHHS pO3yMHUX MPOAYKTIB 3a0e3neuye 3pyd-
HICTh Ta €KOHOMIIO 4yacy, rpoieii Ta eneprii. Taki cuctemMu € afanTUBHUMU 1 HaJIalll-
TOBYIOThCS BIJIMOBIIHO JI0 MTOCTIMHUX MIHJIUBUX MOTPEO MEIIKAHIIB Oy UHKY. Y OlJ1b-
II0CTI BUMAJIKIB iXHS 1H(PpacTpyKTypa NOCTATHHO THYUYKa, 100 1HTErpyBaTUCS 3 IIU-
POKHMM CIIEKTPOM IPUCTPOIB PI3HUX MOCTAYATBHUKIB 1 CTAHIAPTIB.

[TonyApHICT 1 NPOHUKHEHHS] KOHUENIi pO3yMHOr0 OYJIMHKY 3pOCTa€ XOPOLIUMU
TEMITaMH, OCKLIbKY BOHA CTaJla YaCTUHOIO TeH ICHIII MOJIepHI3allii Ta CKOPOUCHHS BU-
Tpat. Lle nocsraeThCs 3aBASIKM MOXKIIMBOCTI BEJICHHS IIEHTPATI30BAHOTO KYypHAIy T0-
T, BUKOHAHHS MPOIIECIB MAIITMHHOTO HaBYAaHHS JJIsI 3a0€31CUeHHSI OCHOBHUX €JIeMe-
HTIB BUTPAT, PEKOMEHAIIIH 1110/0 €KOHOMII Ta IHIIUX KOPUCHUX 3BITIB.

1.1 Ilocsryru po3yMHOro OyAMHKY
1.1.1 BumiptoganHs 0OMAwHIx yMo8

Tunouii po3ymHuii Oy IMHOK OCHAILIEHU HAOOPOM JTaTYMKIB SISl BAMIPIOBAHHS J10-
MaIIHIX YMOB, TaKUX SIK: TEMIIEpPaTypa, BOJIOTICTh, OCBITICHICTD 1 01M3bKiCcTh. KoxkeH
JaTYMK TMpU3HAUYEHUHN JUIsl BUMIPIOBAHHSA OJHOTO ab0 JIEKUJIbKOX mapameTpiB. Temre-
paTypa 1 BOJIOTICTh MOXXYTh BUMIPIOBATUCS OJHUM JTaTYMKOM, 1HII JATYUKH OOUMC-
JIIOFOTH KOE(IIEHT OCBITIACHOCTI JUIS JaHOT 30HU 1 BIACTaHb BiJ HEl 70 KOXXKHOTO 00'e-
KTa, 10 MOTparvisie B Hel. Bel qaTunku 103BOJISIOTH 30€piratu 1aHi Ta Bi3yalli3yBaTH
iX, 1100 KOpUCTYBay MIT MEPETIAHYTH iX OyAb-11€ 1 0y 1b-K0au. JJIs IIbOTO BiH BKIIIOUAE
B ce0e mpoliecop curHaiy, inTepdeiic 3B's13Ky Ta XOCT Ha XMapHii 1HQPaCTPYKTYPi.

1.1.2 Kepysanis 0omMaunbor0 mexmiKoio

CTBOpIOETBCS XMAapHUH CEPBIC JJISI KEPYBAHHS JOMAIITHIMU MPUIAIaMH, SIKUN Oyie
pO3MIIIIEHO Ha XMapHiil iHppacTpykTypi. CepBic H03BOJIIE KOPUCTYBAYEBl KEPyBaTH
BHUXOJ/IaMH IHTEJIEKTyaIbHUX TIPHBO/IIB, TTOB'I3aHUX 3 JIOMAITHIMU MPUJIaTaMH, TAKAMH
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K JIAaMITA Ta BEHTWIATOpU. PO3yMHI MpUBOAM - 1€ IPUCTPOT, TaKi SIK KIJIAMaHH 1 mepe-
MUKa4i, K1 BUKOHYIOTh TaKl Jii, SK BMUKaHHS a00 BUMHMKaHHsS a00 HaJalllTyBaHHS
oneparliiinoi cucteMu. [ IpuBou 3a6e3ne4yroTh pi3HOMaHITHI (PYHKIIIOHAIBHI MOXKJIHU-
BOCTI, Takl SIK YBIMKHEHHS/BUMKHEHHSI KjlallaHa, IO3UIIIOHYBaHHS Ha B1JICOTOK BIJIK-
PUTTS, MOAYJISILISL JUIsl YOPaBIIHHA 3MIHAMH YMOB IOTOKY, aBapiiiHe BUMKHEHHS
(ESD). 11106 akTuByBaTH MpUBIA, HA HHOTO MOIAETHCS KOMaH/1a U(PPOBOTO 3aIHKCY.

1.1.3 Kepysanusa domauwnin 0ocmynom

TexHos0r1i JOMAIIHBOrO JTOCTYIY 3a3BUYail BUKOPUCTOBYIOTHCS ISl IBEPEU Ipo-
MaJICbKOTO JIOCTYyMy. 3BUYaiiHa CUCTEMa BUKOPUCTOBYE 0a3y AaHUX 3 1eHTU(IKAI -
HUMU aTpuOyTaMu yrnoBHOBakeHUX oci0. Konu monnna HaOmmkaeTbes 10 CUCTEMHU
KOHTPOJIIO IOCTYITY, ii 11eHTU(IKaliiHI aTpuOyTH MUTTEBO 3YUTYIOTHCS 1 MOPIBHIO-
I0ThCS 3 023010 MaHuX. SIKII0 BOHM 301rat0ThCs 3 TaHUMH 0a3u JaHUX, JOCTYII J03BO-
JSETHCS, B THIIOMY BUTAIKY - BIIIMOBISIETHCA. JJI MIMPOKO PO3MOIICHOI YCTAHOBU
MO>’KHa BUKOPUCTOBYBATH XMapHI CEPBICH JUIsI IEHTPATI30BaHOTO 300py JaHUX 0ci0 Ta
ix 00poOku. U BUKOPUCTOBYBATH MarHiTHI a00 O€3KOHTAKTHI 17IeHTU(IKAIIIHHI Kap-
TKH, 1HIII - CHCTEMH PO3Ii3HABaHHS 00114k, BIIOUTKIB nasbiiiB 1 RFID.

1.2 OCHOBHI KOMIIOHEHTH

JI71s1 BUKOHAHHS BCiX BUIIEONMCAHMX JIIA Ta YIIPaBJIIHHS JAaHUMHU CUCTEMa CKJIaJia-
€THCS 3 HACTYITHUX KOMIIOHEHTIB, SIK TTOKAa3aHO Ha PUCYHKY 1.

SENSORS i - . ;
P ST 5 nterne i :
i | Humidity | LAN | USERS i
i \___Control __ ! Manager E ’ i
P \l=sl/ |
! [ Door Lock i i - i i
P PROCESORS : | [ reosie !

APIs and i i SMART ;
— ACTUATORS : PHONE | |
i

Pnc. 1. ITapagurma po3yMHOro 6y,Z[I/IHKy 3 OMILIOHATIBHUM MIAKIIOUEHHSIM 0 XMapH.

Hatuuku A1 300py BHYTPIIIHIX 1 30BHIMIHIX JaHUX PO OYIMHOK Ta BUMIPIOBAHHS
yMOB y HboMYy. Lli naTymku mig'eiHaH1 1o caMoro Oy IMHKY 1 10 MiAKJIIOUYEHUX 10 HHOTO
npuctpoiB. Lli AaTynku HE € JAaTYMKaMU IHTEPHETY peuel, sIKi MiJT€IHYIOThCS 0
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noOyToBOi TexHIKU. JlaHl MaT4YMKIB 30UpaAIOTHCA 1 Oe3MepPepBHO TMepealoThCs yepes
JIOKaJIbHY MEpEeXy Ha cepBep po3yMHOro OyauHKy. [Iponecopu /uisi BUKOHAHHS JIOKa-
JBHUX Ta IHTETPOBaHMX Aii. BiH Takox Moke OyTH MiTKIIOYEHUN 10 XMapu ISl J10-
JATKIB, 1110 BUMAararTh PO3IIMPEHUX pecypciB. JaHl 3 1aTuyukiB 00pOOISIOTECS TPO-
[[ECOpaMHU JIOKaJIbHOIO CepBepa.

HaGip nporpamMHIX KOMIIOHEHTIB, 3aropHyTHX Yy BUTIsiAl AP, 1m0 103BosI€ 30BHI-
IITHIM JI0JIaTKaM BUKOHYBATH MOTO, SIKIIIO BOHU JOTPUMYIOTHCS MOMEPEAHHO BU3HAYE-
HorO (popMary mapametpiB. Takuit API moxe 0O6pobsiaT AaHi 3 JaTYMKIB a00 Kepy-
BaTH HEOOXITHUMHU JTISIMH.

AKTyatopu Uil HaJlaHHS Ta BUKOHAHHS KOMaHJ Ha cepBepl a00 1HIIUX TMPUCTPOSX
kepyBaHHs. [lepeknamgae HeoOXITHY 1F0 B CHHTAKCUC KOMaH/IH, SIKY TIPUCTPIA MOXKeE
BUKOHATH. [1i71 yac 06poOKK OTpUMAHUX AaHUX 3 JATYMKIB 3aja4a MepeBipsie, U crpa-
ITFOBAJIO SIKECh MPABHIIO. Y TaKOMY BHMAAKy CHCTEMa MOYE 3allyCTUTH KOMaHAY Bif-
MOBIIHOMY TIPOIIECOPY MPHUCTPOIO.

baza nanux nis 36epirands 00poOIeHUX AaHUX, 310paHUX 3 TaTUYUKIB [Ta XMapHUX
cepsiciB]. Bona Takox OyJie BAKOPUCTOBYBATHCS ISl aHANI3y, IPEJICTABICHHS Ta Bi-
syamizanii ganux. O0po06ieHi gaHi 30epiraroThes B JA0JaHii 0a3i JaHUX JUIs MO1allb-
II0T0 BUKOPUCTAHHS.

2. Orasag loT

[Mapangurma (IoT) BiAHOCHTBCS 10 MPUCTPOIB, MIAKIIOUEHUX A0 iHTEepHETY. [Ipu-
CTpOI - 11€ TaKl 00'€KTH, SIK JATYMKH 1 BUKOHABY1 MEXaH13MHU, OCHAIIEH] TEJICKOMYHIKa-
IAHUM 1HTEpdeiicoM, MpoLecopoM, OOMEKEHUM O00CATOM MaM'aTi 1 MPOrpaMHUM 3a-
oesneueHHsaM. L{e 103BoJIsI€ 1HTErpyBaTH 00'€KTH B IHTEPHET, BCTAHOBJIIOIOUH B3a€MO-
JII0 MK JIFOJBMU Ta IPUCTPOSIMHU Mk npucTposimu. KimrouoBumu texnosorisimu [oT €
paniovyactoTHa ineHtudikamis (RFID), cencopHi TeXHOOTrIT Ta IHTEIEKTYalbH1 TEXHO-
norii. RFID € ocHOBOIO i MepeskeBuM sapoM nooyaosu loT. Ii MmoskmuBocTi 06po6KH i
3B'SI3KY Pa3oM 3 YHIKAIbHUMH aITOPUTMaMHU JO3BOJISIIOTH 00'€ THYBATH Pi3HI €JIEMEHTH
B €JIMHE IIiJIe, aJie B TOM K€ Yac JTO3BOJIAIOTH JIETKO JOJaBATH 1 BUJATSTH KOMIIOHEHTH
3 MiHIMaJIbHUM BIUTMBOM, poOisiuu 1oT HagiliHuM, aje THy4YKUM, 100 aJanTyBaTUCs
710 3MiH B HaBKOJIMIIHHOMY CEPEIOBHILI 1 BII0100aHb KOpUCTYBauiB. [ MiHIMI3amii
BUKOPHUCTaHHS MPOIYCKHOI 3AaTHOCTI BUKOpUCTOBYeThbest JSON, mosermena Bepceis
XML, nyist 0OMiHY ITOB1AOMIICHHSIMH M1’K KOMIIOHEHTaMH Ta 30BHIIIHIMH ITOB1JOMJICH-
HSMH.

3. XmapHi o0uucieHHsa Ta ixHiii BHecoK B IoT i po3ymuumii aim

XMapHi OOYHCIICHHS - 1€ CIUIBHHUKA MyJl 00YHUCITIOBAIBHUX PECYpPCiB, TOTOBUH 0
HaJaHHS PI3HOMAHITHUX OOYMCIIIOBAJIBHUX MOCIYT Ha PI3HUX PIBHSX, BiJ 0a30BOi 1H-
dbpacTpyKTypH 10 HAUCKIAIHIIINX MPUKIAJHUX CEPBICIB, AKI JIETKO PO3MOAUISIIOTHCS
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1 BUBUIBHSIIOTHCS 3 MIHIMAJIbHUMU 3YCHJUISIMU 200 B3a€EMOJIEIO 3 MOCTaYaIbHUKAMHU
nociyr. Ha mpaktuni xmapa ynpasiisie 00YUCIIOBAIbHUMHU, CXOBUIIHUMHU Ta KOMYHi-
KalllfHUMU pecypcam, SIKi CIUIbHO BUKOPUCTOBYIOTbCSA OaraThbMa KOPUCTYBa4aMH Yy
BIpTyaJli30BaHOMY Ta 130JIbOBAaHOMY cepeAoBuIll. Ha pucyHKy 2 300pakeHo 3arajbHy
napajurMy XMapHUX TEXHOJOTIH.

i Key Attributes 1 Service Models i Deployment Models |
' [ Broadband | | [ Software i bli
i Access E J | i |
i Rapid L[ A1 |
i . | P|atf0rm - Private H
i Elasticity ; ; 91
‘[ Measured | | it )
i carvices Storage Hybrid 1
t E Al S N |
i| OnDemand | | i ;i |
; : i | Infrastructure| | | Community | |
i _Self Service ) ! P L )
. S | ——— |

Puc. 2. [Tapagurma XMapHHX 00YHCIICHB.

[oT Ta "po3ymuuii 1iM" MOXYTb CKOPUCTATUCS IUPOKUMH pecypcamu Ta (QyHKIII0-
HAJIOM XMapHUX O0YHUCIICHb, 00 KOMIIEHCYBATH iXHI 0OMEKeHHS y 30epiranHi, 00po-
0111, KOMyHIKallii, MATPUMII TOMHUTY, pe3epPBHOMY KOIIFOBaHHI Ta BiJHOBJICHHI. Ha-
MPUKJIA], XMapa MOXKe MiAITPUMYBATH YIPABIIHHS nociayramu [HTepHeTy peueit 1 Bu-
KOHYBaTH JI0JIaTKOBI JOJIaTKH, BUKOPUCTOBYIOUH JaH1, OTpuMaHi 3 Hei. PosymHuit aim
MO€ OyTH CTUCIIUM 1 30CEPEIUTUCS JIUIIIE HA OCHOBHHUX 1 KDUTUYHO BAXXJIMBUX (DYH-
KI[I5IX, @ OTXKE, MIHIMI3yBaTH JIOKaJIbH1 JIOMAIIHI peCypcH 1 TOKIaIaTUCS Ha MOKITUBO-
cTl 1 pecypcu xMapu. Po3zymuuii fiMm ta [HTEepHET peueit 30cepenKyBaTUMYThCSl Ha
300pi AaHMX, X 6a30Biit 00poOII Ta epenayi B xMapy A nojanbioi oopooku. 106
BIIOpATHCS 3 MpobiieMaMu OE3IMEeKH, XMapa MOKe OyTH MPUBATHOIO JIJIsi BUCOKO3aXH-
HIEHUX JIAHUX 1 3aTaJIbHOJJOCTYITHOIO JIJISl PEIITH.

[oT, po3ymumii 1iM 1 XMapHiI OOYHCICHHS - 1I€ HE MPOCTO 3JIUTTA TeXHoJoTii. Le
paziie 6ajgaHc MK JOKaJbHUMH Ta ICHTPAIPHUMU OOYUCICHHSIMH, a TAKOXK ONTHMI-
3allisl CIOXKUBaHHS pecypciB. OOUUCITIOBAIbHY 33/1a4y MO>KHA BUKOHATH HA IIPUCTPOSIX
InTepuery peueit 1 po3ymMHOro OyauHKY a00 BiJaTH HA ayTCOPCUHT y xMapy. Bubip
MICIISl 111 OOYUCIICHD 3aJICKUTh BiJl KOMIIPOMICY MK HaKJIaJHUMH BUTpaTaMu, J0C-
TYIHICTIO JaHUX, 3aJICKHICTIO B/l JJaHUX, 0OCATOM TPAaHCHIOPTYBAHHS JAaHUX, 3aJICK-
HICTIO BiJ 3B'A3KYy Ta MIpKyBaHb O€3MeKu. 3 0OJHOro OOKy, MOTpiiiHa MoJienb o0Uuc-
JIEHb, 10 BKJItOYA€E XMapy, [HTEpHET peuelt 1 po3yMHUN OyAMHOK, TOBUHHA MIHIMI3Y-
BaTH BapTICTh BCI€T CUCTEMH, 3a3BHYail 3 OUIBIINM AKIEHTOM Ha CKOPOUEHHS CIOMXKU-
BaHHs pecypciB BAoma. 3 1HIIOro 00Ky, Mojienb oouncioBaibHux nociyr [oT 1 "po-
3yMHOTO OyJIMHKY'" TMOBHUHHA MOJIMIIUTH poOoTy KopucTyBauiB 0T, mo6 3a10BOJIb-
HUTU 1XHI MOTpeOM TpPH BHUKOPUCTAHHI XMApHHUX JOJATKIB 1 BHUPINIUTH CKJIAJHI
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npo6sieMu, 110 BUHUKAIOTH Y 3B'sI3KY 3 HOBOIO Mojesutto nmociyr [oT, "pozymHoro Oy-
JTUHKY" 1 XMapHUX CEPBICIB.

4. llenTpaJjiizoBana o0po0Kka moxii, CHCTEMAa HA OCHOBI PaBUJI

Pozymunit gim Ta [oT HacuveHi naTynMKamu, SiIKi TeHEPYIOTh BEIMYE3HI MOTOKH Ja-
HUX Yy BUTJISIII TTOBIIOMIJICHB 200 moiid. OO0poOKa X JaHUuX MEPEBUIIYE MOKITHUBOCTI
moauHu. ToMy JIsl IIBUAIIOTO pearyBaHHs Ha Kiacu(ikoBaHi Moii Oyyiu po3po0ieHi
Ta BUKOPUCTOBYIOThCSI cucTeMH 00poOku mojiid. KopuctyBau Moxe BU3HAUUTH Ipa-
BUJIO, IO CIIPAIIHOBYE 3a MEBHOIO MO/T1€10, 1 KOHTPOIIOBATH HAJIC)KHE HATAHHS IMOCTYT.
[IpaBuiio ckitagaeThes 3 yMOB MO/I11, ITA0JIOHY TO/1T Ta KOPENAIiHOI 1HpopMaItii, sKi
MOYKHa KOMOIHYBaTH JJIsl MOJICTFOBAHHS CKJIAIHUX CUTYAaIIil.

Cucrema Moxe 0OpOOJISTH BEJIMKY KIJIBKICTh MO/A1M, BUKOHYBATH (PYHKIIII MOHITO-
PUHTY, HaBIramii Ta ONTUMI3alliil MPOIIECIB Y PEKUMI peanbHOro yacy. BoHa BusiBisie
Ta aHaJli3y€ aHOMAaJIii a00 BUHATKH 1 CTBOPIOE PEAKTUBHI/MPOAKTUBHI PeaKIii, TaKl K
MonepeKEHHs Ta Jiii, 110 3ano0iraroTh MOMIKOKEeHHI0. CHUTyallii MOJETIOIOThCS 3a
JIOTIOMOT'OI0 3pYYHOTO iHTEp(ECy MOJICTIOBAHHS /IS IPABUJI, 1110 3aITyCKAIOTHCS T10-
misiMu. 3a HEOOX1THOCTI BiH pO30MBAE X HA MPOCTI, 3pO3YMLIII €JIEMEHTH. 3alPOTIOHO-
BaHa MOJIeJIb MOKe OyTH JIETKO 1HTETPOBaHA B PO3IOICHY 1 CEpBIC-OpIEHTOBAHY I1Jia-
Thopmy 00pOoOKHU MOIH.

[Ipotiec OliHIOBaHHS 3aIlyCKA€THCS MOAISIMU, SIK1 HAAI0Th HAWCBIXKINTY 1H(GOpMa-
IIf0 TIPO CTaH Ta iH(OpMaIlio 3 BIIMOBIIHOTO cepenoBuia. Pesynsrarom € rpad pi-
IIEHb, 110 TPEJICTaBIsA€ MpaBuio. BiH Moxke po30uBaTH CKIaAHI CUTYyallli Ha MPOCTI
YMOBH, a TaKO KOMOIHYBaTH 1X OJIUH 3 OJJHUM, CTBOPIOIOYH CKJIaJIHI YMOBH. Pe3yJib-
TATOM € TIOJiSl pearyBaHHs, 110 BUHUKAE, KOJHM MPaBUIIO crpaipoBye. CrpaipoBaHi
MO/1i1 MOXKYTh OyTH BUKOPHUCTaHI SIK BXIJIHI JaH1 JJI IHIIUX MPABHJI AJI MOAAIBIIOT
orfinku. [[labioHu oAl BUSBIAIOTHCS, KOJIU BIOYBAETHCS KUIbKA MOJIH, K1 BIIIO-
B1/IaIOTH 3a3/1QJI€T1Ib BUBHAYCHOMY 11a0JI0HY. 3aBAsiKu rpadiuHiil MOAel Ta MOIYJIb-
HOMY MIAXOAY A0 NOOYI0BU MpaBuJl, TPaBUIa MOXKYTh OYTH JIETKO aJIaliTOBaHI1 JI0 3MiH
nomeny. HoBi ymoBu noiit a6o mabioHu mo/id MoKy Th OyTH J0/1aH1 a00 BUAAJICHI 3
Mozeni npasuil. [IpaBuiia BUKOHYIOTBCS 32 JIOTIOMOTOIO CEpPBICIB MO/, SIKI MOcTaya-
I0Th PYIIIM MPaBUII MOAISIMU 1 0OpOOJISIOTh pe3yibTaT OLIHKY. JJist 3a0e3neueHHs 10-
CTYITHOCTI BIJIMOBITHUX OOYMCITIOBAIBHUX PECYPCIB CHCTEMA MOXKE TTPaIIOBAaTH B PO3-
MOI1JICHOMY PEXHMI, Ha JICKIJIBKOX MaIllMHAaX, a TAKOX IOJIETIIYE IHTETPalliio 13 30B-
HIITHIMU CUCTeMaMU. BU3HaueHHsI 3B'SA3KIB 1 3aJI€KHOCTEH MiXK IMOJISIMH, K1 € pese-
BaHTHUMHU JIJIs1 0OpOOKU MpaBuJI, 31HCHIOETHCS 32 JOMTOMOT0I0 HAaOOP1B MOCIiA0BHOC-
TEeH, 110 TeHEPYIOThCA MEXaH13MOM MpaBuiI. MexaHi3M mpaBuil OyIye TMOCTiA0BHOCTI
MOJTi¥, peJIeBaHTHI MEBHIA YMOBI MPaBWJIa, IO JTO3BOJISE ACOIIFOBATH TO/II 32 IXHIMH
KOHTEKCTHUMU JaHuMH. [IpaBmiia aBTOMaTHYHO BHKOHYIOTH Jii Y BiJMOBIiJb, KOJIH
BKa3aH1 YMOBHU BUKOHYIOTbCA. [ii reHepytoTh Moii pearyBaHHs, sIKi 3allyCKalOTh 3a-
xonu pearyBanss. [1laGmoHu moxiil MOXKyTh BIAMOBIAATA YaCOBUM ITOCIIOBHOCTSIM
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MOJI1i, 110 JTO3BOJISIE€ OMKMCYBATH IOMAIIIHI CUTYallli, B SIKUX HACTaHHS MO/l € peseBa-
HTHUM. Hanpukiaa, Kooy ABepi 3aIUIIAI0THCS BITYMHEHUMH 3aHAJITO JIOBTO.

3a JI0IOMOTO10 IT1€T MOJEII BUPIIIYIOTHCS TaKl 3aBAaHHA: CTPYKTypa JJisi 00poOJIto-
BaHUX MOJiH 1 JaHUX, KOH(]Irypallis cepBiCiB 1 afjanTepiB ISl €TariB 00poOKH, BKIIIO-
Yaroyu iX BX1JHI 1 BUX1JHI MapaMeTpH, iHTepdeicu 10 30BHIIIHIX CUCTEM IS 300py
JaHUX 1 pearyBaHHS MIJISXOM BUKOHAHHS TPAH3aKIliNd, CTPYKTypa JjIsi 00poOIoBaHUX
MOJTiH 1 TaHWX, IEPETBOPEHHS IAHUX, aHAJI3 JaHUX 130epexenHs nanux. e qo3Bosse
MOJIEJIIOBATH, K1 MOJ1i MOBUHHI 00pOOIATHUCS CEPBICOM MPABUII 1 K MOA1I-BIANOBIAIL
MMOBUHHI MEPEHAIPaBIISATUCS JI0 IHIIMX cepBiciB noii. [Ipormec mpoctuii: naxi 36upa-
IOThCSI Ta OTPUMYIOThCS BiJI aJIallTEPIB, SIK1 MEPECUIAOTh MO/I1i 10 CEPBICIB MO, 1110
ix croxkuBaroTh. CrioyaTky MoJii 30arauyroThCes, 100 MiAroTyBaTH JaHi 151 00OpOOKH
npaBui. Hanpukia, moaii-BinoBiAi HaICUIAIOTHCS 0 CEPBICY IS HAJCUIIAHHS CIIO-
BIILIEHb KOJUI-areHTy a00 JI0 CEPBICIB, SIK1 IEPEIat0Th CIIOBILIEHHS NP0 3aTPUMKY MO1i
Ta OHOBJICHHSI MOIIM Ha3aJ 0 CUCTEMHU KepyBaHHS MOJISIMHU.

S. IIpakTH4HI acHeKTH Ta MIPKYBaHHA 1040 BnpoBa:keHHs [oT Ta
PO3yMHOIO I0OMY

Po3ymHmMit 1M ckilagaeTbes 3 TPhOX KOMIIOHEHTIB: 00IaJHaHHS, TPOrPaMHOTO 3a-
Oe3MeueHHs Ta KOMYHIKaIlIHHUX MPOTOKOJiB. BiH Mae MIUPOKUA CIIEKTp 3aCTOCYBaHb
1 udpoBoro crioxkuBava. Jleski 3 chep JomMaliHboi aBToMaTH3arlli, 1o 6a3yoThCs
Ha MAKII0YCHH1 10 [HTepHETY pedei, Taki sSK: yIpaBIiHHS OCBITJICHHSM, CaJ{IBHUIITBO,
oXOopoHa 1 Oe3meka, SIKICTb MOBITPSl, MOHITOPUHT SIKOCTI BOJIM, TOJIOCOBI aCHCTEHTH,
BUMUKAaYi, 3aMKH, JIIYMJIBHUKHA €HEPTii Ta BOJIHU.

Po3mmpeni KoMIOHEHTH PO3yMHOI0 OyAMHKY BKJIHOYalOTh B cede: loT-maTumku,
[IUTFO3HM, MPOTOKOJIM, MIKPOIIPOrpaMu, XMapHi OOUMCIIeHHs, 0a3u aHuX, IPOMIKHE
mporpamMHe 3a0e3MeUueHHs Ta MUTI03H. XMapy [HTepHeTy peuell MOKHA PO3AUTATH Ha
miatdopmy sk nocnyry (PaaS) ta inppactpykrypy sik mocnyry (IaaS). Ha pucynky 4
MOKa3aHl OCHOBHI KOMIIOHEHTH TMPOIMOHOBAHOTO BJIOCKOHAJICHOTO PO3YMHOIO Oyu-
HKY, @ TAaKOX 3B'SI30K 1 IOTIK JAHUX MK HOTO KOMIIOHEHTaMHU.
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Puc. 4. Po3mmpenuii ckiax po3yMHOTO OyAHHKY.

JlomaTok po3yMHOTO OyAMHKY OHOBJIIOE 0a3y JaHuX OyJIMHKY B XMapi, 11100 J103BO-
JIUTHU BIJIAJIEHUM JIIOJIIM OTPUMATH JIOCTYM A0 HEl 1 OTpUMATH OCTaHHIN cTaH Oyu-
HKy. TunoBa matdopma [oT micTuTh: 6e31eKy 1 aBTeHTH(]IKaIli0 TPUCTPOiB, OpOKEpH
MOB1AOMJICHb 1 YePTH MOB1AOMJICHb, aIMIHICTPYBAaHHS MPUCTPOIB, TPOTOKOIIH, 301p 1a-
HUX, Bi3yai3alliio, MO>KJIMBOCTI aHali3y, IHTETpallilo 3 IHIIUMHU BeO-cepBicaMH, Mac-
mraboBaHicTh, API g moToky iH(popmalii B peanbHOMY 4aci 1 610J10TeKH 3 BIIKPH-
TUM BUXITHUM KoJloM. JlaTumku [HTepHETY pedeii A JOMalTHbO1 aBTOMAaTH3AaIlli Bi-
JIOM1 CBOIMH CEHCOPHUMH MOXJIMBOCTSIMH, TAKUMH SIK: TEMIIEpaTypa, OCBITJICHICTb,
pIBEHb BOJM, CKJIaJl OBITPS, BiICOKAMEPU CIIOCTEPEKEHHS, TOJI0C/3BYK, TUCK, BOJIO-
riCTh, aKCEJIEPOMETPH, IHPpauYEpPBOHI, BIOpaIliiiHi Ta yIbTPa3BYKOBI 1aTYuKU. O THUMHU
3 HaWMOIIMPEHIIINUX JaTYUKIB PO3YMHOTO OYJIMHKY € JaTYMKW TeMIepaTrypH, Oljib-
LIICTh 3 SKUX € NU(POBUMHU, ajie € i aHAJIOTOBI, SIKI MOXKYTb OyTH HaJI3BUYAITHO TOY-
HUMHU. J[aTYUKU OCBITIIEHOCTI BUMIPIOIOTh SICKPABICTh. YJIbTPA3BYKOBI IATUYUKH PIBHS
BOJIH.

[Iporokonu 3B'a3ky pozymHoro OyauHky: Bluetooth, Wi-Fi abo GSM. Bluetooth -
11e IHTEJIEKTyaJbH1 a00 HU3BKOCHEPTETUYHI OE3/IPOTOBI MPOTOKOJIN 3 MOKIUBOCTIMHU
KOMIpYacTOi MEpexi Ta ajdropuTMamu mudpyBaHHs 1aHux. Zigbee - koMipyacTa Me-
pexa, MaJIOMOTY X HUM paaiodactoTHU mpotokos st [oT. X10 - mpoTokod, SKuii BU-
KOPUCTOBY€E TIPOBOJIKY JIiHII eJeKTponepenay Jijisi CUrHaiizaiii Ta ynpasiinas. Kpim
TOTO, O€3/IPOTOBUIA Ta APOTOBHH 3B'I30K. Z-wave CIeliani3yeTbCsl Ha 3aXUILEHINH 10-
MamnHii apromarusaiiii. UPB, BukopucroBye icHyroui JdiHii enekrponepenay. Thread,
Oe30IIaTHUM MPOTOKOJ ISl aBTOMaTHu3ailli po3yMHoro Oyaunky. ANT, mpotokoi 3
HAJHU3bKUM €HEPTOCIIOKUBAHHSIM ISl TOOYA0BU MATOMOTYKHUX JTATYUKIB 3 MOKITHU-
BICTIO pO3MOJUTY MO ciTii. HaifOuibi nomyisspHUMH TpoTokoyiaMu € bluetooth low
energy, Z-wave, Zigbee ta thread. MipkyBaHHS 11010 BKJIIOYEHHS HUTIO3Y MOXYTh
BKJIFOYATH: MIAKIIOYEHHS [0 XMapu, MOIATPUMYBAaHI MPOTOKOJM, CKJIQJHICTb
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KacToMi3allii Ta MATPUMKY MPOTOTUITIB. BHYTpillIHE yNpaBIiHHS CKJIaJa€ThCs 3 Ha-
CTYITHUX KOMIIOHEHTIB: MalllMHa CTaHiB, IMHA MO1H, KypHaJl 00CITyrOByBaHHS 1 Tall-
Mep.

6. Ilpukiaaau po3ymuoro gomy ta loT

VY niTeparypi Ta MPaKTHYHMUX 3BITAX MOYKHA 3HAWTH OaraTo peani3alilii pi3HOMaHIT-
HUX IHTErpaliid MiX TpbOMa OCHOBHUMH Oy/1iBeIbHUMHU OJIOKaMU - "pO3yMHUM OyIu-
HkoM", [oT Ta xMapHUMHU OOUMCIEHHSAMHU. Y LOMY PO3JLII PO3IIISTHEMO TPU peaniza-
111, K1 HAOYHO JEMOHCTPYIOTh HEOOX1HICTb 1 IEpeBaru B3a€MO3B'A3Ky a00 1HTerparii
BCIX TPhOX KOMIIOHEHTIB, K I0Ka3aHO Ha PUCYHKY 5. KokeH KOMIIOHEHT IPOHYyMEPO-
BaHO BiJ 1 10 6. Y JiBii YaCTUHI OMUCYE JJIA KOXKHOT peasizallii mocaiJOBHICTh MOBI-
JOMJIEHb/KOMaHJ MK KOMIIOHEHTaMHU, 3J1iBa HalpaBo 1 3HU3Y Bropy. BizeMemo s
MpUKIAAY TPETIO peani3allio: 3ajada ynpaBJiHHA, sSKa TOCTIMHO Mpalloe Ha JOMalll-
HbOMY cepBepi (2), BUSIBIISAE TOM (aKT, 1110 BC1 MEIIKaHI[I MTOKUHYJIH OyJUHOK, 1 aBTO-
MaTHUYHO 3aIlyCKa€e BUKOHABY1 MEXaH13MHU JIJIsl BAMKHEHHS Bcix loT-npuctpois (3), mi-
CJIsl 4OTO HAJICWJIA€ TIOBIIOMJIEHHS BIJIMTOBITHUM KOPUCTYBadaM/MENIKaHIIM, 1H)OP-
MYIOYH iX MpPO CUTYAIII0 Ta 3aCTOcoBaHi aii (6).

Implementation - /" N N,
Scenarios /7 ( Ciloud \ N
'\Compuli 7 ,
@ ~ — SMART HOME
O, |
8.1 @ j 3 Internet @ Smart Home Server @
; \, @ PROCESORS | T
N A APis and ACTUATORS 5
@] e m
@ Data-Bas &
g
DD :
@
=
o
@
w

ome
Jeolc o

Puc 5. Jliarpama peanizaiiiii po3mmpeHoro po3yMmHoro OyauHky. Bukopucranus (1) B TOsICHEHHI
peaizaiiii Bianosigae ooBeneHnM nudpam Ha PucyHky 5.

6.1 Busenenns eumoxie 600u ma ix 3ano0ieannsi

[TepmmmM KpOKOM € BCTAaHOBJICHHSI TaTYMKIB BOJAHM IMiJI KOKHUM PO3yMHUM TOTCH-
IMHUM JKEPEJIOM BUTOKY Ta aBTOMAaTU30BAHOT'O TOJIOBHOT'O JaTYMKA BOJSHOTO KJia-
MaHa JiJis BChbOTO OYIMHKY, 110 TEIep O3Hayvae, o OYIUHOK po3risaaeTbes sk [oT.

SKI1110 1aTYuK BOJAM BUSBIISE€ BUTIK BOAM (3), BiH HaJICWIIA€E MOJIII0 HaA Xal (2), sKuid
3ammyckae nporpamy "mepekputu kpan'". [ToTiMm mporpama njist kKepyBaHHS OyIHHKOM
HAJCUJIa€ KOMaHy "BUMKHYTH" BCIM MpuUCTposiM [HTepHETY peueil (3), BUBHAYCHUM
SIK 9y TJIMBI 0 TIEPEKPUTTS BOAM, a MOTIM HAJICHJIA€ KOMaHy "BUMKHYTH" TOJIOBHOMY
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BojomnpoBigHOoMY KiamaHy (1). IloBigoMiieHHs Mpo OHOBIIEHHSI HAJCHIIAETHCA Yepes
CUCTeMY OOMiHY MOBIJOMJICHHSIMHU Ha Ll MPUCTPOT, IO 3'SIBISIOTHCS Y CHUCKY CIOBI-
meHb (6). Take HamamITyBaHHS JOTOMAarae 3aXUCTUTHUCS BiJl CIIEHAPIiB, KOJIM JKEpe-
JIOM BOJIU € BOJIOTIPOBIJIHA cUcTeMa OyIMHKY. ba3oBa koHpirypariis nependaydae iHTe-
rpalliio 3a JOTTOMOTO0 TTOBIAOMIIEHD 1 KOMAaH]T M’k PO3yMHUM OYJIMHKOM 1 CHCTEMOIO
yrpabiiHHsg [0T. BoHa 1eMOHCTpye 3a1€KHICTD 1 MEpeBark MoeHaHHs PO3YMHOI0 0Y-
IUHKY Ta [HTepHeTy peuei.

6.2 Jlamuuxu oumy

VY OubmocTi OyAMHKIB BXKE € TUTIOBUM HaO1p AaT4yukiB guMmy (1), ajie Hemae MocTa
IUIA Tiepefiadl JaHuX 3 JaT4hKa Ha Xad po3yMHoro OyauHkKy. [liakmroueHHs uux nat-
YUKIB JI0 3aCTOCYHKY PO3yMHOT0 OYJMHKY (2) J1a€ 3MOTY CTBOPUTHU KOMILJIEKCHY CHC-
TeMy BUSBIIEHHS JUMY. [i MOKHA PO3IIMPUTH, 1100 CIOBIIATH JaTUHK JTihTa Ipo 610-
KyBaHHS Oro BUKOpUCTaHHS uepe3 nmoxkexy (1), a moTim 1ie Ouibliie po3MHUPUTH 10
Oynb-sikoro gatdyuka [aTepHery peuelt (3), sskuii Moke OyTH aKTUBOBAHUH uepe3 BU-
SIBJICHUM CUTHAJI TPUBOTH PO 33 IUMJIICHHS.

6.3 Vnpasninus inyuoenmamu OJisi Kepy8anHs 0OMAUWHBbOIO MEXHIKOIO

PosrnsHemo crieHapiif, Koau JesKl Mpuiiaay 3aJullaloThCs BBIMKHEHUMU. Y pasi
TPUBAJIOT BIICYTHOCTI A€SIK1 3 HUX MOXYTb meperpitucs i neperopitu. lLlo6 yHukHyTH
TaKUX CUTYyaIlii, maKirodaeMo Bcl aatuuku loT-npunamiB 10 10ManHLOTO 3aCTOCY-
HKY (2), 100 KOoJii BCl MiayTh 3 IOMYy, BIH aBTOMaTUYHO HaJallITyBaB JAaTYHUKH BCIX
MIPWIIAJIIB BiAMOBIAHUM YMHOM (3), 11100 YHUKHYTH TOMIKOKEHb. 3BEPHITH YBary, 1o
1HJIMKAIlIS TIOPOKHBOTO OYJIMHKY F'eHepYyEThCs J0AaTKOM "Po3ymHuuii a1iM", Toi K 1H-
JUKallis yBiIMKHeHoro nmpuiany reaepyersest [oT. OTxke, el crieHapiii MOKIMBHM 3a-
BJISIKM 1HTErpalii Mk cucreMaMu pozymMHoro nqomy Ta [oT.

BucHoBxku

VY 1boMy pO3aLIi ST ONIKMCAB IHTETPAIIIIO TPHOX CJIA00 MOB'I3aHUX MIXK COO0I0 KOMIIO-
HEHTIB: po3yMHOro OyauHky, [oT 1 xmapHux obuunciens. g epexTuBHOTO 1 30amaH-
COBAHOT'O YIPaBIIHHS BEIUYE3HUM IMMOTOKOM JIaHWX, BUKOPUCTOBYIOYH CHJIbHI CTO-
POHHU KOKHOTO KOMIIOHEHTA, 5 IPOTIOHYI0 [IEHTPaTi30BaHMM 104aTOK JIJ1s1 00pOOKH 110~
Iiil B peajJbHOMY 4aci.

51 onucyto nepeBary Ta BUroJid KOXKHOIO OKPEMOT0 KOMIIOHEHTa Ta Ooro MOXKJIMBI
JIOTIOBHEHHSI, SIKI MOXKYTh OYTH JOCSTHYTI IIJISXOM IHTErpaii 3 IHIUMH KOMITIOHEH-
TaMH, 110 3a0€e3MeUnTh HOBI MepeBaru, OTpUMaH1 BiJl BCI€i cUCTEMU B 1IoMy. Ocki-
JIBKHU 111 KOMIIOHEHTH Bce 1€ IepeOyBaloTh Ha CTalli pO3pOOKH, IHTETpaLlisl MiK HUMHU
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MOKe 3MIHUTHUCS 1 3a0€3MeYnTH HaAiiHy mapaJurmy, sika reHepye HOBE IMOKOJIIHHS 1H-
(dbpacTpyKTypH Ta J0JIaTKIB.
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TEXHOJIOI'ISI XMAPHOI'O CXOBUIIIA B COEPI
KOMIT'IOTEPHOI IHJKEHEPII

€sren IABOIIHUK (cryzenr)
Apociaas MAIIEBCBKUMU (cTyaeHT)

Kuiscoxuti nayionanvruil yHieepcumem 0y0igHuymea i apximexmypu, ¢haxyiomem asmomamu3ayii i
iHopmayitinux mexnono2iu, kageopa Kibepbesnexu ma komn romepHoi indcenepii, Kuis, Yxpaina

AHOTANIA

3a I0MOMOroI0 XMAapHOTO CXOBHINA JaHi, Taki K JOKYMEHTH, (aiiiau, 300pakeHHs Ta
0a3u JaHuX, MepeaaroThCs 10 XMAPHOTO CXOBHIIA Yepe3 MiAKITI0YSHHS 10 IHTEPHETY, J1e
30epiratoTbcs Ha BIPTyaJIbHUX MAalllMHAaX y BiggajieHOMY (i3MYHOMY IIEHTpi 0OpoOKu
nanux. 1106 3a0e3meunT JOCTYIHICTh, 0€3MEeKy Ta IMITICHICTh TaHUX, XMapHI CXOBHIIA
aBTOMAaTHYHO CTBOPIOIOTH PE3EPBHI KOMil TaHUX 1 30epiraroTh Komii JaHWX Ha KUTBKOX
MalgHax y reorpadivHo po3kuaaHux micisax. KopucryBadi MOXYTh OTpUMATH JOCTYII
710 TaHWX Yepe3 IHTePHET-3'€ THAHHS MPAKTUIHO Ha OyAb-IKOMY MPUCTPOI.

Kuarouosi ciioBa

XMapHa cucteMa, cucteMa 30epiranus, ¢haiau, cepsep, iHGopmarris.

Beryn

VY cydyacHoMy 1HGOpMAIIHHOMY CYCHIIBCTBI, JIe 00CSATH JaHUX CTPIMKO 3POCTAIOTh,
nuTaHHs ePeKTUBHOTO Ta Oe3reuHoro 30epiranHs iHGopmMallii cTae KIF0YOBUM. XMa-
PHI CXOBUIIA JAHUX MPUXOJSATH Ha 3MIHY TPaJIULIMHUM JIOKATLHUM CHUCTEMAaM, ITPOIIO-
HYIOUM PEBOJIIOLIHI MIIX0IH 10 30€peKeHHs Ta yIrpaBiiHHs iHQopMmaitieto. J1is 30e-
piraHHs JaHUX BUKOPUCTOBYIOTHCS CEPBEPHU 1 CUCTEMU 30€piraHHs JaHUX, K1 P13UUHO
po3TaloBaHi B reorpagiqHo BiJAaJIeHOMY BiJ KJIi€HTa 1aTa-IIeHTpl. XMapHe CXOBUIIIE
- 1I€ CTPYKTYypa PO3MOJAUICHUX Y MEPEXKi OHJIaH-CEPBEPIB, SIK MIPABUIIO, Y BUTIISAI OH-
JaltH-CEePBICY, 0 HAJla€ KOPUCTyBayaM MicIie i 30epiranHs ixHix gaHux. CxoBuiie
MOTPiOHO CHHXPOHI3yBaTH 31 CBOIM MPUCTPOEM. [TicIst ITbOTO Ty IM MOYKHA 3aBAHTAXKY-
Batu (¢aitnm Oyb-SKoro THmy. BoHu OynyTh TOCTYIHI 3 yCiX IPUCTPOIB OHJIANH.

OCHOBHI BUBHAYCHHS

brnoune cxoBuie: Bech 00csar iHGopmalli IUIMTHCS HA PiBHI YaCTUHU - OJIOKH 3
inenTudikatopamu. OCHOBHA MepeBara TaKuX XMapHUX CXOBHII] - TTOIUT KJI1EHTCHKUX
CEPEIOBHIII. 3aB/SKH IIbOMY JI0 KOYKHOTO 3 HUX BiIKPHUBAETHCS IMIBUIKANA OKPEMHIT J10-
CTyN. AJle IJIaTUTH MOTPIOHO 3a BECh BUIIJICHUN OOCAT Mam'sATi, HaBITh SKIIO BOHA
HIYMM HE 3alHsITa.

daitnose cxosuie: [ani 30epiratoTecs B iepapxiuHiit cucremi. Lle o3Hauae, 110 iH-
dbopmartis sBisie co0010 (aiiim, siki 00'€THYIOThCS B MMAINKH, MIJKATAIOTH 1 KATaJIOTH.
OcHoBHa miepeBara - IHTYITUBHUN 1HTepdEnC 1 JETKICTh BUKOPUCTAHHS. | 0JIOBHMIA
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HEJIOJTIK - TOTaHa MacIITa00BaHICTh: 31 30UIBIISHHSIM 00CATY JJAHUX 1€papXis Ay>Ke CH-
JILHO YCKJIQJTHIOETHCS 1 YIIOBUIBHIOE POOOTY CUCTEMH.

OG'extHe cxoBulle: e yHiBepcanpHul 1 cydacHUN crociO 30epiraHHs B XmMapi Be-
nukux 1HGopmaiiiHux MacuBiB. O0'€KTHE CXOBHIIE BUKOPUCTOBYETHCS IS JTAHUX
OyIb-SIKOTO BHIY: MEI1aKOHTEHTY, IIPOrpaM, OyXraiaTepchbKoi/CTaTUCTUYHOL 3BITHOCTI
To1110. [ '0JI0BHMIA HEAOMIK - KOPUCTYBA4 HE MOXKE MPOCTO B3ATH 1 IEPEeMICTUTH (aili y
noTpiOHy manky. J[ns 3aBanTakeHHs iH(pOopMaIlii MOTPiOHO BUKOPUCTOBYBATH CIIEIlia-
TeHUN nporpaMmuunii iHTepdeiic - API (BiH gae 3Mory ABOM He3aJIe)KHUM KOMITOHEHTaM
[13 oOMmiHrOBaTHCS 1H(pOpMAITi€TO).

Pe3yabTaTt 10CaiIKEHHS

IcHyI0Th COTHI Pi3HUX XMapHUX CUCTeM 30epiranfs. Jleski 3 HUX MalTh AYXKE CIie-
1M 1YHY CIPSMOBAHICTh, HAITPUKJIIA, 30€piraHHs MOB1JOMJICHB €JICKTPOHHOT ITOIITH B
[aTepHeT! a60 nudppoBUX 300pakeHsb. [HIM TOCTymHI 11 30epiranHs Bcix Gpopm mud-
poBUX AaHUX. Jleski XMapHiI cCUCTEMHU 30epiraHHs JaHUX € HEBEJIMKUMU CUCTEMaMU,
TOMA1 SIK 1HIII HACTUIBKU BEJHKI, MO0 (i3UYHE OO0JIaTHAHHS MOXKE 3aMOBHUTH ITIIHMA
ckiaa. OO0'ekTH, B SKHX PO3MILIYIOThCS XMapHI CHUCTEMHU 30€piraHHs, Ha3UBaIOTHCA
IIEHTpaMu OOPOOKH JTaHUX.

Ha naitnpocTimomy piBHI XMapHa cucTeMa 30epiraHHs JaHUX MOTpedye JIUIIe Of-
HOTO cepBepa JaHux, mijakioueHoro 1o [areprery. Kiment (Hanpukiia, KOpUCTyBad
KOMIT'FOTEPA, SIKAW MIAMKUCABCS Ha CIIy’)KO0y XMapHOTO CXOBHIIA) HAJICUIIAE KOTIii (haii-
niB uepe3 [HTepHeT Ha cepBep, sSKuii 3anucye iHpopmailiro. Konu kinieHT O0axkae oTpu-
Matu iH(popMalito, BIH OTPUMYE JOCTYI JI0 cepBepa AaHuX yepes BeO-iHTepdeiic. [o-
TIM cepBep abo Hajacwiae paiam Ha3zal KIIEHTY, a00 JO3BOJIAE KIIEHTY OTPUMYBATU
J0CTyN A0 (paiiyiiB HA cCaMOMy CEpBEp1 Ta KEPyBaTU HUMHU.

XMapHIi CUCTEMU 30epiraHHs 3a3BUYail MOKJIaJal0ThCs HAa COTHI cepBepiB. OCKUIbKU
KOMIT'FOTEPH 1HOJII MOTPEOYIOTh TEXHIYHOTO OOCITYrOBYyBaHHS a00 PEMOHTY, BayKJIMBO
30epiraTi OAHAKOBY 1H(QOpPMaLIII0 HAa KIJIBKOX KoMI'toTepax. Lle Ha3uBaeThbCs pe3epBy-
BaHHs. be3 pe3epByBaHHS XMapHa cucTeMa 30epiraHnHs He MorJia 0 TapaHTyBaTH KJli€-
HTaM, 1[0 BOHU MOXYTh OTPUMATH JOCTYI A0 CBO€I iHPopMaIllii B Oy 1b-SIKHI MOMEHT
yacy. bimbiricTs cucteM 30epiraroTh OAHI 1 Ti K JJaH1 Ha cepBEpax, K1 He3aJIeKH1 O/IHI
B1J1 OJTHOTO. TaKMM YUHOM, KJIIEHTU MOXKYTh OTPUMATH JOCTYII JI0 CBOIX JIAaHUX, HABITh
SKILO OJUH OJIOK CUCTEMU BUILE 3 Jaay.

Jlesiki 3 HaWOLIBII MOMYJISPHUX XMApPHUX CXOBUII JUIsl 0COOUCTOTO BUKOPUCTAHHS
Ta IX BIAMIHHOCTI:

1. Google Drive:
e Hanae Ge3komToBHUM npocTip AJist 30epiranus daitnis qo 15 I'b.
e Mae npocTuii Ta IHTYITUBHO 3p03yMUIHii 1HTEepdEC, a TAKOXK YUCICHH] 1HTET-
partii 3 iHmumu porpamamu Google, Takumu sik Gmail, Google Docs Ta Google
Sheets.
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e Hanae MOXJIMBICTD CHIJIBHOI pOOOTH HaJ ¢alyiaMu Ta OOMIHY HUMU 3 1HITUMU
KOPUCTYBauyaMH.
e 3ale3mneuye BUCOKY IMIBUAKICTh 3aBaHTA)XCHHS Ta CKauyBaHHA (haiiIiB.
2. Dropbox:
e Hanae Ge3komToBHuUi npocTip AJist 30epiranus daitmis g0 2 I'b.
e 3ale3nedye BUCOKY IIBUJIKICTh 3aBAaHTAKCHHS Ta 3aBaHTaXeHHs (ailiiB, a Ta-
KO MOTY>KH1 MOJIMBOCTI KEpYBaHHS JOCTYTOM J10 (hailiB.
e Mae npoctuii Ta IHTYITUBHO 3p0o3yMinuii iHTep(deic, a TAKOXK YUCICHHI 1HTeT-
pariii 3 IHIIMMHU [IPOTpaMaMu Ta CepBicamu.
e Hanae MOXIIMBICTB CHIIBHOT POOOTH HaJ (aitlaMu Ta OOMIHY HUMH 3 THIIUMHU
KOPHCTYyBa4aMH.
3. Microsoft OneDrive:
e Hapae Ge3komToBHMIA POCTip 11t 30epiranns daitnis 1o 5 I'b.
e 3abe3nedye BUCOKHI PIBEHb O€3MEKU Ta 3aXUCTY JAHHUX, BKIIOYAI0YH (QYHKIIIIO
3axucTy 1HGOpMAIIil Ta MOKIMBOCTI KEpYBaHHS JOCTYIIOM 110 (aiiiiB.
e Hanmae moxnuBocCTI A criibHOT poOOTH Ta 0OMIHY (paitiiamu 3a TOMOMOTOI0
iHTerpauii 3 iHmMMH mporpamamu Microsoft, Takumu sik Word, Excel Ta

PowerPoint.
e Mae npocTuit Ta IHTYITUBHO 3p0O3yMIIUi iHTEPEIIC.
4. iCloud:

e Hapae Ge3komToBHMIA pOCTip 11 30epiranns daitnis g0 5 I'b.

e 3ale3nedye BUCOKHI pIBEHb OE€3MEKH Ta 3aXUCTY AaHUX, BKIIOYAtOUU (YyHKIIIIO
IBO(GAKTOPHOI aBTEHTHU(IKAII1.

e Mae npocTuil Ta IHTYITUBHO 3pO3yMUIMI 1HTEp(deiic, a TaKoX IHTerparlii 3 iH-
mumu nporpamamu Apple, Takumu gk Pages, Numbers ta Keynote.

e Hajae MOXIMBOCTI CHHXPOHI3allli TaHUX Mk npuctposimu Apple.

BucHoBku

OpHMM 13 TOJIOBHUX IUTIOCIB BUKOPUCTAHHS XMapHUX CXOBHIII € ITiBUIICHHS JOC-
TYMHOCTI Ta BiIJJAJICHOCTI. 3a TIOTIOMOTOI0 XMapHOTO CXOBHINA BH MOYKETE OTPUMATH
JIOCTYT JI0 CBOIX JaHUX 3 OyAb-SKOTO MICI 1 B OYJIb-SIKU Yac, SKIIO0 Yy BaC € IMiIKII0-
yeHHs 10 [aTepHety. Lle 3abe3neuye THYUKICTb 1 3pYUHICTh, OCOOJIUBO ISl TUX, KOMY
HEOOX1JHO MpaIltoBaTH BiJiJIajieHO a00 OTPUMYBATH JOCTYII 10 CBOiX (hailsiiB, mepedy-
BalOYH B I[Op031 XMapHe 30epiraHis JaHUX yCyBa€ HEOOXITHICTb y (pi3UYHIN 1H(1)pa—
CTpYKTYypi 30epirants. Bam He moTpiOHO BKJIaIaTH KOIITH B IOPOTe 00JIaJHAHHS 1 TTIK-
JTyBaTHUCS PO MOT0 00CTYyroByBaHHS Ta MATPUMaHHS B poOodyoMy ctaHi. Lle nae 3mory
3a0IaANTH Yac 1 Tpori Ta 3abe3nednTr OUTbil ePeKTUBHE 1 MacITabOBaHe PIIICHHS
s 30epiranHs manux. OQHUM 13 HEAOJIIKIB XMApHUX CXOBHIIL € ITIJIBUINICHA 3aJICHK-
HICTh Bia migkmtodeHHs 10 [HrepHery. be3 crabinmpHOTO 1 HAAIHHOTO 1HTEPHET-3'€]I-
HAaHHS MOXXYTh BHHUKHYTH TPYIHOIII 3 JOCTYIIOM IO JaHuUX 3 xMapu. lle Moxe
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3aBJIaTH 3HAYHUX HE3PYIHOCTEH, 0COOIUBO SKIIO AOCTYII 10 TaHUX HEOOX1THUHN Y CTH-
CJIl TEPMIHHU.

Jlitreparypa
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MEJWYHI JIONATKHY IHTEPHETY PEYE#: IHHOBALI ¥V
BEJIEHHI 3[0POB’SI TA JIATHOCTHIII 3A
JIOIMOMOI' OO IMMPUCTPOIB

€sren HIOKAJIO (ctynenT)

Kuiscoxuti nayionanvruil yHieepcumem 0y0igHuymea i apximexmypu, ¢haxyiomem asmomamu3ayii i
iHopmayiinux mexnonoeail, kageopa xibepbesneku ma komn tomepHoi indcenepii, Kuis, Ykpaina

AHoTAaLA

JlonoBine po3rasaae BruB [ntepHety peueit (IoT) Ha MeauuHi 10AaTKU Ta iXHIO POJb Y
CydYacHIi MeIUIHHI. 3a3HAYCHO, 0 MMAKIIOYEH] TPUCTPOI 3a0€3MeUy0Th HEeTIepEPBHUN
MOHITOPUHI, TOYHY [iarHOCTUKY Ta TIEPCOHANI30BaHI MIiAXOAM 1O JIKYBaHHS.
OOroBOpeHi BUKIIMKH, TaKl K MPUBATHICTh JaHUX Ta €TUYHI aCMEKTH, ajie BUCBITICHO
iXHIM MOTeHIia) A7 TOKPALCHHS OXOPOHH 37I0POB'Sl Ta PO3BUTKY MEIUYHOI IPAKTHKH.

KuarouoBi ciioBa
Menuyni nogaTku iHTepHETY peueld, [0T, mpuBaTHICTh JaHUX, ONITUMI3AILiS.

ITocTanoBka 3agaui

Metor A0MOBiAl € AOCHIPKEHHS BIUIMBY MEIUYHUX JOJATKIB IHTEpHETY peuei
(IoT) Ha cyyacHy MenMIIMHY. AHATI3YIOTHCS MOXKJIMBOCTI MOHITOPUHTY 37I0pOB'Sl Ta
MOKPAILEHHS TOYHOCTI JIIarHOCTUKH, BPaXOBYIOYH IHHOBAI[IHI TEXHOJIOT1i, TaKi sIK ce-
HCOpPH Ta MalllMHHE HaBYaHHS. [10/1a€Thcss 0OTOBOPCHHS BUKJIMKIB, TAKUX SK ITPUBAT-
HICTh JJaHWUX Ta Oe3rneka, 1 BU3HAYAIOThCS TIEPCIIEKTUBU [IJIS1 TIOIATBIIIOTO PO3BUTKY.
3aaya noJsirae B CHCTEMHOMY JIOCIIIIKEHH] Ta 00'€eKTUBHOMY BUKJIaJIeHH1 1H(opMarii
JUTSI HaJTaHHS. KOMIUIEKCHOTO PO3YMIHHS IIbOTO IMMUTAHHS.

AKTYyaJIbHICTh MPO0JIeMH

AKTyanpHICTh NMPOOJIEMU BOPOBAIKEHHS MEIUYHHUX JOJATKIB B cPEpy OXOPOHU
3I0POB'S HaJI3BUYAHO BUCOKA B Cy4aCHOMY CBITi. 3pOCTaHHSI MOIYJIALIT, 301IbIIICHHS
KUTBKOCTI MAIIEHTIB 3 XpOHIYHUMHU 3aXBOPIOBAaHHSAMM Ta OTpeda B ePEeKTUBHIN MeTU-
YHIi J0MOMO31 CTBOPIOIOTh TUCK HAa CyYacHY CUCTEMY OXOPOHH 3/10POB'S.

Taki nogaTKu MOXKYTbh BUPIIIUTH 11 BUKJIMKH, HAJIal0UM 1THCTPYMEHTH JIJIsl HeTepe-
PBHOTO MOHITOPHUHTY, €(EeKTHUBHOI A1arHOCTUKH Ta MEPCOHATI30BAHOIO JIIKYBaHHS.
[linBuIlIEeHHS MOCTYMHOCTI MEIUYHUX IOCITYT, 3MEHIIIECHHS BUTPAT Ta MOKPAIICHHS
SKOCTI1 JOTJISITY 32 MaIllEHTaMU POOJIATH IF0 TEXHOJIOT1I0 KPAHBOIO aKTyaIbHOIO IS
MOTAJIBIIIOTO PO3BUTKY C(hepr OXOPOHHU 37A0POB'ss. AKTUBHUMN JOCIITHUIIBKUI THTEPEC
Ta MOCTIMHUIA TEXHOJOTIYHUHN MPOTPEC MiIKPECTIOIOTH BAXKIIUBICTH PO3TIIALY 1I€T TIPO-
onemu.
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Poab mequunux noaatkis [oT y BegeHHi 310poB's

OnHiero 3 KIIOYOBUX PYHKINN MeauuHuX A0aaTkiB [0T € MOXIMBICT OCTIHHOTO
MOHITOPUHTY BaXJIMBUX BITAJbHUX MOKA3HUKIB, TAKUX SIK MYJIbC, apTEPlaibHUI TUCK
Ta p1BEHb KUCHIO B KpoBi. CydacH1 MIIKIIOYEH]I IPUCTPOT MOKYTh aBTOMAaTUYHO BiJIC-
TEXYBaTH 11 mapamMeTpu, 3a0e3nedyrodu MOCTIMHUN MOTIK JaHUX JIJIsS aHaJlI3y CTaHy
310pOB's.

Menanuni nonatku [0T 103BOASAIOTE HE JHILIE BUMIPIOBATH BaXKITUBI (P1310JI0T14YHI ITO-
Ka3HUKH, ajie i BecTr 001K (hi3MIHOT aKTUBHOCTI Ta CIIOKUBAHHS Kanopii. [aTerparris
IIUX JIAaHKUX JI03BOJISIE€ PO3POOIIATH IIepCOHATI30BaH1 peKOMEHAAIT T 1010 aKTUBHOCTI Ta
KUTTEBOTO CTHIIIO, 1[0 CTIPUSIE TIOKPAIEHHIO 3arajJbHOTO CTaHy 3J10POB's.

3actocyBanns [0T y cdhepl MeauIIMHN T03BOJISIE CTBOPIOBATA CUCTEMH HarayBaHb
Ta KOHTPOJIIO 32 MPUHOMOM JTiKiB. [TiKITt0ueH1 MPUCTPOi MOXKYTh BIICTEKYBaTH BIKHU-
BaHHSI JIIKAPCTB, MOBIJOMIIATH JIIKApiB PO MOKJIMBI YCKIIAJHEHHS Ta Ha/laBaTH Malli-
€HTaM peKoMeHAaIlli /s 3a0e3neyeHHs €PEKTUBHOIO JIIKYBaHHS.

MenuuHi 1OAaTKU MOXYTh IHTETPYBATHCS 3 MEIUYHUMU 1H(GOPMALITHUMU CUCTE-
MaMH Ta €JICKTPOHHUMH MEIUYHUMHU KapTamu. Lle 103BoIs€e TiKapsiM Ta MEANIHOMY
NepCOHANTYy OTPUMYBATH JOCTYII IO aKTyaIbHHUX JaHUX TMAIlI€HTa B PEKUMI peaabHOTO
qacy, MOJETIY0YU MPUIHATTS PIIIEHb Ta Ha/lal0ouu OUTbII IHPOPMOBAHY MEAUYHY J10-
MIOMOTY.

3BeZICHHS BCIX IMX JIAHUX B OJIMH IHTETPOBaHUI 1HTEepdEnC T03BOJIsIE CTBOPIOBATU
1HMBITyali30BaH1 IJIAHW YIPABIIHHS 3J0POB'SIM JUIsl KOXKHOTO maiienTta. [ndopma-
I[IiHa CUCTeMa MOXKE aHaI3yBaTH JIaH1 Ta pO3pOOJIATH MEPCOHATI30BaHI peKOMEH 1a1lii
10J10 JIIKYBaHHS Ta MPO(MUIAKTHUKU XBOPOO.

InnoBamii y giarHOCTHII 32 1ONMOMOT0I0 MIIKJII0YEeHUX MPUCTPOIB

Menuani nonatku [0T BUKOPHCTOBYIOTH Pi3HOMAaHITHI CEHCOPH TSI 300py O0'€KTUBHUX NaHUX, Takux sk TCMIIC-
patypa, eJleKTpoKapaiorpama, apTepiaabHUNA TUCK Ta piBeHb ITroKo3u. L1 qaH1 Hagxo-
JSITh B peallbHOMY 4aci, 1110 J03BOJISI€ JiKapsM OTPUMYBaTH aKTyajabHYy 1H(OpMaIIito
PO CTaH Malli€HTa.

Po3Butok TexHoIOTi 300py Ta epeaayi JaHUX B peaJbHOMY Yaci poOUTh MEAUYH1
JaH1 TOCTYMTHUMHU MUTTEBO. L]e 0co0MmBO BayKIMBO 17151 €PEKTUBHOTO MOHITOPUHTY Ta
JIOTIOMOTH TIAIIEHTAM Y BUIAKaX XPOHIYHUX 3aXBOPIOBAHb.

BuxopucTtanHs aHAMITHKY JaHUX Ta MAITUHHOTO HABYAHHS IT1IBUIIY€ TOYHICTb JTi-
arHo3iB, a aBTOMATHU30BaHI CUCTEMH MOHITOPUHTY JTO3BOJISIOTH MIAKIIOYEHUM TTPUCT-
POSIM BECTH HEIIEPEPBHHUM KOHTPOJIb 32 CTAHOM XBOPOTO.

Cucremu eNeKTPOHHUX 3BITIB Ta IHTEPAKTUBHA CIIBIpAIlS 3 MAIllEHTaMUA POOJISAThH
JIaH1 JIETKO JOCTYITHUMU Ta CIPUSIOTH B3aEMOJIT MI>K METMYHUM MEPCOHAJIOM 1 Talli€-
HTaMH.
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Buk/jnky Ta nepcneKTUBY BIPOBAKEHHSI MEIUYHHUX T0ATKIB

BaxniBUM BUKIIMKOM € TTUTaHHS NIPUBATHOCTI JaHUX. 31 301IbIIIEHHAM 00CsTY 310-
pPaHUX MEIMYHUX JAHUX BUHUKAE HEOOX1THICTh €()eKTUBHOI CUCTEMHU 3aXUCTy KOH(I-
JIEHIIMHOCTI, 11100 3amo0IrTi HeMPaBOMIPHOMY JIOCTYITY.

[Ipuctpoi IoMT HeoOXxigHO MOCTIHHO MEPEBIPATU Ha Oe3nepebdiitny poOoTy Ta ¢y-
HKIIOHANIbHICTD. [Ipuctpiit [HTepHeTY pedeil, sskuii Mae HEAOTIKHU, MOXKE JIETKO MpU3-
BECTHU JI0 TpaBM. Xoua JIesKi TpPaBMH MOXXYTh OyTH HE3HAUHUMH, 1HIII MOXYTh OyTH
HecnpuaTauBUMHU. Och YoMy MeIn4Hi KoMraHii [HTepHeTy pedell TOBHUHHI CTEXHUTH
3a TUM, HaCKUTbKU J0Ope PYHKIIOHYIOTh iXHI IPUCTPOL..

[le omniero MpoOIeMOr0 € 3a0e3nedeHHs Oe3MeKn MepexkKl Ta 3aXUCT Bl KidepaTax.
3Bakarouu HA YYTIUBICTh MEIUYHHUX JAHUX, IXHE 30€PEKECHHS Ta Tepeiada MOBUHHI
BIJITIOBIJIATH BUCOKHUM CTaHAapTaM Oe3neku. 3arpo3a Oe3melli, siKy CTBOPIOIOTH MpH-
ctpoi [oMT, 3anexuTs BiJ 3ax0/1iB Oe3MeKH BUPOOHHMKA Ta KIHIEBOIO KOPUCTYBaya.
HepotpumanHs HOpMaTUBHUX BUMOT MOX€E 3pOOUTH MPUCTPOi BPa3IMBUMHU 0 MOPY-
meHb 0e3nexku. OHaK, HAaBITh SAKIIO BUPOOHUK POOUTH yce, 1100 3aXUCTUTH MPUCTPIi
- mM(pyBaHHA, yIPABIIHHS HaTYaAMH, 1 HUTMX JEB’SITh SIP/IB - O€31eKa NPUCTPOiB BCE
e Moke OyTH mopyuieHa 3 00Ky KOpucTyBaya.

ETnuHi nuTaHHS TaKOXK € BAXKJIMBOIO YaCTHHOIO BIPOBapKeHHA. [IpaBuibHe BUKO-
PUCTaHHS JTAHUX Ta 30€peKEHHS MPUBATHOCTI MAIIEHTIB CTA€ KIIFOUOBUMH €TUIHUMH
acrmeKTaMH, K1 BUMaraloTh yBaru.

HecyMicHICTh TEXHOJIOT1i Ta BIJICYTHICTh CTAaHIAPTIB MOXKYTh YCKJIAIHUTH B3a€EMO-
TI0 MK pI3HUMHU cucTeMaMmu MeanuHux qoaatkiB [oT. Cranmaptuzarnis iHTepderciB
Ta MPOTOKOJIIB B3a€EMO/I1 € BAKJIMBUM 3aBJAaHHAM JJIsl IOJIANIbIIOTO PO3BUTKY LIUX Te-
XHOJIOT1H.

3 1HIIOrOo OOKY, MEPCIEKTUBYU BIIPOBAKEHHS € BEIMKUMH. 32 TOIIOMOTOI0 LIUX Te-
XHOJIOT1M MOKHA TOKPAIIUTH JOCTYIHICTh MEIUYHUX MOCTYT, 3MEHIIIUTH BUTPATH HA
JIKYBaHHS Ta MiJABUIIUTH €(EKTUBHICTh MEAUYHOIO OOCITYroByBaHHs. TaKoX, 1HTET-
parisi JOJATKIB TAaKOTO THUMY 3 €IEKTPOHHUMHU MEIUYHHMMU 3alHCaMH MOKE IOJIET-
mATH OOMiH 1HPOPMAIIEI0 MK MEAUYHUMHU 3aKJIaJaMH Ta 3a0e3MeunTH O1IIbII KOOp-
JAMHOBAaHE HAIaHHS MOCIIYT.

BucHoBOK

B 3akitouenHi, BapTO BU3HAUUTH, 110 MEAUYHI JOJJATKU MPEACTABISAIOTH 3HAUY M
MOTEHL1aJ AJ1s TpaHchopMallii CydacHOT MEIULIMHYU Ta YIPABIIHHA 310poB'saM. Orisia
BUKOPHUCTAHHA MIIKJIIOUEHUX IPUCTPOIB BKa3y€e Ha IXHIO 3/1aTHICTh 3a0e31euyBaTH He-
NepepBHUN MOHITOPUHT, TOYHY J1arHOCTUKY Ta 1HAMBIAyalTi30BaHl MiIX0AH A0 yIIpaB-
JIHHSI 3JTOPOB'SIM.

Menuuni nogatku [oT 103BOJISIOTH CTBOPIOBATH MEPCOHANII30BaHI IUJIAHU JIIKY-
BaHHS Ta MOHITOPUHTY, 1[0 B MIEPCIIEKTUBI MOXKE MOKPAIIUTH PE3YIbTAaTH JIIKyBaHHS
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Ta SAKICTh XUTTS TamieHTiB. CeHcopH, 300py JaHUX B peaIbHOMY 4acl Ta aHATITHKA
JOTIOMAraroTh JIKapsaM MpUUMaTH OUIbIT 00'€KTHBHI Ta ONIEPATHUBHI PIILICHHS.

Opnak ix BOpoBa)KeHHS HEe 001ieThcs 03 BUKIMKIB. [IUTaHHS NMPpUBATHOCTI J1a-
HUX, O€3MEKN MEPEX Ta ETUYHUX CTAH/IAPTIB BUMAraloTh CEpHO3HOI yBaru Ta po3B's-
3aHHA. CTaHAapTH3alisi Ta y3roKEeHICTh MK PI3HUMH CUCTEMaMH TaKOX € KpUTHY-
HUMH aCleKTaMH TMOJIaJIbIIIOT0 PO3BUTKY IIMX TEXHOJIOTIH.

3aBAsSKMA 1HHOBAIITHUM MOKJIMBOCTSIM, 111 IOAATKW BXK€ BHOCATH 3HAUYIIIUN BKJIa]l
y MOKPAIEHHS OXOPOHU 37I0POB'S TA CTAIOTh KIIFOYOBUM (PAKTOPOM Y PO3BUTKY Cydac-
HOI MeauIIMHU. 3abe3neueHHs 0anancy MiX BUCOKOTEXHOJOTITYHUMH MOKIMBOCTSIMU
Ta e(PeKTUBHUM YIIPABIIHHSIM BUKIMKAMU € BAXKJIMBOIO YMOBOIO JIJISl YCIIIITHOTO BIIPO-
BaJDKEHHS 1IUX TEXHOJIOTIN Y MEIUYHY MPAKTHUKY.

Vi 111 acneKkTH BKa3yroTh Ha T€, 1110 MEAUYHI T0JaTKX BU3HAYaIOTh HOBUH eTan y
PO3BUTKY cepr 0XOpOoHHU 370poB's. HactaB yac ajig raubmoro po3yMiHHs Ta HIUPO-
KOTO OOTOBOPEHHS IUX TEXHOJIOTH, 100 3a0€3MeUnTH IXHIO YCHIIIHY 1HTErpario y
MEIUYHY MPAKTHKy Ta 3pOOUTH 3HAYYIINH BHECOK y MOKPAIICHHS SKOCTI MEIUYHOI
JOTIOMOTH.
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AHAJII3 TEXHOJIOTI' T JUCTAHIIMOIO KEPYBAHHS
AKUBJIEHHAM OBUYUC/IIIOBAJIBHUX CUCTEM
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AHoOTaLisA

Texnomnoris Wake-On-LAN (WOL) B KOHTEKCTI MEPEKEBUX CEPEIOBHII € KIOUYOBUM
€JIEMEHTOM JIJIsl TUCTAHIIIITHOTO YIPABIIiHHS Ta BKIIOYCHHS BUMKHEHHUX MPHUCTPOIB. Y
CBITJIl IMPOKOTO 3aCTOCYBAHHS II€] TEXHOJIOTII BHHUKAE BAXJIMBE IMHUTAHHS MI0JI0
3abe3neueHHss Oe3neku KopucTyBauiB. HaBomuThes mpukian moOynoBu Oe3nedHoi
MepexXi T KOMIIeHcallii 0€3MeKOBUX PU3HKIB.

Wake-On-LAN (WoL) BHUKOpPHUCTOBY€ creuialbHUN THUIl TaKeTa, BigoMuil gk "Magic
Packet" (uapiBamii maker). e yHiKanpHUN MEpEKEBUH TMAKET, 110 MICTUTh KOHKPETHY
MOCTIIOBHICTh OaWTIB. [ yCHIIIHOTO BKIIIOYEHHS B CIUIAYMI a00 BUMKHEHUH PeXUM
npucTporo 3a nonomororo Wol, Magic Packet po3cunaerscs B mepexy. [Ipuctpiit, sikuii
niarpumye WolL, Bri3Hae 1eii crieniaabHUN TaKeT 1 iHIII0e CBil 3amycK.

Kurouosi ciioBa

KepyBaHHs1 )KUBIIGHHSIM, Mepeka, EHepro30epeKeHHs, «PO3yMHHUI» OyIUHOK, Oe3meka,
JoKaJibHa Mepexa, «Magic Packety.

Abstract

The Wake-On-LAN (WOL) technology in the context of network environments is a key
element for remote control and activation of disabled devices. In light of the widespread
use of this feature, there is an important question regarding the security of users. An
example of building a secure network to compensate for security risks is given.

Keywords
Power Management, Network, Energy saving, Smart House, Security, Local Area
Network, «Magic Packety.

IHocTanoBka npodaemMu

Wake-on-LAN — 11e TexHOJIOTIA, SIKa MOKPAUIUTh Ta ONTUMI3y€E pOOOTY CHUCTEM,
i’ €THAHKUX JI0 OHIET JIOKAIBHOI Mepexi. BoHa 103BOJISIE BIIaICHO KEPYBATH JKHUB-
JICHHSIM KOMIT'FOTEPIB Ta CEPBEPIB, BUBOJAYU CUCTEMY 3 BUMKHEHOIO a00 CTaHy «y
cH». OUIKy€eThCs, 10 B HaWOamxk4l 5-10 pokiB TexHoJOTis Oyje BIOCKOHAJICHA, a
caMe aJITOPUTM JIJII BUKOPUCTaHHS (1HTerparii) ii B XMapHi cepBicH, Ta 301JIbIIICHHS
CIIEKTPY 11 3aCTOCYBaHHS B IHIIKMX NPUCTPOsAX. B 1HPpacTpyKTypy BXOJUTH MHOKHHA
aBTEHTU(IKOBAHUX MPUCTPOIB, TAKUX K KOMIT IOTEPH Ta CEPBEPH, 11O MOETHAHI Y Me-
pexy. KepyBanusm nokanbHoi mepexi (LAN) 3aiimaetrbest Aaminictpatop. B Haitnpo-
CTIIIIOMY BWIMAJKy II€ MOXKe OyTH TpOcCTa Mmporpama, Ha sKid 310paHi MOKa3HUKH
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CTaTyCy MPUCTPOIO Ta BIIKETH JUIsl KEPYBaHHS 1X )KMBJICHHSM AJIs IOJIJIbILIOTO BUKO-

PUCTaHHSL.

Ocb aesiki TeHCHITT po3BUTKY TexHoJorii Wake-on-LAN, siki MokHa nepe10auynTu
BXKE 3apas:

e 3aranpHa TeHACHIS po3BUTKY WoL BKIIOUae aganTariito 10 Cy4acHHMX IIiJXOIiB
70 €HEepro30epeKeHHs, TaKMX SK CTAaHAApTH Ta IHIIIATUBU, CIPSMOBaHI Ha
3MEHILEHHS BUTPAT €JIEKTPOCHEPT]..

e  Hogi moxnuBocTi 1jis WoLL MOXyTh BKJIFOUATH MIATPUMKY BUCOKOUIBUKICHOTO
IHTEpPHETY, aJanTallil0 J0 HOBUX MEPEKEBUX TEXHOJIOTIH Ta IHTErpaiil 3
[HTepHETOM pEYen.

e Po3poOHMKH MOXYTh 30CEPEAUTHCS Ha TMOJINIIeHH piBHSA Oe3nmexku Wol,
BUKOPHUCTOBYIOUM HIM(PYBaHHS ISl 3aXUCTY Iepeaadl JaHUX Ta MOKpalICHHS
npoleayp aBTeHTUdiKalii 175 3amo0iraHds HECAaHKIIOHOBAHOMY JTOCTYITY.

e Ouikyetbes, mo WoL mMoxxe OyTH IHTErpoBaHUM 3 XMapHUMH cepBicamu, 1100
3a0e3ne4YnTH BAAJie YNPaBIIHHA MPUCTPOSMU Ta aKTUBAIIIO X B MEpEexl depes
BIIJTAJICHUI TOCTYIL.

e OpieHTanis Ha po3mupeHHs miaTpumMkud Wol st pi3HOMaHITHUX HPHUCTPOIB,
TaKUX SIK MYJbTUMEIINHI LEHTPU Ta CMApT-NPUCTPOi, s OUIbII HIMPOKOIrO
BUKOPHCTAHHS.

o Cnpobu BCTaHOBJIEHHS €IMHOT CTaHAapTHU3AIlli Ta poToKomiB st WoL 3 MeToro
MOJICTIICHHS B3a€MOJIi MDK MPHUCTPOSIMU PI3HUX BUPOOHMKIB Ta TiJBUILNEHHS
CYMICHOCTI.

BnopoBamxkenns Wol mae He nuiie no3uTUBHUM BIUIMB, aJI€ M MOB'S3aHO 3 BUHUK-
HEHHSIM PU3UKIB Ki0epaTak 3 BUTOKOM HemM(ppoBaHOoro Tpadiky KOH(DIISHIIHHUX Aa-
HUX Ta NEPEBAHTAXKEHHAM IIPUCTPOIB.
{1 mpoOGaeMu noTpeOyrOTh BUPILIEHHS, SIK HA TEXHIYHOMY, TaK 1 Ha 3aKOHO/IaBUOMY
PiBHI.

Meta nonosBizai

MeTtoro 0MOBIAI € HaAaHHS MPOIO3UIIIHN 1010 PO3B'sI3aHHS MepeiuyeHrux mpodieM
3a PaXyHOK BIPOBA/KEHHS TEXHIYHUX PINICHb, K1 JO3BOJISIIOTH 3a0€3MEUYNTH 3aXHUCT
cuctemu WoL Biji MpOHUKHEHHS.

Orusix Ta aHaJIi3 HOPMATUBHUX JOKYMEHTIB Ta cTaHAApTIB moa0 WoL

Jlnis miaTpuMKu TexHosoriii Wol B ramy3i agmiHiCTpyBaHHS po3po0JieH1 HACTYIIHI
crieriagbHl CTaHIapTH:

e [EEE 802.3 Ethernet Standard: Crannapt IEEE 802.3, sxuit perymoe Ethernet,

BU3Hauvae (I3WYHI Ta KEPYyHUl XapaKTepUCTHUKU MEpEeKeBoro 3'eqHaHHs. BiH
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BKJIFOUA€ acneKTH, noB's3ani 3 WoL, Taki sik KepyBaHHSI €HEPrOCIOKMBAHHIM Ta
CIO’KMBAHHSIM €JIeKTPOCHEPTii.

e ACPI (Advanced Configuration and Power Interface): ACPI BcranoBmioe
CTaHJApPTH JJIsl KEPYBaHHsS €HEProCIOXKUBAHHAM Ta KOH(ITYpali€l0 B CydyaCHUX
koMmm'rotepax. WolL moke BuUKopucToByBaTHCs s B3aemomii 3 ACPI mus
YOPaBIIiHHS CTAHOM CHY Ta €HEpro30epeKeHHSM.

e Intel Wired for Management (WfM) Specification: Cnenudikarisi Intel WM
BU3HAYa€ CTaHAApPTH JJIs  BIIJAJICHOTO KEpPyBaHHS Ta aJMIHICTpYBaHHS
koMmit'torepamu. WoL € ofiHi€r0 3 QyHKIII, IKy BOHa MOXe MiATPUMYBATH.

e Microsoft Wake-On-LAN Security Best Practices: Microsoft Hagae pexomeHarii
mono  Oesmexku  Wake-on-LAN, 30kpeMa  CTOCOBHO  3aXHCTy  Bij
HECAHKIIIOHOBAHOTO JIOCTYIly Ta BHUKOPHCTaHHS MUGPYBAaHHSA I 3aXUCTY
nepeaavi JaHuX.

e [ISO/IEC 27001 (Information Security Management System): Ileit cranmapt
BH3HAYa€ BUMOTH JI0 CUCTEM yIpaBIiHHS 1H(pOopMailiHoI0 Oe3nexoro. BpaxyBaHHs
acniekTiB Oe3neku WoL Moxe OyTM 4YacTMHOIO CTpaTrerii - ymnpaBJiHHSA
1H(hOpMaIIHOIO OE3MEKOIO.

e TexHIUHI XapakTEPUCTHKU BiJl BUPOOHHUKIB oOnagHaHHS: barato BUpOOHUKIB
MEpEeXKEeBOro OOJafHAHHS Ta KOMI'IOTEPIB HAJAIOTh  BIJIACHI  TEXHIYHI
XapaKTEepPUCTUKU Ta peKoMeHjalii ans BukopuctanHs Wake-on-LAN Ha ixHIX
MPUCTPOSIX.

i crangapTv BU3HAYAIOTh BUMOTH, apXITEKTYpY, mpoTokosu Ta API s inTerpartii
TEXHOJIOTII B 1HPpacTpyKTypy po3yMHUX Oy/lIBENb, MICT, TOII0. BoHU cripsMoBaHi Ha
3a0e3ne4YeHHs] CYMICHOCTI, O€3MeKH Ta HaIIMHOTO 3B’ 513Ky Mk WoL npuctposimu.

Hageneni cranapTv 3aK1aatoTh BaXKIMBY OCHOBY JIJIsl O€3MEKU pillieHb [HTepHETY
pedeii, ane He MOXKHa CKa3aTH, II0 LOTO JOCTAaTHBO. [l KOMILJIEKCHOTO 3a0e3rie-
YeHHs OE3MEeKH MOTPIOEH CUCTEMHUN OaraTonapoBHi MAX1M, Y BIAMOBIIHOCTI 0 pH-
3MKIB Ta KPUTUYHOCTI 3acToCyBaHb. Llei minxig Mae OyTH HE TUTBKM TEXHIYHUH, a i
oprasizaiiiiuuii, B TOMy 4HCJi IOTPIOHO BU3HAYATH BUMOTH JI0 0OCITYyTrOBYBaHHsI, MO-
JepHi3allii, peMOHTY, IHTETpaIlii 31 MTyYHUM 1HTEICKTOM, yTHIIi3aIlii, KO OBaHHS, Mi-
HIMaJIbHUN PIBEHBb MyOJIOBaHHS KPUTHYHHUX ITiJICHCTEM, YMOBHU JIOCTYITy MPAaBOOXO-
POHHUX OpraHiB, JI03BOJICHI 3aCO0U 3aXHUCTY BiJl BTpPy4aHhb.

Otxe, cydacHl Ta MailOyTHI CTaHIapTH 3aKJIaJal0Th OCHOBY, ajie Oe3reka — 1€ KOM-

IJIEKCHA IpeIMETHA 00J1acTh, sIKa MOTPeOy€e 0COOIMBOT MOCTIHHOI yBary.

IIpono3uirii 010 BIPOBAIKeHHsI 0€3MeYHO0I MepexKi

3axuct ¢ynkiii Wake-On-LAN (WOL) Mae BaxyiiBe 3HaU€HHS JJIA 3am00IraHHs
MOXJIMBUM TIpoOiieMaM y cepi 6esnexu. Huxde mogaHo KiibKa 3axX0/iB, sIKI MOKHA
npuitHATy 11 3axucty WOL:
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o [lludpysanns Tpadiky: BukopucTtoByiiTe 3axuiennii nporokosa aist WOL, ta-
kuii sk VPN a6o IPsec, m06 mmdpyBatu Tpadik Mix NPUCTPOSMU Ta 3aM00IrTH
HOT0 MEPEXOIUICHHIO.

e Cermenrauia Mepexi: Poamimryiite npuctpoi, mo niarpumyots WOL, Ha okpe-
MHUX MEPEXKEBHUX CETMEHTaX, 100 3MEHIIIUTH PU3UK Bl HECAHKI[IOHOBAHOTO BH-
KOPHUCTaHHS.

e Bukopucranns Cunsaux [lapomi: 3amaBaiite cuiibH1 naposi Jjst KOHiryparii
WOL. 3a6e3neuenns 6€3MeKy MmaposiiB BaKIUBO JIJIs 3a11001raHHsT HECAHKIIOHO-
BaHOMY JIOCTYILY.

o  Oinbrpanis MAC-Anpec: Beranosmtoiite pubtpu MAC-aapec, 1iod 0OMexXuTH
noctyn a0 pynkiii WOL nutie i1 KOHKpETHUX TMPUCTPOIB Y MEPEKI.

e Bigxmouenns @yukuii Tam, Jle Henotpiono: Bumukaiite pyunkiiro WOL Ha
IPUCTPOSX, SIKIIO BOHA HE BUKOPUCTOBYETHCS. Lle TonomMoxke yHUKHYTH OTEH-
IAHKX 3arpo3 Ta 3MEHIIUTH PU3HK.

e Ounosnenns [IpommBku: PeryiasipHo OHOBITIONTE MPOLIUBKY MPUCTPOIB Ta MAPII-
PYTH3aTOPIB JJIsi OTPMMAHHSI OCTAHHIX 3aX0/11B O€3MEKH, SKI MOXKYTh BKJIIOUATH B
cebe nmokpamenss s Gynkiii WOL.

e Buxopucranns BuytpimHix MepexkeBux Mexani3miB 3axucty: BukopucroByiiTe
BOY/I0BaHI MEXaHI3MHU O€3MEKU B MEPEKEBUX MPUCTPOAX, TaKl K (paripBOIIU, IS
KOHTpOoJIto gocTtymny 10 WOL.

e MouniTopunr JloriB: AKTUBYITE MOHITOPHUHT JIOT1B HA MEPEXKEBUX MPUCTPOSIX JIJIS
BUSIBJICHHS Oyb-SIKUX HEBU3HAUEHUX 200 HAJTO aKTUBHUX CNIPOO BUKOPUCTAHHS
WOL.

3acTocyBaHHS IHMX 3aXOJIB JIONMOMOKE MOKpauuTu Oesneky ¢ynkiii Wake-On-
LAN Ta 3MEeHIIUTH PU3UK MOTEHIIMHUX 3arpo3.

BucHoBxku

BnpoBamxenns cucrem Wake-On-LAN (WoL) BHOCHTh HOBAaTOPCHKI MiIXOIU JO
BUpIIICHHA 0a30BUX 3aB/IaHb, aJI€ OJIHOYACHO BUHUKAIOTh IPOOJIeMH, MOB's13aH1 3 6€3-
MEeKOI0. 3T0BMHCHI BTpy4aHHs B po0oTy cucteM WoL MOXyTb MaTH 3HAUHO OUTBIIHIA
BILJIUB MTOPIBHIHO 13 PO3PI3HEHUMH BUIIAIKaMH 3JI0BXKHUBaHb. [cHyt041 cTannapt WolL
BHU3HAYalOTh BUMOTH, apXiTEKTypy, IpoTokosu Ta API st inTerpari miei TeXHoJIor11
B iH(PpaCTpyKTypy po3yMHHUX OyIiBeJb, MIAMPUEMCTB Ta MicT. OHaK, 3a0€3MeueHHs
OE3IEeKHU € CKJIaIHOIO0 MPEIMETHOIO 00JIaCTIO, Ika BUMAarae rmocTiiHOl yBaru.

VY 1omoBiAl IPOMOHYIOTHCSA TEXHIYHI PIIIEHHS JJIS 3aXUCTY MEPEX1 3 TEXHOJOTIEI0
WoL Bix ki0epatak. L{i 3axoau 6e3nexku cupsMOBaHi Ha 3MEHIIIEHHS pU3UKIB Ta edek-
TUBHUN KOHTPOJIb 32 MOJIMBHUMH 3arpo3aMu O€3MeKd B KOHTEKCTI BUKOPHUCTAHHS
WoL B pi3Hux cdepax, Takux sk po3yMH1 OyniBii, MANPUEMCTBA Ta MIChKI 1H(pa-
CTPYKTYpH.
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ONTUMIBALISA IHTET'PALIIT JIAHUX JIJISI EKOCUCTEM
SMART IHJIYCTPIi: BAKOPUCTAHHS BEB-PO3POBKH,
BA3 JAHUX TA XMAPHUX CXOBUIIL

Cepriit YAIOK (ctynenr)

Kuiscokutl nayionanvrul ynisepcumem 0yo0ienuymea i apximekmypu, ¢haxyivmem asmomamu3ayii i
iHhopmayitinux mexnono2iu, kageopa Kibepbesnexu ma komn romeproi indcenepii, Kuis, Yxpaina

AHoOTaLisA

Smart iHIyCTpis, M0 PO3BUBAETHCS, XAPAKTEPHUIYETHCS BEIMKOIO KUIBKICTIO B3a€EMO-
MOB’SI3aHUX TPHUCTPOIB, SKI CTBOPIOIOTH BEIUYE3HY KIJIBKICTh PI3HOMAHITHUX JAQHHX.
EdexTuBHa iHTETpaIlisg Ta aHAJI3 IIUX JAaHUX MAOTh BUPIMIAIbHE 3HAYCHHS IS ONTHMI-
3awii omepamiii i MPUHHATTS pilieHb. Y i poOOTI pO3rIIALaeThCs, SIK BeO-po3pooKa,
0a3u JaHUX 1 XMapHE CXOBHUIIE MOXKYTh Pa30M BUPIIIUTH ITI0 TPOOIEMYy.

Horik 1anux y Smart ingycrpii

Smart iHAYCTpIs, ado IHxycTpis 4.0, 3HaMeHy€e cO000 HOBY €py BUPOOHMIITBA, €
OypXJIMBO 3pOCTa€ aBTOMATHU3AIlis TPATULIINHUX 1 BUPOOHUUYUX MPAKTHUK 3 BUKOPHC-
TaHHSIM CY4YaCHUX 1HTEJIEKTyaIbHUX TeXHOJoTiH [1]. L{a Tpancdopmartis rpyHTy€EThCS
Ha 300pi, 00poOI1Il Ta aHaI31 BEJIMYE3HUX OOCSTIB IaHUX, 110 TEHEPYIOTHCS MPOTATOM
YChOTO BUPOOHUYOTO JTAHITFOXKKA.
Smart iHAYyCTpisl IepernoBHEHA PI3HOMAaHITHUMU JaHUMHU, BiJl TTOKa3aHb JATYMKIB 1
BUPOOHUYUX TOKA3HUKIB JI0 BIJICTEKEHHSI JIOTICTUYHOTO 3a0€3MEeUeHHS Ta B3aEMOJI1
cnokuBayiB. JaHi € OararorpaHHUMH, BOHU JAIOTh BXIIMBY 1H(OpMaIliio mpo CTaH
obOnagHaHHs, e(heKTHUBHICTh POOOTH, TMHAMIKY JIAHITFOTa TTOCTABOK 1 IPUIHATTS CTpa-
TEr1YHUX pilieHb. PO3yMiHHS 1[bOTO PI3HOMAHITTSI Ma€ BOKIIMBE 3HAYCHHS TS e(hek-
TUBHOTO YIIPABTIHHS TaHUMH.
Po6oTa 3 TakuM 00CSATOM Ta PI3HOMAHITTAM JaHUX IPU3BOJMUTH JI0 PSAIY MPOOIEM:
* HeoanopinHicTh JaHuX: yHidiKallis pi3SHOMaHITHUX (opMaTiB, CTPYKTYD 1 JKepen
€ 3HAYHOIO TIEPEIIKO/IOIO.

= (OOpoOka B pealIbHOMY Yaci: JNUHAMIYHMM Xapaktep Smart iHAyCTpli OTpeOyIOTh
00pOoOKH B peasibHOMY 4acl JUIsl IPUUHSTTS ONEPATUBHUX PILLIEHb.

» [lutanHs Oe3neku: 3axUCT KOH(DIACHIIHHOI 1HGOpMAITi BiJ] 3JI0MY Ta HECAHKIIIO-
HOBAHOTO JOCTYITy Ma€ MepIIoYeproBe 3HAUCHHS.

Bupimennsa uux npo6siem notpedye TEXHOJOTIHN 1 cTpaTeriil, K1 IpaloBaTUMYTh
y3rOJKeHO. 37aTHA 11e 3a0e3MeYnT aBTOMAaTU30BaHa CUCTeMa, T00yI0BaHa 3 BUKO-
PUCTaHHSIM CyYaCHUX 1HCTpyMeEHTIB. J1Jig peaiizaliii Takoi CHCTEeMH iICHy€ 0e3:114 Bapi-
aHTIB, ajie OJHUM 13 Hale(DEKTUBHIIINUX € 3aCTOCYBAaHHS BEO-TEXHOJIOTI 3 BUKOPHC-
TaHHAM 0a3 JaHUX Ta XMapHOTO CXOBUIIIA, K1 pa3oM 3a0e3eyaTh THY4YKICTb, JOCTYII-
HICTb 1 3aXHUCT CUCTEMHU.
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Be0-po3po0ka ais Smart inaycrpii

Pi3HOMaHITTS IPUCTPOIB Ta KEPEI JAHUX, SIK1 B CBOIO YEPTY MOXKYTh CIIIKYBaTUCS
MDK CO0O0I0 PI3HUMHM MOBaMH B €KOocHUCTeMl Smart 1HIyCcTpii, poOUTh 1HTETpaIliio Ta
0OMIH TaHUMU CKJIAJTHUM 3aBJaHHsSIM. B moonaHH1 11-0r0 pO3pHUBY KIHOYOBUM (DAKTO-
poM MOkyTh cTaTu API Ta BeO-ppeiiMBOpKH.

VY4BiTh c001 YHIBEpCATBHUMN TIEpeKIIaiay, KUl epeiac iHpopMmailiro Mi>k IpucTpo-
AMHU HE3aJIeKHO Bix ixHbOi pigHOi MoBH, B mbomy cuia APL. API (Application
Programming Interface) — ne ctangaptuzoBanuii intepdeiic, sikuii 103BOJISIE MPOTpa-
MaM oOMiHtoBaTucs nanumi [2]. Beo-API BUKOpHCTOBYIOTH J€KiTbKa TPOTOKOIIB, aje
3 Hux RESTful API € naiinommpenimum tunom API, mpornonytoun Habip 4iTKO BU-
3HAYCHUX METOMIB s goctyny no nanux, Takux sk GET, POST, PUT ta DELETE
[31[4].

3aBIKY CTaHJapTU3allii, 6e3rnepediiHOMY 3B'13KY, MACIITAOOBAHOCTI Ta THYYKOCTI
API poOnsaTh 1HTErpaIlito JaHUX 3HAYHO IPOCTIIIO0, 10 BEJIE 10 KPaIloro BUKOPHUC-
TaHHA JJAHUX Ta MPUAHATTS OLIbII OOIPYHTOBAHUX PIILICHb.

Be0-(dpeliMBOpKH 3/1aTHI JOMOMOITH Y CTBOPEHHI IHPPACTPYKTYPHU ISl TNIABHOTO
oOminy nanumu. [TonymnsipHi pperimBopku, sik Django abo Spring, NponoHyOTh TOTOBI
THCTpYMEHTH Ta (yHKUIL JUIsi cTBOpeHHs HaAiiiHux API, mo no3Bossie po3poOHUKaM
30CEpPEAUTHCS Ha KOHKPETHUX MOTpedax mporpamMu Smart iHIyCTpii.

CyuacHi ¢peitmBopkH, Taki sk Angular, React Ta Vue.js, mpornoHytoTh MOTY>KHI 1H-
CTPYMEHTH /I CTBOPEHHS 1HTEp(DECiB KOPUCTYBaya, K1 MOXKYTh Bi3yali3yBaTH J1aHi
3 pizHuX JKepen [5]. i ¢pperiMmBopku poOISITH aKIIEHT Ha MOYJIBHOCTI, TOBTOPHOMY
BUKOPHCTAaHHI KOMIIOHEHTIB Ta OJHOCTOPIHKOBUX Jojatkax (SPA), mo 3abe3neuye
THYYKICTh Ta MAacIITa0OBaHICTh NP pO3po0IIl CKIAIHUX BEO-101aTKIB.

IHoM1 cucTeMi moTpiOHA 1H(OPMAITis KO HEMae Yy BHYTPIIIIHIN Mepexi, a € y 30BHi-
IIHIX JKEpeliax, HAMPUKIIAl PUHKOBI TEHAEHI[lT Y HACTPOI B COLIATIBHUX MEpPEkKaX.
Jlis TakoTo iICHY€ BeO-CKpamiHT — MeToA 300py AaHux 3 BeO-caiTiB. Lleit meToa Moxe
OyTH KOPUCHUM JJIsl IOCTYIy JI0 IaHUX, K1 He qocTymnHi uepe3 API.

MoskHa cka3aTu, 10 IHCTPYMEHTH BeO-pO3pOOKHU AIIOTh K MICT Ta IHTEPIIPETATOD,
JI0JIA0YX PO3PUB MiK PI3HUMH IPUCTPOSMHU Ta JHPKEpesiaMi TaHUX B eKOCcHCcTeMI Smart
1HAYCTPIi.

ba3u 1aHuX NI CTPYKTYPOBAHOI Ta HECTPYKTYPOBAHOI iH(popmarii

Po3ymHa rany3b CTBOPIOE Macy 1aHUX, MOYMHAIOYH BiJ] CTPYKTYPOBAaHUX BUPOOHU-
YHX MMapaMeTpiB 1 3aKIHUYIOYN HECTPYKTYpOBAaHMMH MOKAa3aHHSAMU NAT4MKIB [6]. s
30epiranHs Ta 00poOKH UX JaHUX NOTPiOHI BIAMOBIAHI 06a3u naHuX. Bubip npaBuib-
HOTO PIIICHHS JIJIs 30epiraHHs JaHUX BUMarae Opi€HTallil Ha CUJIbHI Ta C1a0K1 CTOPOHU
JIBOX KJIFOUOBHMX KOHKYpPEHTIB 0a3 gaHux: pensiniiiai Ta NoSQL.
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Pensmiiini 6a3u nanux, Taki sk MySQL, PostgreSQL Ta Oracle, no6pe miaxoasarth
JUTSI CTPYKTYPOBAHUX IAHUX, K1 MAIOTh YITKO BU3HAYEHY CTPYKTYpYy Ta cxemy. Lli mani
OpraHi30BaHi B TaAOJIMIII, 1110 CKJIAIAIOTHCS 3 PAAKIB 1 CTOBITYHUKIB.[ 7]

bazu nanux NoSQL, Taki sk MongoDB, Cassandra Ta HBase, po3po6sieni s He-
CTPYKTYpOBaHUX JIaHUX, sIK1 HE MAIOTh YITKOI CTpyKTypH. L1 maHi MOXXyTh 30epiratucs
y ¢popmati JSON, XML, abo npocTo y TekctoBomy (hopmarti.[8]

Cawmi 1o co6i penstiiini 1 NoSQL 6a3u jaHNX HE MPOTOHYIOTH 1/1€aIbHOTO PIIIICHHS
TUTst 30epiranHs Ta 00poOKM JaHuX. AJie iICHY€ T1IOpUIHUHN MIAXI, SIKU BUKOPHUCTOBYE
o0OuBl TeXHOJOT1i. BUKOPHUCTOBYIOUN CHUJIBHI CTOPOHHM KOXHOT'O THUITy 0a3u JaHUX,
MO>KHa CTBOPIOBATH OUIBIII IIUTICHY CUCTEMY KE€PYBaHHS JaHUMH.

Ines riGpuaHOTO MiIX0Ty TOJSATAE B HACTYITHOMY:

* CTpyKTypoOBaHi AaHi , Takl IK BApOOHUY1 apaMeTpu Ta (PIHAHCOBI 3aMIUCH, MO-
KYyTb KOM(OPTHO pO3MIIIYBAaTUCA B PENSIINHUX 0a3ax JaHUX, BUTPAIOYU BIJ iXHIX
e(eKTUBHUX 3aMUTIB 1 QYHKI[IN HUTICHOCTI TaHUX.

* HectpykTypoBaHi Ta HamBCTPYKTYPOBaHi JlaHl, Taki K MOKa3aHHS JATYMKIB 1
B3a€EMOIIi 3 COIIAIbHUMU MEpeKkaMH, MO>kHa 30epiratu B 6azax manux NoSQL, ne ix
THYYKICTh 3a0€31euy€e pI3HOMaHITHI (pOpMaTH Ta AMHAMIYHI CXEMHU.

[HCTpyMEHTH 1HTerpalii JaHuX CHpUSIOTh Oe3repediiHOMYy OOMIHY JaHHUMH MiX
[IMMU PO3pI3HEHUMU 0a3amMu JaHuX, 3a0e3neuyoun yHI(pIKOBaHUN TOCTYM 1 aHAJI3 y
BcbOMY JaHamadTi nanux. Lled riOpuaHmii miaxia crpusie THYYKOCTi, €hEeKTUBHOCTI
Ta MacIITabOBaHOCTI, KJIIFOUOBUM aCHEKTaM JJIs YIPaBIIHHS MOCTIHHO 3pOCTal0YMMU
BUMOTaMU JI0 JJaHUX 1HTEJIEKTYaJbHOT TPOMHUCIOBOCTI.

3aranom BuOip 6a3u TaHKUX 3aJIEKUTh BiJl BAMOT CUCTEMH, XapaKTEPUCTUKU JaHUX 1
3arajbHOI apXITEKTYpH CUCTEMH, a/I)K€ BUKOPUCTAHHS YHIBEPCAIBHOTO PIIICHHS MOXeE
OyTu He e(DeKTUBHUM B KOHKPETHII CUTYyallli.

IlepeBara xmapu Jisi MACIITA00OBAHOCTI Ta cHiBIpaIi

Smart iHIYyCTpis IPOIBITAE 3aBASKHU JaHUM, TOMY 30€piraHHs Ta KepyBaHHS HUMHU
BAXJIMBHUM (PaKTOp, IKUN BITUBAE Ha poOOTy cuctemu. OOpoOKka JaHUX B paMKax Jio-
KaJbHOT 1HGPACTPYKTYpPH MOKE OyTH HEe e(EKTHUBHOIO 1 B MEPCIEKTUBI MPU3BECTHU JI0
npobsieM. ToMy XMapHi TEXHOJIOTIT CTal0Th BCe OUIBII BAXKIMBUM (DaKTOPOM IS yC-
MIITHOTO BIPOBaKEHHsT Smart 1HAycTpii. XMapHi pillleHHs AJisd 30epiraHHs JTaHuX
MPOIOHYIOTH PsiJ] IEpeBar 3 TOYKU 30py MacIITabOBaHOCTI1, O€3MeKH, TOCTYITHOCTI Ta
CIIBIIpAIli, IO POOUTH iX 1JICAIbBHUMU I POOOTH 3 BEIMKUMHU 00CSITaMU JTaHUX, K1
TeHEPYIOThCS B EKOCUCTEMax Smart iHAyCcTpii.

VBITh OpKECTp, KMl MOKE MUTTEBO J01aBaTH ab0 BUJIAJISITH IHCTPYMEHTH 3a TO-
TpeOu, TaK CaMO XMapHE CXOBHIIIE 3/1aTHE AUHAMIYHO 3017IbIITUTH a00 3MEHIITUTH 00CST
nam’siTi, aIanTyYUCh J0 KOJIMBAaHb 00CSTIB JJaHUX Y peXKUMi pealibHoro vacy [9]. Lle
JI03BOJISIE TMiIMTPUEMCTBAM JIETKO CIIPABISITUCS 3 TMIKOBUMH HABAHTAKEHHSIMU Ta €KO-
HOMHTH KOIITH Ha PECYpPCax, sIKi HE BUKOPHUCTOBYIOTHCS.
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30epiraHHs JaHUX y XMapHUX CXOBHINAX rapaHTye Oe3MeKy 3aBIsSKH Cy4acHUM Ta
HaJIHHUM 3ac00aM 3aXHCTY, TaKUX SIK MHUQPPYBaHHS, KOHTPOJIb AOCTYITy, Oaratodax-
TOpHa aBTeHTHUIKAIlis, MOHITOPUHT O0€3MeKH, BJOCKOHAJIEHI CUCTEMHU BUSIBJICHHS BTO-
pruaess Tomio [10].

XMapHi 0a3u JaHUX JOCTYMHI 3 OyAb-IKOr0 MICL 1 OYb-SIKOTO MPUCTPOIO, 1110 PO-
OUTbH J1aH1 JOCTYIHUMH JJISl BCIX 3alliKaBJICHUX CTOPIH B €KOCUCTEMI — BiJl 1HKEHEPIB
710 aHAJITUKIB 1 KEPIBHUKIB, CIIPUSIOUN TIPUIHATTIO BAXKIIMBUX DIIICHb 1 CIIPOIICHIM
CHIBIIpaIll, HE3aJIEKHO Bi IXHBOTO po3TanryBanss [11].

XMapHi aTGopMU TaKOX JO3BOJISIIOTH MPOBOJAUTH aHANITUKY B peaJbHOMY 4Yaci,
110 J1a€ MOYJIMBICTh MIAMPUEMCTBAM OTPUMYBATH IIHHI CTATUCTUYHI BIJOMOCTI 3 Jia-
HUX Smart iHIyCTpil Ta MpuMaTu 6161 0OTpYyHTOBAHI pimieHHs [12].

Bkazani MOXKIJIMBOCTI BXK€ pOOJISITH XMapy MOMYJIIPHUM PILIEHHSM 17151 30epiraHHs
Ta 00pOOKHU TaHUX, aje 1€ TIIbKK OCHOBHE. XMapHI1 CXOBHIIA 3/1aTHI 3a0€3MeUnTH 0€3-
nepeOiliHICTh, poOOTH HABIThH Y HeMepen0auyeHuX 00CTaBUHAX, a TAKOXK HE MEHII BaX-
JIMBE pE3EPBHE KOMIIOBAHHS.

BucHoBOK

EdexTrBHE KepyBaHHS JaHUMH € KIIOYOBUM (DAaKTOPOM YCIHIIIHOTO BIPOBAIKEHHS
exocucreMu Smart iHAycTpii. Be6-po3podka, 6a3u naHuX 1 XMapHE CXOBUIIE BIAIrpa-
I0Th BaXJIMBY POJIb B ONTUMI3allii IHTErpamii JaHuX.

OpeiiMBopku Ta API po6msTh 1aH1 JOCTYITHUMU 3 OYyIb-SKOTO IPUCTPOIO Ta 3a0e3-
nevyTh Oe3nepeOiiHui 3B's130K, 6a3U NaHUX J1al0Th MOXKIIMBICTh 30epiratu Ta oopo-
OJISITH Pi3HI TUIH JIAaHUX, @ XMApHE CXOBHIIE MPOMOHY€E MacIITabOBaHICTh, OE3IEKY,
JOCTYIHICTh Ta aHATITUKY B peaJIbHOMY 4aci, TOIIIO.

HaGip 1iux iHCTpyMEHTIB BKe poOUTh NOOYJ0BaHy CUCTEMY MOTY>KHUM PIILIEHHSM,
ajie MPOrpec He CTOITh Ha MICII 1 KOXKEH JE€Hb 3’ ABJISIETbCS BCE OLIbIIa KIJIBKICTh M-
KITFOYEHHUX 710 [HTEepHeTY MPUCTPOIB, 10 MPU3BOAUTH IO 1€ O1IBIIIOT0 3pOCTaHHS 00-
CSTIB JAHUX 1 OYEBHIHO MOTPeOye HOBUX PILIEHB B MOKPAILEHHS a00 JOMOBHEHHS iC-
HYI0401 MOXJIUBOCTI KepyBaHHS JaHUMH. [IOTEHIIITHO, OTHUM 13 TaKUX MOXke OyTH
MITYYHUN THTEJIEKT 1 MATUHHE HAaBYaHHS, ITUPOKO BIJIOMi CHOTOJIHI, SIKI MOXYTh aBTO-
MaTH3YyBaTH NPUUHSTTS PillleHb, JaTH 3MOTY IIHOIIIE aHAJTI3yBaTH JJaHI Ha OCHOBI Tie-
pendaveHux pe3yJbTaTiB Ta MaOyTHIX TEHIEHITIN, TOIIIO.
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JIOACBKUH ®AKTOP B BE3IEL IoT

Irop OBUYAPYK (cTyneHr)

Kuiscokutl nayionanvruil ynisepcumem 0yo0ienuymea i apximekmypu, ¢haxyivmem asmomamu3ayii i
iHopmayitinux mexnonoail, kageopa xibepbesneku ma komn tomepHoi indcenepii, Kuis, Ykpaina

AHoOTaLisA

B cywacnomy mmudpoBomy cBiTi, ne Internet of Things (IoT) cTae HeBimmipHOO YacTH-
HOIO HAIIOTO MOBCAKACHHOTO JKUTTS, BAHHKAE HEOOXITHICTh IOKIaTHOTO BUBYCHHS 0€3-
TIeKH 11i€1 TeXHOIOT1uyHO1 eBostolii. Cepio3HMIA acTIeKT I1i€l 0e3MeKH, SIKUi, MOXKIIUBO, HE
OTPUMYE JIOCTaTHHO yBaru, aje Ma€ KPUTUYHE 3HAYCHHS, - 11€ B3aeMolis TtoauHu 3 10T
CHCTEMaMH.

VY 11bOMY KOHTEKCT1, BUKPUTTS KOPUCTYBAUiB JI0 PU3HKIB Ta IXHE PO3YMIHHSA MOXKYTh 3Ha-
YHO BIUIMBATH HA 3araJIbHUM piBeHb Oe3mneku B udpoBiii ekocuctemi. et myHKT cTarTi
CTIPSIMOBAHUHN HA PO3IJISA]] BAXKJIMBOCTI PO3YMIHHS JIOACHKOTO (hakTopa B KOHTEKCTI Oe3-
neku loT.

Mu nocniaumo, siK BiIHOIICHHS KOPUCTYBadiB 0 PU3HKIB BU3HAYAE IXHIO TIOBEMIIHKY B
exocucreMi [oT, sika MOXke MaTH BeTMUE3HUH BIUTMB Ha 3arajibHUMA PIBEHb 3arpo3 Ta Bpa-
3nuBocTeil. Takox Oyze po3rIIsIHYTO NCUXOJIOTIYHI acTeKTH, MOB'sI3aH1 31 CIPUHHATTAM
PH3HKIB Ta BIUIMBOM COIIIOKYJTYPHUX YAHHHKIB Ha B3aemoiro mronei 3 loT nmpuctpo-
SIMU.

Po3yMiHHS IIMX acMEKTIB € KPUTHYHHUM JIJIs1 pO3pOOKH e€(heKTUBHUX CTpaTeriii 3abesme-
yeHHs1 Oe3neku B obxacti loT Ta BpaxyBaHHS NOTpeO Ta MEPCIEKTUB KOPHCTYBAUiB y
bOMY JTHHAMIYHOMY Ta IIBUAKOMY CETMEHTI TEXHOJIOT1i.

Kuarw4osi ciioBa

KiGep6e3neka, moacekuil pakrop, ayreHTU(diKalisd, MUPpPyBaHHs, CTAaHIAPTH OE3MEKH,
coriayibHa THXEHEisl.

Annotation

In today's digitalized world, where the Internet of Things (IoT) is becoming an integral
part of our daily lives, there is a need to examine the security of this technological evolu-
tion in detail. A serious aspect of this security that may not receive enough attention, but
is of critical importance, is human interaction with IoT systems.

In this context, user exposure to and understanding of risks can have a significant impact
on the overall level of security in the digital ecosystem. This section of the paper aims to
address the importance of understanding the human factor in the context of IoT security.
We will explore how users' attitudes toward risk determine their behavior in the IoT eco-
system, which can have a huge impact on the overall level of threats and vulnerabilities.
We will also look at psychological aspects related to risk perception and the impact of
socio-cultural factors on people's interaction with IoT devices.

Understanding these aspects is critical to developing effective loT security strategies and
taking into account the needs and perspectives of users in this dynamic and fast-paced
technology segment.
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gineering.
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ITocTanoBka 3agaui

OnmHi€e0 3 KIYOBUX 00JaCTEW IOCIIUKEHHS B KOHTEKCTI Oesreku Internet of
Things (IoT) € petenbHUM aHaMI3 B3a€MO/IIT JTFOJJUHU 3 IIEI0 TEXHOJOTTYHOK €KOCHC-
TeMoro. Y 11 Te31 OyJie 30cepe/PKEHO YBary Ha BUCBITJICHHI Cy4aCHUX JOCIIIKEHb Ta
BUSBJICHHI (DaKTOPIB, SIK1 BUBHAYAIOTh, SIK KOPUCTYBaul B3aeMo/11t0Th 3 [oT cucremamu,
BKJIFOYAOYM MPUCTPOI, IiIaTGopmu Ta iHTepdeiicu.

AHaNI3yl04H JIITepaTypHi JaHi, OyJe pO3MJISIHYTO THIIOBI ClieHapii BUKOPUCTAHHS
[oT, BU3Ha4eHO OCHOBHI BHKJIMKHU, SKI MOKYTh BUHHUKHYTH B TPOIIECI B3aEMOJIil, Ta
00po0IIeHO, SIKI YUHHUKU MOXKYTh BIUIMBATH Ha 3arajbHUN piBeHb Oe3neku. OcobimBa
yBara OyJie mpuiijieHa po3po0JEeHHIO Ta BUKOPUCTAHHIO 1HTEp(ENCIB, IKI BpaXOBYIOTh
MICUXOJIOTT4HI 0COOJIMBOCTI KOPUCTYBAYiB, CIPOILYIOUH iXHE B3aemoito 3 [oT npuct-
posiMU Ta 3a0€3IeUyr0Yr BUCOKUIN PiBEHb OE3IMEKH B I[bOMY KOHTEKCTI.

JIoacskuii pakTop y Bukopucranui loT

3 orsiy Ha CTpiMKH po3BUTOK TexHouorii Internet of Things (IoT), nutanus 6e3-
MEeKU BUHUKAE SIK OJIMH 3 HAaHaKTyalbHIIINX BUKIIMKIB I PO3TIsiay. Po3mpenns me-
PEXi1 MiIKIIOYEHUX MPUCTPOIB MPU3BOIUTH 0 30UIBLICHHS 00CITy OOMIHY JaHUMH,
110 BUKJIMKAE HEAOMSIK1 TPYIHOIIN B 3a0e3neueHHi KOH(1ISHIIIHHOCTI Ta IITICHOCTI 1H-
dbopmariif1].

3poctanns BaxuBocTi Oe3neku B [oT-moaaTkax 3yMOBIIEHO KIJIbBKOMa YHHHUKAMH.
[To-mepinie, Benrka KUTbKICTh MPUCTPOIB, SIKI B3AEMOJIIOTH y ITUX MEpekKaxX, CTBOPIOE
ITUPOKHI BEKTOP MOKJIUBHUX aTtak. Kibep3mounHIli MOXKyTh BUKOPUCTOBYBATH CJIa0Ki
TOYKH B O€3Ielll OJHOTO MPUCTPOIO IS MOTPAIUISIHHS B 1HII €IEMEHTH CUCTEMHU.

[To-npyre, Benukuii oOcsar 30upanHs Ta 0OMiHy ocobucToi iHdopmanii yepe3 [oT
MO3K€E MPU3BECTH 10 CEPUO3HUX MOPYLIEHb KOH(DIIEHIIHHOCTI. 3aXUCT OCOOMCTUX Ja-
HUX KOPUCTYBAulB CTA€ BEJIbMH BaKJIMBUM 3aBJIaHHSIM, OCKUIBKU HEJAOCTATHIN PIBEHb
Oe3MeKr MOXKe MPU3BECTH JI0 Helepea0aueHuX HACTIKIB, BKIFOYAIOUU KPAJAKKY 17e-
HTUYHOCTI Ta HECAHKIIIOHOBAaHUM JOCTYM 10 0cOOUCTOT iHhOpMaIlii.

Takum unHOM, 3a0e3neueHHs Oe3neku B [oT-gomarkax crae HEOOX1THOO YMOBOIO
TUTst 30€peKEeHHS IOBIPU KOPUCTYBAUiB, CTIMKOCTI CUCTEM Ta YCHIIITHOTO PO3BUTKY IIi€l
MEePCIEKTUBHOI raimy3i TexHosorii[1].

Bmuus mroacekoro (aktopa Ha 0€3MeKy MEpexKeBUX MPUCTPOIB BU3HAYAETHCS Pi3-
HOMAaHITTSAM YMHHUKIB. [loBeIHKa KOpUCTYBaYiB, IXHI yII0100aHHS Ta HABUYKH BUKO-
PUCTaHHSI TEXHOJIOT1M, a TAKOX CTaBJCHHS JO ACMEKTIB OE3IMEKH TpailoTh BAKIUBY
pOJIb.

Hacammnepe s BukoprcTaHHs CJIa0KHX MapoJIiB a00 IXHE BUKOPUCTAHHS Ha JIEKIIBKOX
MPUCTPOSX MOXKE CTAHOBHUTH 3arpo3y Oesmemi. AyTeHTH(IKaIlisl IBOMAa YMHHUKAMHU
MOX€E CIIyKUTU €(hEKTUBHUM PIIICHHIM JIJIs1 3a0€3Me4YeHHS J0/IaTKOBOTO PIBHS 3aXH-
CTy.
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[IuTaHHS OHOBJIEHHSI MPOTPaAMHOTO 3a0€3MEeUEHHsI TaKOX BaXKIMBE. BinkiamaHHs
a00 ITHOPYBaHHS OHOBJICHb MOKE ITPU3BECTH JI0 BPA3JIMBOCTEHN Y CUCTEMI.

CormianbHa 1HXeHepis, Taka K (DIIMIMHT, MOKEe BUKOPUCTOBYBATHUCS Il OOMaHy KO-
pHCTYBauiB Ta OTpUMaHHs KOHGIIEHIHOT iHpopMmartii.

[ToBeniHka KOpUCTYyBaviB, 3yMOBJIEHA iXHIM PIBHEM YCBIIOMJIEHOCTI Ta PO3YMIHHSM
PU3UKIB, MOXe€ BIUIMBAaTU Ha 0€3MeKy BUKOPUCTAHHS MEPEXKEBUX MPUCTPOIB.

Ju3zaiin iHTep(eiciB Ta iXHS 3pyUHICTh TAKOXK TPAIOTh BAXKIIMBY POJIb. 3PYyUHUN T
3pO3yMinui iHTEPPEIC MOKE CITPUSATH IPABMIHHOMY BUKOPUCTAHHIO, TOI1 SIK HESKIC-
HUUW JU3aifH MOXE MPU3BECTHU J0 MOMUJIOK Ta HETIOPO3yMIHHS.

Bruus mosicbkoro ¢aktopa Ha O€3MeKy MEpeKeBUX MPUCTPOIB MOKE OyTH 3MEH-
IICHUH NUIIXOM MiABUIICHHS YCBIIOMIIEHOCTI KOPUCTYBaUiB, 3aCTOCYBAaHHS TEXHOJIO-
riii 0e3neku Ta CTBOPEHHs 3py4yHUX 1HTepderciB. OcBiTa Ta HABYAHHA I'PAIOTh KO-
YOBY POJIb y 3MEHIIICHHI BIUIMBY JIOACHKOTO (haKTOpa Ha BPA3IUBICTh MEPEKEBHX MPH-
CTpOIB.

VY Toii yac, KoM peTeNnbHO MPOPOOIIEHI IHCTPYMEHTH, TEXHOJIOTII Ta PYHKIIT €
KPUTUYHUMU 1S 3a0e31eueHHs Ki0epOe3neKku, BOHH 3aIMIIa0ThCsl Hee()eKTUBHUMU
y BUPILIEHH] TOTO, U0 BBAXKAETHCS CIA0KUM MICHEM B ILOMY KOHTEKCTI: JIFOJICHKUM
dakTopom.

Came ToMy 715l TIANPUEMCTB BaXKJIMBO BCTAHOBJIIOBATH Ta 3aCTOCOBYBATH CTaH/AA-
PTH, TOTPUMYBATHCS TMOJITUK Y CBOIX PIIIEHHAX 1 BIPOBAXKYBaTH MIpaBuIa, skl 3a-
0e3MeuyroTh JOTPUMAaHHS MEPEI0BOIr0 JOCBITY B Mexkax kommadii. [{e Bkirovae pe-
KOMEH/1a1li o0 MiIKII0YEHHS 0COOUCTUX MPUCTPOIB A0 MEPEXKI, TAKUX K CMapT-
(GboHM YU TOUKHU OE3POTOBOTO JAOCTYILY.

3 TaKUMU JOKJIAIHUMU 3HAHHSIMU TTPO 00JIaTHAHHS Ta IPUCTPOT B MEPEX1, MiINPHU-
€MCTBa MOXYTb PO3pOOUTH MPOIIECH Ta MPOLEAYPH sl 3axucty. Lle, B cBotO uepry,
3a0e3rneuye, 10 TPUCTPOi MAIOTh BIAMOBIAHI (DyHKIIIT O€3MeKkn Ta MOXKYTh OyTH TO-
CHJICHI YM OHOBJICHI 32 JJOTIOMOTOO TIPOIIIHUBKH.

[Ticst BBeACHHS MPaBUII B 110 JUIA MIAIPUEMCTBA TAKOK BaYKIIMBO MaTH JIOBIPEHY
oco0y, ska B3aemoJie 3 [T-npaBunaMu Ta CIiBIPaLIOE 3 IHTETPATOPOM IS [TEPEKO-
HAHHS Y BIMOBIAHOCTI MPUCTPOIB MM BuMoraM. Hanpukiaza, o/Hi€l0 3 MO TUK
MOe OyTH BUMOTa, 1100 OYyIb-SIKUM MPUCTPIN, MiAKIIOUYESHUN 10 Mepexi (Bijeopeec-
TpaTop, podoua cTaHilis a00 CUCTEMa B1ICOCTIOCTEPEIKECHHS ), OOMIHIOBaBCS IAHUMU
3a IOMOMOTO10 MK(PYBAHHS B JIOKAJIbHIM Mepexki KIIE€HTA, 3 METO 3HI>KEHHS pH-
3UKy Kibeparax.

3r1J1HO 3 €0 MOJITHKOI Oyib-sika BcTaHOBJIeHA [P-kamepa mae BkirouaTu mud-
pyBaHHS, a MporpaMHe 3a0e3MeyeHHs AJIs B1I€OCIIOCTEPEKEHHS IOBUHHO OYTH 3/1aT-
HUM 34YUTYyBaTH 3arpoBaHi MOBIAOMIICHHS 3 1€l kKamepu. Kpim Toro, KiHIeBi KO-
pPHUCTyBayl MOBUHHI OyTH yBa)kHI ITPH BUKOPUCTaHHI cMapT(OHIB 1 3aCTOCOBYBATU
MpaBuIIa, 1110 3aXUIIAI0Th MEPEXKY MiMPUEMCTBA BiJl MOKIMBOTO BTOPTHEHHS 3a J10-
MIOMOT'0OI0 OCOOMCTHX MPUCTPOIB OKPEMUX KOPUCTYBAUiB.

112



The 3rd International Conference on Emerging Technology Trends on the Smart Indus-
try and the Internet of Thing

BucHoBku

VY BHCHOBKY MOXHa KOHCTaTyBaTH, 1110 HECBIJJOME Ta HEMPABUIIbHE KOPUCTYBaHHS
MEPEKEBUMU IIPUCTPOSIMU € BAXKIMBUM aCIEKTOM, 1110 BU3HAYAE 3arpo3u B rally3i
oesneku Internet of Things (IoT). 3riHO 3 aHAMI30M BIUIMBY JIFOACHKOTO (haKTOpY,
BUSIBJICHOTO Y IIbOMY [11aJ1031, KJIFOYOBUMU BUKJIMKAMU € BUKOPUCTaHHS CIa0KUX Ia-
POJIIB, HETOCTATHS YCBIAOMJIEHICTh KOPUCTYBAYiB, 1 COLllAJIbHA 1HKEHEPIS.

J1J1st To10NTaHHS IUX BUKJIMKIB, BAYKJIMBO BCTAHOBIIIOBATU CTAHJAPTH Ta MO THKA
0e3MeKH, sIK1 PeTyJI0I0Th BUKOPUCTAHHS MEPEKEBHUX MPUCTPOiB. Kpim Toro, ocBiTa
Ta HaBYAHHS KOPUCTYBAYiB € KJIIOYOBUM €JIE€MEHTOM Y 3MEHIIIEHHI BPA3JIMBOCTI CHC-
TEMH TIepe]T JTIOJICHBKUM (paKTOPOM.

TexHos0T1YH1 pillIeHHs], TaKl IK BAUKOPUCTAHHS ayTeHTU(DIKAIllT JBOMA YHMHHUKAMU
Ta PO3BUTOK MH(PYBAHHS, BABHAYAIOTHCS SIK e(DEKTUBHI 3aX0/1 Oe3neku. AHai3 cy-
YaCHUX BUKJIMKIB Ta MEPCIEKTUB pO3BUTKY 3ax0/1B Oe3neku [oT miakpecitoe HeoO-
X1JTHICTh MOCTIMHOTO BJIOCKOHAJICHHS CTPATET1i Y IbOMY HANpPSIMKY.

3ayueHHs T0BIpeHOT 0COOM Ta CHIBIpaIls 3 IHTErPaTOPaMU TaKOX BU3HAYAIOTHCS
K BaXJIUBI 111 €EKTUBHOTO BIPOBAKEHHS MTPaBUJI Ta MOJITUK OE3MEKH B OpraHi-
3ari.

VYl 11 acnekTy CnuibHO CHPsIMOBAaHI Ha MOJOJAHHA JIOACHKOTrO (hakTopy Ta CTBO-
peHHs cTifikoro cepenoBuia A 6e3nexku [oT. Ocratouno, po3yMiHHS Ta BpaxyBaHHS
BILJTUBY JIFOJICHKOTO ()aKTOPY € KPUTUUHUMH JIJI1 PO3BUTKY €(hEKTUBHUX CTpaTeriii 0e3-
NEKU B €MOXYy 3pocTatouoi BaximBocTi Internet of Things.

Jlitreparypa

[1] Enextponne JOKEpeo: besmneka loT-pimenn MiITPHUEMCTB. Hocrym:
https://worldvision.com.ua/bezopasnost-iot-resheniy-predpriyatiy/.
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OLIHKA AHAJII3 BE3IIEKH B TOJATKAX JIJIA IoT

Irop OBUYAPYK (cTyneHr)

Kuiscokutl nayionanvuuil ynisepcumem 0yo0ienuymea i apximekmypu, ¢haxyibmem asmomamu3ayii i
iHopmayitinux mexnonoail, kageopa xibepbesneku ma komn tomepHoi indcenepii, Kuis, Ykpaina

AHoOTaLisA

31aTHICTh pO3YMHHUX O0'€KTIB 3aJIMINATUCS Ha 3B'I3Ky 3 [HTEpHETOM 3 MeTOIO Tepemadl
Ta OTpUMaHHs NaHuX Ha3uBaeThes [HTepHeT pedeii (IoT). 3rigHO 3 OCTaHHIMU OIIHKAMH,
10 2020 poky kinbkicTh loT-ipucTpoiB nepepuimth 50 MutbsapaiB. He quBHO, 1m0 Take
cTpiMKe 3pocTaHHsi KinbkocTi loT-mpuctpoiB mpuBepTae yBary 3J0BMHCHHKIB, SIKi
NparHyTh yBary 3JIOBMHCHHUKIB, SIKi MPAarHyTh BUKOPUCTATH iX JJISI BIACHOI BHUTOJIU.
BJIACHOI BUTO/1M, a 60THET Mirai €, MaOyTh, HalO1IbII ICKPABUM MPUKJIIAIOM LIKIUIUBOTO
nporpamMHoro 3abe3nedeHHs, opieHToBaHoro Ha loT [1, 2]. ITo cyri, IoT Hece 3 coboro
0e3miu TOTEeHLIWHUX PU3HKIB ig Oe3neku 1 KOH(DIIEHIIHHOCTI ISl KIHIEBUX
KOPUCTYBaYiB, BKJIIOYAIOYM HECAHKIIIOHOBAHWH JOCTYN 1 3JIOBXKMBAaHHS IPHBATHOO
iHpopMalli€lo, a TaKoX 3JI0BXKHBAHHS NPUBATHOIO 1H(OpPMAIl€I0, YMOXIUBICHHS Ta
TOCWJICHHSI aTaK Ha 1HIIN CHCTEMH, a TaKOX CTBOPEHHS PHU3UKIB IO CTOCYIOTHCS
ocobuctoi 6e3neku [3]. 3okpema, IoT cnpusie cTBOpEHHIO PI3HOMAHITHUX PU3MKIB JUIS
MPUBATHOCTI CMOXKMBada TOB'I3aHUX 31 300poM 0coOMCTOi Ta KOH(IAEHIIHHOT
iHpopmanii, HampukiIaa, Tpo BIONOOAHHS, MICIIE3HAXOPKEHHS, 3BHYKH TOIIO. Y
CEPEIHBOCTPOKOBIA a00 JOBTOCTPOKOBIM TEPCIEKTHBI IIi JaHI MOXYTh OyTH
BUKOPHCTaHIi, CKaXiMO, JIJIsl CTBOpeHHs npodinto abo Buaayi cede 3a KOPUCTyBaya UM
rpymny oci0, skl HOro IKaBiIATh. 3 I1HIIOrO OOKYy, Taki PU3UKHA i O€3MeKH,
KOH(1ACHIIITHOCTI Ta JOBIPH MOXYTh 3HAYHO 3MEHILIUTH JI0BIPY KiHIIEBUX KOPUCTYBAUiB
1o [aTepHeTy pedeit, a 0Txe, MepenIkoHKaTH HOro MOBHIN peaizarlii.

Kuarw4osi ciioBa

Internet of Things (IoT), 6e3neka B loT, anani3 6e3nexu, mudppysansus B [oT, BUkinku
6e3neku B [oT

Annotation.

The article "Security in Applications for the Internet of Things (IoT): Analysis, Chal-
lenges, and Innovations" provides an in-depth look at the key aspects of security in the
development and use of IoT applications. Starting with an analysis of the current state of
the IoT industry, the author discusses the importance of protecting information, operating
systems, and database organisation in this context.

Aimed at identifying the technological challenges faced by developers and users of [oT
applications, the article analyses the concept of information security from authentication
and authorisation to encryption and protection against data interception. The ethical as-
pects and the impact of IoT on the economy and industry are considered, and the im-
portance of innovative approaches to security in IoT applications is emphasised.

Using an analytical approach and evidence-based thinking, the article reveals the pro-
spects and challenges facing developers and users in today's IoT world.

Keywords

Internet of Things (IoT), security in [oT, security analysis, encryption in IoT, security
challenges in [oT
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ITocTanoBka 3agaui

Internet of Things (IoT) npencrapisie co60r0 Mepexy Ppi3MUHUX MPUCTPOIB, 00TAI-
HAHUX CEHCOpPaMM, MPOrPaMHUM 3a0€3MEUCHHSM Ta IHIIMMHU TEXHIYHUMHU 3aco0aMu
JU1s 300py Ta 00OMiHY JHaHuMU yepes [HTepHeT. ¥ cyuacHoMy cBiTi loT Bigirpae xito-
YOBY POJIb Yy MIAKIIOYEHHI PI3HOMAHITHUX MPUCTPOIB Ta CUCTEM, IO J03BOJISIE 3a0€3-
MeYyBaTH aBTOMATU3AIl110, 301bIIIYBATH €()EKTUBHICTh Ta MOJIETITYBATH MOBCAKICHHE
KUTTL.

[oT 3HaxoauTh 3aCTOCYBAaHHS B PI3HUX TATy35X, BKIIOYAIOYH METUITUHY, TIPOMHC-
JIOBICTh, CITLCHKE TOCMOAAPCTBO Ta MOOYTOBI MOTPEOH. 3a TONIOMOTOI0 CEHCOPIB Ta
3'€THaHHA 3 XMApPHUMHU cucTeMamu, mpuctpoi [oT MoxyTs 30upaT Ta 006pOOIATH Be-
JTUYE3HUN 00CIT NaHWX ISl HaJIaHHS KOPUCHOI 1H(oOpMaIlii Ta yrpaBIiHHS PI3HUMHU
acreKTaMH BUPOOHUIITBA Ta TOBCSIKICHHOTO KHUTTSI.

Posyminns cytHoCT Ta poi [oT € KiIro4oBUM 1Sl TOCTIKEHHS Ta 3a0e31eUeHHS
Horo 0e3reKu, OCKUIBKUA PO3BUTOK III€T TEXHOJIOT1i BUMarae e()eKTUBHUX 3aX0/iB JJIs
3aXHCTY B1J MOTEHIIIMHUX 3arpo3 Ta aTak.

AKTYyaJIbHICTH NPO0JIEMHA

3 orsiy Ha CTpiMKHM po3BUTOK TexHouorii Internet of Things (10T), u-
TaHHS! 0€3MEKW BUHUKAE SIK OJIMH 3 HAWaKTyalbHIIIUX BUKJIHUKIB ISl PO3T-
nsy. Po3mmpeHHas Mepexi MiIKITI0OUeHUX MIPUCTPOiB MPU3BOAUTH 10 301Tb-
IIEHHS 00CITY OOMIHY TaHUMH, 1110 BUKJIUKA€E HeaOUsIKl TPYAHOII B 320€3-
NeYeHH1 KOH(PIASHIIIMHOCTI Ta HTICHOCTI 1HhOpMAIIi.

3pocTaHHsl BaXJIUBOCTI Oe3neku B loT-mogaTkax 3yMOBJIEHO KUJIBKOMA
yuHHUKamu. [lo-niepie, BenuKa KiabKICTh MPUCTPOIB, SIKI B3aEMOMAIIOTH Y
IUX MEpekKaxX, CTBOPIOE MUPOKUIN BEKTOP MOXKIUBHUX aTak. KiOep3nounHil
MOXYTh BUKOPUCTOBYBATH CJIa0KI TOYKH B O€3MEIll OJTHOTO MPUCTPOIO IS
MOTPAIUISTHHS B 1HIIN €JIeMEHTH cucteMu|[1].

[To-gpyre, Benukuii 00CsT 30MpaHHs Ta 0OMIHY OocoOHCTO1 1H(hOopMaIlii
yepe3 [oT moxe npuzBecTy 10 CepHO3HUX MOPYIIEHb KOH(PIACHIIHHOCTI.
3axXHUCT OCOOMCTUX JAHUX KOPUCTYBAuiB CTA€ BEJIIbMHU BAXKIMBUM 3aBJaH-
HSIM, OCKIJIbKH HEOCTAaTHIN piBEHb O€3MEKH MOXKE IIPU3BECTH JI0 HENEPE/I-
OadyeHUX HACJIJKIB, BKIIOYAIOUN KPAJIDKKY 1ICHTUYHOCTI Ta HECAHKI[IOHO-
BaHUI JOCTYM J0 0coOucTOl iHhOopMaIlii.

TaxuM unHOM, 3a0e31meucHHs 0e3meku B loT-momaTkax crae He0OX1THOO
YMOBOIO 7151 30€pexKEeHHS JOBIPYU KOPUCTYBAUIB, CTIHKOCTI CUCTEM Ta YCITi-
IIHOTO PO3BUTKY III€1 MEPCIIEKTUBHOI raly31 TEXHOJOTIH.
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3arpo3u KoH}iTeHUiHHOCTI

3abes3neueHHs koHdiaeHiiitHOCTI B cuctemax Internet of Things (IoT) € Han3Bu-
YaiiHO Ba)KJIMBUM aCIIEKTOM 3 OTJIsiTy Ha OOMIH BEJIMKUMU 00CSTaMu 4y TIMBOI 1H(OP-
Mallii MK MiJIKITIOYEHUMH TPUCTPOSIMU. PO3risiHeMO Aesiki 3 OCHOBHMX 3arpo3 s
KoHiaeHmiHOCTI B [0T:

e [lepexorieHHs JaHUX: 3TOBMHCHUKM MOXXYTh BHUKOPHUCTOBYBATH PI3HOMAHITHI
METOAM JJIsl TIepeXOIieHHs 1HpopMarlii, o nepeaaeThes Mixk npuctposmu [oT.
Ile Moxe BKJIIOYATH aTaku Ha OE3MEeKy MepeKi, BAKOPUCTAHHS METOJIB aHAIIi3y
Tpadiky abo HaBITh (GI3UYHHM TOCTYII IO MPUCTPOIB.

e HecaHnkilloHOBaHM TOCTYI: 3arpo3u 3 00Ky XakepiB MOXKYTb IPU3BECTH JI0 HECa-
HKITIOHOBAHOTO 0CTymy /10 npuctpoiB [oT Ta 3moMy cucrem ayrentudikanii. Lle
MOKE€ BUKOPUCTOBYBATHCS sl OTpUMaHHsA KOH(iAeHI1HOiI iH(popmarli ado
BILUIMBY Ha pOOOTY MPHUCTPOIB.

e MaHinyoBaHHS JaHUMU: ATaKu Ha IUTICHICT TAaHUX MOXYTh IIPU3BECTH JI0 BHE-
CEHHS 3MIH y TIEpe/laHi JaHi, 10 MOK€ BUKJIMKATH HEMPaBWIbHY POOOTY TpH-
CTPOiB a00 CIIPUYMHUTH HETaTUBHI HACIIIKH.

e Burok iHpopMalii mpo KopuctyBaua: Y BUNAIKY, kKonu npuctpoi [oT 30upators
0COOMCTI JaH1 KOPUCTYBaUiB, ICHY€E PU3MK, IO L 1H(OpMaILliss MOXKE CTaTH 00'€K-
TOM BUTOKY. L{e MOke BUHUKHYTHU 4yepe3 caabKICTh 3aX0/11B Oe3MeKH Ha P1BHI MPU-
CTpOiB 200 B MEPEKEBOMY CEPEOBUIIII.

BaxnuBicTs KOH(IIEHIIMHOCTI BU3HAYAETHCS TOTPEOOIO 3a0€3MEUUTH 3aXHUCT UyT-
AUBO1 1H(QOpMaLIi, sIKa NepelaeTbCsd MUK MIIKIIOUEHUMH TPUCTPOSIMU. Pu3uku s
KOH(D1ICHIIIMHOCTI BKJIFOYAIOTh MOKJIMBICTh MEPEXOIUJICHHS JIaHUX, HECAHKI[IOHOBA-
HUW JTOCTYII, MaHIMyJIIOBaHHS JaHUMH Ta BUTOK OCOOMCTO1 1H(popMallii KOpUCTyBa-
yiB[1].

3axuct goctyny B [0oT BU3Haua€eThCs HEOOX1THICTIO KOHTPOJIIOBATH, XTO MA€E MPABO
B3a€EMO/IIATH 3 MIAKIIOYECHUMHU TPUCTPOSIMU. PU3mKku, MoB's3aHi 13 3aXUCTOM JOCTYITY,
BKJIFOYAIOTh CJIA0KY ayTeHTH(IKallil0, BUKOPUCTAHHS CTaHJIAPTHUX OOJIIKOBUX 3allu-
CiB, HECTIHKICTh aNITOPUTMIB ayTeHTH}iKallii Ta HEaJAeKBaTHE YIPAaBIIHHS MpaBaMu
JOCTYTY.

Jliis 3a6e3nedueHHs 6e3neKy B IUX 00JaCTsIX BaXJIMBO BUKOPHUCTOBYBATH €(PEKTUBHI
MeXaHi13MU MH(PYyBaHHS, CHIIbHY ayTeHTU(IKAIIIIO0, PEeTyISpPHO 3MIHIOBATH MapoJi Ta
HaJaBaTH TUTbKM HEOOX1HI paBa AOCTyIy. Takuii miaxia JonoMarae 3MEHIIUTH PH-
3MKH HECAHKI[IOHOBAHOTO JIOCTYITy Ta 30epertu KoH(1AeHIINHICTh iHPOopMaIlil B CUC-
temax [oT.

Kputnynuii orJisjg 3aco0iB 0e3neKkd, BAKOPUCTOBYBAHMX Y CYYaCHUX
IoT-nopaTkax

VY kontekcri Internet of Things (IoT), ayrenTudikariist Ta aBTopu3aiisi € BaXXJIMBUMU
CKJIaJIOBUMHU JJIs 3a0€3MeYeHHs O€3MEeKH MPUCTPOIB Ta MEPEXKI.
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AyTeHTHdiIKaIlis € TPOLIECOM MEPEBIPKU 1IEHTUYHOCTI KOPHUCTYyBada abo MPUCTPOIO
nepen HaJlaHHsIM Aoctyny a0 cucremu. Y Bunanky loT me moke Bkitouatu B cebde
BUKOPHUCTAHHS TapoJiiB, OIOMETPUYHUX JaHUX, TOKEHIB a0o0 1HIUX MeTojiB. [Ipo-
Osiemu ayTeHTU(]IKAIIT MOXKYTh BUHUKHYTH BHACIIJIOK CJIAOKUX TapoJiiB, BUTOKIB 00-
JTIKOBHX JaHUX a00 aTak Ha Mpolec ayTeHTHdIKaIii.

ABTOpHU3aIlis BU3HAYAE, SIK1 711 Ta peCypCH Ma€ NMPaBO BUKOHATHU ayTeHTU(DIKOBaAHUI
KOPHUCTYBa4 Y MPUCTPiil. BaxkiBo 10TpuMyBaTUCS IPUHIIUITY "HE OLIBIIE MPaB, HIXk
noTpiOHO", 00 YHUKHYTH HECAHKI[IOHOBAHOTO BUKOPUCTAHHS IPUCTPOIB UK JOCTYITY
1o xkoH®ineHmiHoi iHpopmarii. [Ipobremu aBTopHM3allii MOXYTh BUHUKHYTH 4epe3
HEMPaBUJILHO HAJIANITOBAHI MpaBa JIOCTYIy a00 BPa3IUBOCTI B CHCTEMI YNPaBIIiHHS
nocTynom|[2].

MinHicTh cucTeMu ayTeHTHdIKaIlli Ta aBTOpU3allil BayKJIuBa JjIs 3a1o0iraHHs Heca-
HKIIIOHOBAHOI'O JIOCTYITY, 3aXUCTY BiJ] aTak Ta 3a0e3nedeHHs uticHOCTI JanuXx. Edek-
THBHA peai3alis [UX MEXaHI3MiB JONOMAarae 3MEHIIUTH PU3UKHU 3JI0MYy O€3MEKHu B
loT-nogaTkax Ta mMATPUMYE CTIMKICTh CUCTEM y BUMIPI1 IOCTYITY 10 PECYPCIB.

VY cyuacuux cucremax Internet of Things (IoT), Ae 1aHi akTUBHO OOMIHIOIOTHCS MIXK
MIIKJIIOYEHUMH TPUCTPOSIMU, 3aXUCT BiJl MEPEXOIUICHHS JaHUX Ta MU(pyBaHHA BiIi-
IparoTh KIOYOBY POJIb B 3a0€3MeUeHH1 O€3MeKH.

[udpyBanns - 1e nporec nepeTBopeHHs iHdopMmallii B Takuil ¢popmar, 1o Moro
Ba)KKO YW HaBITh HEMOXKJIMBO po3IMdpyBaTH 0€3 HAIBHOCTI CIEIAIBHOTO KiIo4a. Y
Bumnajiky [oT, mudpyBaHHs MOKe BUKOPUCTOBYBATHCS JIJIs 3aXUCTY MEpEaHUX JaHUX
MDK IPUCTPOSIMU B1Jl HECAHKI[IOHOBAHOTO JTOCTYITY 200 MepeXOIIeHHS .

Lle#t acriekT BKIIIOUa€ B ceOe 3aX0/I1, CIIPSIMOBaH1 Ha MOMEPEHKEHHS aTak, CIIPsiMO-
BaHUX Ha 3JIOBKUBaHHS ab00 MEPEXOIUICHHs MepeJaBaHuX JaHuX. Bukopucranus 3a-
XUIIEHUX MEPEXKEBUX MPOTOKONiB, Takux ik HTTPS, Ta mexani3miB iaeHTU]IKAIIT
MO’KE IOMTOMOTTH YHHUKHYTH MPOOJIEM 3 MepEeXOIUICHHIM iH(popMaItii.

MinHe mmdpyBaHHS Ta 3aXUCT BiJ MEPEXOIJICHHS TaHUX € BAKIMBUMU, OCKLUITHKA
3a0e3nmeuyroTh KOH(DIIEeHIIHHICTE Ta HITICHICTH 1H(OopMariii B mepexi [oT. [Ipore, Ba-
YKJTMBO TIOCTIMTHO OHOBJTIOBATH Ta BJOCKOHATIOBATH 3aX01 OE3MEKH, OCKIJTbKHA TEXHIKU
aTak MIBUKO CBOJIIOIIOHYIOTh, 1 CITA0OKICTh Y 3aXHCTI MOKE MTPU3BECTH JI0 Hemepeaoa-
YEHUX HACJIIKIB.

IlepcnekTBU PO3BUTKY Oe3nexku B gogarkax s [oT

B xoHTekcTi moctiiiHoro BaockonaneHnHs 6e3neku B Internet of Things (IoT) Baxk-
JIMBO BPaxOBYBaTH HOBATOPCHKI miaxoau. OJIUH 13 TaKUX MIAXOJIB - BUKOPUCTAHHS
TEXHOJIOT1i OJIOKUEHH JIJI1 CTBOPEHHsI O€3MeUYHUX Ta HEBI1A'€MHUX CUCTEM 30€pEeKEHHS
naHux. Ll TeXHOJOTIS 103BOJISIE CTBOPIOBATU PO3MOAUICHI 0a3u TaHuX, 110 3abe3Iie-
YyIOTh LUIICHICTh Ta HaAIMHICTh 1H(pOpMAaITii.

Takox, BAKOPUCTAHHS CUCTEM MAIIMHHOTO HaBYaHHS MOJXKE JOTIOMOTTH BUSIBJISTH
anomauii B po0oTi loT-nonatkiB, 3a0e3neuyroun 011b11 eHEeKTUBHUNA MOHITOPUHT O€3-
MEeKW Ta pearyBaHHS Ha TOTeHIIWHI 3arpo3u. Ille omumH miaxig - 3acTocyBaHHS
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TEXHOJIOT1H "3aXMCTy BiJl KIHIIEBOTO J0 KIHIIEBOTO'", AKuUi nepeadaydae 3axuct iHpop-
Mallii Ha BCiX eTamnax rnepejadi, 3a0e3mneuyroun MoBHy 0e3IeKy JaHuX BiJl CEHCopa JI0
UJILOBOI CUCTEMHU.

3a0e3nedeHHs] ETUYHOCTI Ta IMIPO30POCTI B pO3pOOIIl Ta BUKOPUCTAHHI JTOAATKIB JJIs
Internet of Things (I10T) € KJTF0O4OBHM acmeKTOM B CydacHOMY ITU(POBOMY CEPETOBHIIT.

3 pOCTOM KUIBKOCTI MIJKIIOYEHUX MPUCTPOIB Ta 301IbIIEHHSAM 00cATy 310paHoi 1H-
dbopmariii, BHHUKAIOTh TUTAHHS €TUKW BUKOPUCTAHHS ITUX JaHuX. PO3poOHUKH Ta KO-
pUCTyBavi TOBUHHI PETEIHHO PO3IIISIIATH, K 30upaTH, 30epiraTi Ta BAKOPUCTOBYBATH
0COOUCTI J1aHi, MO0 YHUKHYTH MOPYIICHb MPUBATHOCTI Ta HEMPABUILHOTO BUKOPHC-
TaHHs iHQopmarii[2].

[Ipo30picTh BU3HAYAETHCS SIK 3AATHICTH PO3YMITH, K MPAIOE CHCTEMA Ta SIK 00po-
ongerbest iHpopMmatis. B konTekeri [oT, e o3navae, 1o kopuctyBayi Ta 1HII 3aliKa-
BJIEHI CTOPOHHU MOBHHHI MaTH YiTKE YSBJICHHS MPO T€, SIK 30MparOThCsl Ta BUKOPUCTO-
BYIOTHCS IXHI JIaHI, @ TAKOX SIK IIPALIOIOTh M1IKII0YEeH] MPUCTPOI.

ETnuna po3poOka Ta Bukopuctanus qoaatkis s [oT qonmomarae 36epertu 1oBipy
KOPUCTYBauiB Ta YHUKHYTH MOXJIMBUX €TUYHHMX KOHQIIKTIB. PO3pOOHMKN MOBHHHI
JTOTPUMYBATHCS CTAaHIAPTIB KOH(D1ACHIIIHHOCTI Ta TPO30POCTI, a TAKOXK aKTUBHO CITiB-
MpAIIOBaTH 3 OpraHaMu PEryJIIOBaHHS i1 BCTAHOBJICHHS Ta JOTPUMAHHS €TUYHUX
cranaaptiB y raiy3i [oT.

BucHoBku

Brnus Internet of Things (IoT) Ha ekoHOMIKY Ta 1HAYCTpPil0 BU3HAYAETHCS KIIBKOMA
KIIF0O4YOBUMHU acriektamu. CrnioyaTtky, BUKopuctanHs 10T y BUpOOHUITBI MPU3BOAUTH
710 TIABUINECHHS €PEKTUBHOCTI Ta aBTOMAaTH3allii IPOIIECIiB, 3a0€3MeUyI0YH EKOHOMIIO
pecypciB. [pyruii acnekT nojsrae B po3BUTKY HOBUX PUHKIB Yepe3 CTBOPEHHS HOBUX
MPOAYKTIB Ta MOCIYT, TAKUX K PO3yMHI JOMAIITHI IPUCTPOi Ta MEIUYHI TEXHOJIOTI].
TpeTiit actiekT BKJIIOYA€ PO3BUTOK MiANPUEMHUIITBA, JI€ MIANPUEMCTBA, AKTUBHO BU-
kopuctoBytour 0T, MOKyTh CTBOprOBaTH HOBI O13HEC-MOJIENI Ta MPUBEPTATH 1HBEC-
THIIII.

Opnak posmmupenHs [oT mopomkye cepito BUKIUKIB y cdepi 6e3nexu. [To-nepie,
30UTBIIIEHHST 00CsTY 310paHoi Ta 00poOIIeHOT 1H(pOpMaITli CTaBUTh MUTAHHS KOH(1IEH-
LIHHOCTI JaHUX Ta HECAHKI[IOHOBAHOTO JOCTYMY A0 HUX. Bipyre, HeoOxiaHO 3abe3me-
YUTH €(PEKTUBHHI 3aXUCT MEPEX1 BiJl aTak Ta 3JIOBMUCHHUX i Yy 3B'SI3KYy 3 BEITUKOIO
KUIBKICTIO MIJIKJIFOYEHUX MPUCTPOIB. TpeTe BUKIIMK - BIICYTHICTh CTAaHJAPTIB Y TaTy3i
0e3IeKH, 0 MOKEe MPU3BECTHU JI0 HEMPO30pUX B3aeMOAIN MiXK pi3HUMH loT-npoayk-
TamMu. YeTBepTHil BUKJIMK - 3a0€3MEUECHHS MacIITa0OBAHOCTI 3aXO0JiB O€3MeKH s
€()EeKTUBHOTO 3aXHUCTY BEJIIMKOI KIIBKOCTI MIJKIIOUEHUX NPpUCTpoiB. Hapemri, BUkopu-
ctanHs [oT mMoxe cTaTu 3arpo3010 AJ IPUBATHOCTI Ta OE3IMEKH JIF0IEH, OCKUIbKU Oa-
raTo MPUCTPOIB MOXE 30UpaTH Ta rnepeaaBaTd OCOOUCTI AaHi.
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